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5.3.1
1 Introduction

The issue on KeNB derivation at Idle to Active transition has been discussed in a number of LSs between RAN2, SA3 and CT1. The assumption on using the UL NAS message (of the initial UE NAS message) as input to the key derivation has been agreed for a long while; the open issue has been if this sequence number needs to be echoed back to the UE in the SMC. This paper is proposing that RAN2 conclude on that this functionality is not required. This is also inline with the assumptions in CT1 [C1-081870].

2 Discussion

The motivation for echoing back the sequence number is to address the case when the NAS layer in the UE has re-sent the initial NAS message due to timeout and there would be some ambiguity of which NAS message the AS key is derived from. By echoing the sequence number in the DL Security Mode Command (SMC) it would be possible for the UE to detect if the AS key is an old AS key. In further RAN2 discussion [R2-082036] it  has however been concluded that detecting this problem is also possible without a sequence number since if the old AS key is used the SMC procedure will fail and the UE will immediately go to idle and re-initiate the NAS procedure.

The only potential advantage with a sequence number would be that the UE could accept an old AS key even though it has re-initiated the NAS procedure. It is not clear however that using an old AS key will work in all cases, and it would be required to specify some complex inter-layer window mechanism in the UE where it can determine which old AS keys are acceptable and which are not.

Given that a NAS timeout should be rare and will anyway cause significant service delays (CT1 indicated a 5 s timer is used), it is not seen worth to introduce extra complexity for such a small relative gain.

It should also be noted that the whole problem with NAS re-transmissions goes away if the NAS layer either always sends an initial NAS message on a new RRC connection or use the same sequence number for pure re-transmissions.

3 Conclusion

As clarified in the above and supported by the latest feedback from CT1, it is concluded that the error cases under consideration are covered by existing mechanisms. Considering the limited gain, lack of need and extra complexity from an AS perspective, it is proposed that NAS sequence number should not be included in the RRC SMC.
It is proposed to agree on the text proposal below and to notify SA3 and CT1 about the decision.
4 Text proposal 
5.3.4.3
Reception of the SecurityModeCommand by the UE

The UE shall:


1>
request lower layers to verify the integrity protection of the SecurityModeCommand message, using the algorithm indicated by the integrityProtAlgorithm as included in the SecurityModeCommand message;

1>
If the SecurityModeCommand message passes the integrity protection check:

2>
configure lower layers to apply integrity protection using the indicated algorithm immediately, i.e. integrity protection shall be applied to all subsequent messages received and sent by the UE, including the SecurityModeComplete message;

2>
configure lower layers to apply ciphering using the indicated algorithm after completing the procedure, i.e. ciphering shall be applied to all subsequent messages received and sent by the UE, except for the SecurityModeComplete message which is sent unciphered;

2>
consider AS-security to be activated;

2>
submit the SecurityModeComplete message to lower layers for transmission, upon which the procedure ends.

1>
else:

2>
continue using the configuration used prior to the reception of the SecurityModeCommand message, i.e. neither apply integrity protection nor ciphering.

2>
submit the SecurityModeFailure message to lower layers for transmission, upon which the procedure ends.
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