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1 Introduction

The issue on how to handle the UE in case the UE enters the wrong cell at handover has been raised in [2]. The basic root of the problem is that the UE will if it succeeds with the random access procedure stay in the cell, while the network has no way of communicating with the UE on RRC level due to lack of a security relation. Similar problem can occur if the PDCP layer for some reason would loose synch for the SRBs causing ciphering and integrity protection to fail. This contribution proposed a simple solution to the problem which can also be used to handle the synchronization loss case within the cell. 

2 Discussion

The following issues need to be addressed:
1. Detection of the problem
2. How to release the UE for which there is no RRC security relation without causing problems for other UEs
Issue one can be handled without standardization changes, while issue two requires some small changes to the UE behaviour.
Issue 1:

In the handover case the eNB detects the problem when it after a Random Access receives an RRC message (e.g. “Handover Confirm”) which has an incorrect MAC-I.
For synchronization loss within the cell the eNB detects the problem when the eNB receives an UL RRC message with the incorrect MAC-I or when the UE stops responding to DL RRC messages (e.g. if DL synch has been lost). It is up to network implementation if the eNB should send additional RRC messages to verify that the problem exists. 
Issue 2:

To solve this issue it could be considered to introduce an RRC connection release message which can be sent without MAC-I or some selective release message (as proposed in [1]). This would however require that a different SRB is used since currently there is no way to signal to the PDCP layer that integrity protection should not be applied. 
One alternative way to solve this issue would be to just specify that the UE shall initiate the RRC connection re-establishment procedure whenever it receives X number of RRC messages (PDCP PDUs on SRB1 or SRB2) with the wrong MAC-I. Since the likelihood of receiving an RRC message with the wrong MAC-I when the UE is in synch is extremely low due to the 24 bit CRC on the transport layer, it is probably enough to specify that the UE should trigger RRC connection re-establishment after it has receives 2 directly subsequent PDCP PDUs on SRB 1 or 2 with the wrong MAC-I. This solution minimizes UE and standardization impacts and makes it possible to for the network to release the “unwanted” UE simply by sending some additional RRC messages to trigger the connection re-establishment of the UE with no security relation. Doing this will not cause any problems for a UE with the same CRNTI (CRNTI collision). Triggering the re-establishment procedure instead of using RRC connection release has also the advantage that it will make the network aware of when the UE dropped the RRC connection.
Proposal 1: PDCP should indicate to RRC when it has received two directly subsequent PDUs on SRB 1 or 2 with the wrong MAC-I. If this occurs the RRC layer should initiate the RRC connection re-establishment procedure. 
Note: It is FFS how to handle the case if dummy integrity protection is introduced in the future. It is however assumed this would be solved somehow and should not impact the current solution.

3 Conclusion 
It is proposed to adopt proposal 1 above. If accepted Ericsson can draft relevant CRs.
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