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1 Introduction
At the previous RAN2 meeting the issue about supporting handover from UTRAN to E-UTRAN before security has been started in UTRAN was discussed. This paper discusses this scenario and concludes that it is technically possible to support handover prior to UTRAN security without E-UTRAN impacts, assuming the UE has a valid security context in the SGSN. From an E-UTRA RRC perspective this means that the handover to E-UTRA procedure can assume that the UE has a valid CK/IK.
2 Discussion
Currently in UTRAN it is supported to perform handover prior to security start (security mode command procedure has been completed). This could for instance happen during ongoing NAS Attach procedure, when a radio condition requires that a handover should be performed, or in case of early re-direction. Within UTRAN this is possible since any ongoing NAS procedure will be able to complete in the target UTRAN cell.
In E-UTRAN handover prior to RAN security establishment is not supported. From an E-UTRAN point of view however it does not really matter if UTRAN security has been activated or not, just as long as the UE has performed AKA with the CN and has a valid security context (CK/IK has been generated in the UE and CN). The security context in E-UTRAN is built up by the SGSN/MME from the CK/IK.

In the case when no AKA has been performed in the previous system or when the UE is not yet attached, it will not be possible to perform handover to E-UTRAN since the E-UTRAN context can not be setup before the AKA / Attach is completed. In this case UTRAN can only trigger idle mode procedures (e.g. cell change order, release with re-direction). One way for UTRAN to know when the UE is successfully attached to the old system (and the CN has a security context) is when the CN has set up at least one RAB in UTRAN.
From an E-UTRA RRC specification point of view this means it can be assumed that the UE has a valid security context (CK/IK or GSM keys) when receiving the handover to E-UTRA command. In order to avoid ambiguities on which CK/IK should be used in E-UTRAN it is proposed that the handover to E-UTRA command should include key sequence identifier (KSI).

3 Conclusion

It is proposed to adopt a working assumption that the handover to E-UTRA procedure can assume that the UE has a valid security context (CK/IK or GSM keys). It is further proposed that the KSI associated with the version of the security context that should be used in E-UTRAN is included in the handover to E-UTRA command (RRCConnectionReconfiguration). 
4 Text proposal to 36.331
5.4.2
Handover to E-UTRA

5.4.2.1
General

Editor's note:
It may be desirable to avoid, to some extend, duplication of specification for parts that are common for the regular RRC connection reconfiguration procedure and the inter RAT handover case.
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Figure 5.4.2.1-1: Handover to E-UTRA, successful

The purpose of this procedure is to, under the control of the network, transfer a connection between the UE and another Radio Access Network (e.g. GERAN or UTRAN) to E-UTRAN.

The handover to E-UTRA procedure applies when SRBs are established, possibly in combination with DRBs. In case only SRBs are established, it is FFS if the DRB associated with the default EPS bearer is established during handover. 
NOTE:
The procedure can only be executed when the UE has a valid security context in the other RAT (i.e. valid GSM or UMTS keys).
5.4.2.2
Initiation

The RAN using another RAT initiates the Handover to E-UTRA procedure, in accordance with the specifications applicable for the other RAT, by sending the RRCConnectionReconfiguration message via the radio access technology from which the inter-RAT handover is performed.


5.4.2.3
Reception of the RRCConnectionReconfiguration by the UE

The UE shall:

1> act upon the received radio configuration in accordance with 5.3.9.

1>
if the mobilityControlInformation does not include the semiStaticCommonChConfig:

2>
acquire the SystemInformationBlockType2 from the target cell;

1>
request MAC to perform the random acess procedure as specified in TS 36.321 [6], using the applicable (e.g. random access/ PRACH) configuration parameters.

Editor's note:
The structure should be re-organised with the conditions for success/ failure specified jointly in this subclause, while the following subclauses specify the subsequent UE actions, i.e. with ..4 being actions related to setting the reconfiguration complete and ..5 the actions related to setting the failure message.

5.4.2.4
Successful completion of the handover to E-UTRA

The UE shall:

Editor's note:
There may be a need to re-map information regarding e.g. EPS bearers, security context, initialisation of variables

1>
If the UE successfully completes Handover to E-UTRA procedure (details to be specified):

Editor's note:
It is FFS whether a random number is needed as input to the derivation of the AS base-key (KeNB) upon inter RAT handover to E-UTRA is needed. If so, RAN2 assumes that it will be provided via target eNB i.e. as part of the MobilityControlInfo in the RRCConnectionReconfiguration message. Awaiting reply from SA3 to R2-082046

2>
configure lower layers to apply integrity protection using the indicated algorithm immediately, i.e. integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

2>
configure lower layers to apply ciphering using the indicated algorithm immediately, i.e. ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

2>
set the contents RRCConnectionReconfigurationComplete message as follows:

3>
Tbs

2> submit the RRCConnectionReconfigurationComplete message to lower layers for transmission, 

2>
enter E-UTRA RRC_CONNECTED, upon which the procedure ends.

To be completed
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