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1 Introduction

Key handling during inter-system HO was discussed before but no clear conclusion has been captured in the specifications.

This document discusses the different possibilities and proposes way to handle the different cases.

2 Discussion

Handover from LTE and Handover to LTE from UMTS and GERAN are both considered below.  Note that caching of keys in the other system has implications and these are identified in this document.  More discussion on this can be found in another contribution [1].
2.1 Handover from LTE

It has already been agreed that handover within and from LTE will only be triggered after activation of security.   This implies that a security context exists in EPC for users with SIM. For SIMless users, no EPC context exist but security is already started in LTE.
	#
	LTE status
	UMTS status
	Handling possibilities
	Comments

	1. 
	Security active in LTE: SIM based users
	No UMTS key available
	Use converted LTE keys

RNC obtains the converted keys from SGSN

UE needs to be told about the keys
	

	2. 
	Security active in LTE: SIM based users
	Cached UMTS key available
	Possibility to use Cached UMTS keys  or Use converted LTE keys

RNC obtains the keys from SGSN 

UE needs to be told about the keys
	Possible only towards Rel-8 UEs supporting caching.  Up to SA3 to decide on using cached keys or LTE based keys.  No real impact on RAN2 other than to signal the key to be used (covered in [1]). 

	3. 
	SIM less emergency call:

Security active in LTE and security context not available in EPC
	No UMTS key available
	Security can be continued using null algorithms in UMTS
	SIMless PS emergency calls not supported today in UMTS.  Extensions needed in UMTS to support this anyway.



2.1.1 Handover to GERAN
Since security for GERAN is handled by SGSN, there is no RAN impact.  It is not clear yet if cached keys are maintained or used in GERAN.  Backwards compatibility is possible for SIM based calls using keys conversions.   SIMless emergency calls are not supported over GERAN either.  If and when it is supported, CT1 has to adopt a solution of using null algorithms or changing the security configuration.  As there are no backward compatibility issues here, it is not considered a problem.  However, these are CT1 topics and hence not discussed further here.   From RAN2 point of view, handover is always initiated only after security activation.  
2.1.2 Summary of Handover from LTE
From the above analysis, for LTE, the current agreement that handover is initiated only after activation of security in LTE is valid and sufficient.

No issues are identified for inter-working towards legacy UMTS/GERAN systems that do not support Caching of keys or emergency calls.

No additional specification changes are identified for this.
For UMTS, if there is a decision to allow use of cached keys in UMTS/GERAN, then changes to UMTS/GERAN to indicate key to be used should be supported.   For UMTS (RAN2), it may impact both RANAP and RRC.  Similarly extensions are also required to support HO of SIMless emergency calls to these systems when it is supported.

2.2 Handover to LTE
The different cases for Handover to LTE are identified below.

	#
	UMTS status
	LTE status
	Handling possibilities
	Comments

	1. 
	Security active in UMTS
	No EPC key available
	Use converted keys in LTE

eNB obtains the converted keys from MME

UE needs to be told about the keys
	

	2. 
	Security active in UMTS
	Cached EPC key available
	Possibility to use Cached EPC keys  or Use converted keys in LTE

eNB obtains the new keys from MME

UE needs to be told about the keys
	

	3. 
	AS Security not active in UMTS but security context available in CN
	No EPC key available
	Use converted keys in LTE

eNB obtains the converted keys from MME

UE needs to be told about the keys

Security can be started in LTE using HO command 
	RNC does not know if UMTS security context available in CN

	4. 
	Security not active in UMTS but security context available in CN
	Cached EPC key available
	Possibility to use Cached EPC keys  or Use converted keys in LTE

eNB obtains the new keys from MME

UE needs to be told about the keys

Security can be started in LTE using HO command
	RNC does not know if UMTS security context available in CN

	5. 
	Security not active in UMTS and security context not available in CN
	Cached EPC key available
	Possibility to use Cached EPC keys 

eNB obtains the new keys from MME

UE needs to be told about the keys

Security can be started using HO command
	RNC does not know if UMTS security context available in CN

	6. 
	Security not active in UMTS and security context not available in CN
	No EPC key available
	Security cannot be started using HO command
	RNC does not know if UMTS security context available in CN

UMTS does not know if Cached EPC context is available

	7. 
	SIM less emergency call:

Security not active in UMTS and security context not available in CN
	No EPC key available
	Security can be started using HO command
	RNC knows about SIMless emergency call




General discussion on SMC in UMTS
In UMTS, SMC is triggered by the CN as soon as a security context exists and the UE identity is known in the SGSN.  The SGSN may delay the SMC until after a fresh authentication for procedures such as Attach or TAU.  These are not time critical procedures and there is no motivation here for performing a critical handover before the SMC.
2.2.1 Handover from GERAN

Since security activation and authentication are one integral procedure in GERAN and security in GERAN is activated on Attach, there is no possibility of “security not active but security context available in CN”.  Further SIMless emergency calls are not supported today over GERAN either as mentioned earlier.  
2.2.2 Summary of Handover to LTE

As discussed above, security can be activated as part of the HO procedure to LTE in all but one case - #6, where there is no security context in the CN of either UMTS/GERAN or EPC.  While it is still not fully clear if UMTS will trigger a HO for this scenario, there is no way for the RNC to be aware if a context is available in the CN other than to use the SMC as the basis.
To cater for this one scenario and to align behaviour between LTE and UMTS/GERAN, it is proposed to support HO from UMTS/GERAN only after security activation.  There is no real reason to support a HO before SMC.  Further, HO from UMTS/GERAN to LTE will require changes to UMTS/GERAN and hence there is no legacy issue.
A consequence of this will be that UMTS/GERAN will also need to activate security using NULL algorithms when these systems support SIMless emergency calls.
Proposal: Handover from UMTS/GERAN to LTE will only be supported after activation of security in the source system.

3 Summary and proposal

The contribution looked at the various security scenarios for inter-system handovers.  It is found possible that almost all scenarios can be addressed using the existing framework except one where there is no security context in the CN at all.  To cater to this case and align handovers from and to LTE, it is proposed:

Proposal: Handover from UMTS/GERAN to LTE will only be supported after activation of security in the source system.

Key identification in case of caching of security context in more than one CN can be [1].
Attached a text proposal to capture this.  It accepted, changes to UMTS stage 3 specifications may be required and these are not shown yet.
4 References
[1] 
R2-082392 Need for Key Sequence indicator during security configuration
5 Text proposal to 36.300

10.2.2
Handover

Inter RAT HO is designed so that changes to GERAN and UTRAN are minimised. This can be done by following the principles specified for GERAN to/from UTRAN intersystem HO. In particular the following principles are applied to E-UTRAN Inter RAT HO design:

1.
Inter RAT HO is network controlled through source access system. The source access system decides about starting the preparation and provides the necessary information to the target system in the format required by the target system. That is, the source system adapts to the target system. The actual handover execution is decided in the source system.

2.
Inter RAT HO is backwards handover, i.e. radio resources are prepared in the target 3GPP access system before the UE is commanded by the source 3GPP access system to change to the target 3GPP access system.

3.
To enable backwards handover, and while RAN level interfaces are not available, a control interface exists in CN level. In Inter RAT HO involving E-UTRAN access, this interface is between 2G/3G SGSN and corresponding MME/Serving Gateway.

4.
The target access system will be responsible for giving exact guidance for the UE on how to make the radio access there (this includes radio resource configuration, target cell system information etc.). This information is given during the handover preparation and should be transported completely transparently through the source access system to the UE.

5.
Mechanisms for avoiding or mitigating the loss of user data (i.e. forwarding) can be used until the 3GPP Anchor determines that it can send DL U-plane data directly to the target system.

6.
The handover procedure should not require any UE to CN signalling in order for data to start to flow in the target system. This requires that the security context, UE capability context and QoS context is transferred (or translated) within the network between source and target system.

7.
Similar handover procedure should apply for handovers of both real time and non-real time services.
8.
Similar handover procedure should apply for both Inter RAT Handover and intra-LTE Handover with EPC node change.
9.
Network controlled mobility is supported even if no prior UE measurements have been performed on the target cell and/or frequency i.e. “blind HO” is supported.
10. Inter-RAT handover between LTE and UTRAN/GERAN is only supported after activation of security procedures in the source RAT.  The security may be activated using null algorithms.
