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1.
Introduction
In UMTS, a counter check procedure has been defined to allow the UTRAN to check that the amount of data sent in both directions (uplink and downlink) over the duration of the RRC connection is identical at the UTRAN and at the UE. Basically, the intent is to detect whether unwanted packets have been received by either the UE or the eNB. 
In this document we analyse the usefulness and relevance of this procedure, especially in the case of LTE.
2.
Discussion
The following section is taken from 33.401. It provides high level view of what is meant by the counter check procedure. 
%%% section 7.5 in 33.401
7.5
Signalling procedure for periodic local authentication

The following procedure is used optionally by the eNB to periodically perform a local authentication. At the same time, the amount of data sent during the AS connection is periodically checked by the eNB and the UE for both up and down streams. If UE receives the Counter Check request, it shall respond with Counter Check Response message.

The eNB is monitoring the COUNT values associated to each radio bearer. The procedure is triggered whenever any of these values reaches a critical checking value. The granularity of these checking values and the values themselves are defined by the visited network. All messages in the procedure are integrity protected.

Editor’s Note: It is FFS whether the counters in SGW could be used instead or in addition of counters in eNB.
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Figure 7.5-1: eNB periodic local authentication procedure

1.
When a checking value is reached (e.g. the value in some fixed bit position in the hyperframe number is changed), a Counter Check message is sent by the eNB. The Counter Check message contains the most significant parts of the COUNT values (which reflect amount of data sent and received) from each active radio bearer.

2.
The UE compares the COUNT values received in the Counter Check message with the values of its radio bearers. Different UE COUNT values are included within the Counter Check Response message.

3.
If the eNB receives a counter check response message that does not contain any COUNT values, the procedure ends. If the eNB receives a counter check response that contains one or several COUNT values, the eNB may release the connection or report the difference of the COUNT values for the serving MME or O&M server for further traffic analysis for e.g. detecting the attacker.

%%% end of extract
The current text in 33.401 specifies that this procedure consists in allowing the eNB to send a Counter Check request to the UE, so that the network can detect potential mismatch between the COUNT values at the UE and at the E-UTRAN. Basically, this functionality provides the network with the ability to detect whether the UE or the eNB has received unwanted packets coming from an “intruder”. 

While this security procedure could present some benefits (i.e. allowing the network to periodically perform local authentication), we believe that in the scope of LTE this functionality does not seem to be very important. 
First, it is our understanding that this function has not been widely spread in case of UMTS deployment. Effectively it seems that “real-world” UTRAN do not use this type of request to check for local authentication.
Then, we are doubtful regarding the usefulness of such request since in case a UE or an eNB receives unwanted packets, this would imply out-of-sequence reception for the case that both the intruder and the UE / eNB would transmit at the same time. The case of out of sequence reception would result in the normal case, i.e. when no handover is performed in the de-synchronization of the COUNT values and thus deciphering would not work properly. Since anyway SA3 requested that for the case of the detection of de-synchronization the UE / eNB should take appropriate actions (e.g. release the RRC connection or the radio bearer) there does not seem to be a real need to define a separate procedure.
Essentially, the need for the Counter Check procedure is questionable. And while many other aspects in RAN2 need to be addressed, we believe that we should not consider the Counter Check feature as a “must have” at this stage. The proposal is hence to send a liaison to SA3 to indicate that RAN2 does not see the need to implement the Counter Check procedure.
3.
Conclusion
It is proposed that RAN2 considers the need for a Counter Check procedure in LTE. There are basically two alternatives:
· Option1 : Send a liaison to SA3, indicating that RAN2 does not see the need to implement the Counter Check procedure 

· Option 2: Follow recommendation from SA3 and implement the Counter Check procedure in RRC specifications

Based on our analysis, we tend to believe that such functionality is not necessary. We are hence in favour of option 1.
4.
Annex : Counter Check procedure in UMTS
8.1.15
Counter check procedure
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Figure 8.1.15-1: Counter check procedure

8.1.15.1
General

The counter check procedure is used by the UTRAN to perform a local authentication. The purpose of the procedure is to check that the amount of data sent in both directions (uplink and downlink) over the duration of the RRC connection is identical at the UTRAN and at the UE (to detect a possible intruder – a 'man-in-the-middle' – from operating).

This procedure is only applicable to radio bearers, and only to radio bearers using RLC-AM or RLC-UM. It should be noted that this requires that the COUNT-C values for each UL and DL radio bearers using RLC-AM or RLC-UM continue to be incremented even if ciphering is not used. This procedure is not applicable to signalling radio bearers.

8.1.15.2
Initiation

The UTRAN monitors the COUNT-C value associated with each radio bearer using UM or AM RLC. The procedure is triggered whenever any of these values reaches a critical checking value. The granularity of these checking values and the values themselves are defined to the UTRAN by the visited network. The UTRAN initiates the procedure by sending a COUNTER CHECK message on the downlink DCCH.

8.1.15.3
Reception of a COUNTER CHECK message by the UE

When the UE receives a COUNTER CHECK message it shall compare the COUNT-C MSB values received in the IE "RB COUNT-C MSB information" in the COUNTER CHECK message to the COUNT-C MSB values of the corresponding radio bearers.

The UE shall:

1>
set the IE "RRC transaction identifier" in the COUNTER CHECK RESPONSE message to the value of "RRC transaction identifier" in the entry for the COUNTER CHECK message in the table "Accepted transactions" in the variable TRANSACTIONS; and

1>
clear that entry.

If:

-
there is one or more radio bearer(s) using UM or AM RLC mode stored in the variable ESTABLISHED_RABS, which is (are) not included in the IE "RB COUNT-C MSB information"; or

-
there is one or more radio bearer(s) included in the IE "RB COUNT-C MSB information", which is (are) not stored in the variable ESTABLISHED_RABS; or

-
for any radio bearer (excluding signalling radio bearers) using UM or AM RLC mode stored in the variable ESTABLISHED_RABS and included in the IE "RB COUNT-C MSB information" with COUNT-C MSB values different from the MSB part of the COUNT-C values in the UE:

the UE shall:

1>
include these radio bearers in the IE "RB COUNT-C information" in the COUNTER CHECK RESPONSE message. For any RB which is included in the IE "RB COUNT-C MSB information" in the COUNTER CHECK message but not stored in the variable ESTABLISHED_RABS in the UE, the MSB part of COUNT-C values in the COUNTER CHECK RESPONSE message shall be set identical to COUNT-C-MSB values in the COUNTER CHECK message. The LSB part shall be filled with zeroes.

The UE shall:

1>
if no COUNT-C exists for a radio bearer for a given direction (uplink or downlink) because:

2>
it is a uni-directional radio bearer configured only for the other direction (downlink or uplink respectively); or

2>
it has been configured to RLC-TM mode in one direction (uplink or downlink) and RLC-UM in the other (downlink or uplink respectively):

3>
set the COUNT-C in the IE "RB COUNT-C information" in the COUNTER CHECK RESPONSE message, to any value.

1>
submit a COUNTER CHECK RESPONSE message to lower layers for transmission on the uplink DCCH using AM RLC.

When the COUNTER CHECK RESPONSE message has been submitted to lower layers for transmission the procedure ends.

8.1.15.4
Reception of the COUNTER CHECK RESPONSE message by UTRAN

If the UTRAN receives a COUNTER CHECK RESPONSE message that does not contain any COUNT-C values, the procedure ends.

If the UTRAN receives a COUNTER CHECK RESPONSE message that contains one or several COUNT-C values the UTRAN may release the RRC connection.

8.1.15.5
Cell re-selection

If the UE performs cell re-selection anytime during this procedure it shall, without interrupting the procedure:

1>
initiate the cell update procedure according to subclause 8.3.1.

8.1.15.6
Invalid COUNTER CHECK message

If the UE receives a COUNTER CHECK message, which contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error handling as follows. The UE shall:

1>
transmit an RRC STATUS message on the uplink DCCH using AM RLC;

1>
include the IE "Identification of received message"; and

1>
set the IE "Received message type" to COUNTER CHECK; and

1>
set the IE "RRC transaction identifier" to the value of "RRC transaction identifier" in the entry for the UE COUNTER CHECK message in the table "Rejected transactions" in the variable TRANSACTIONS; and

1>
clear that entry;

1>
include the IE "Protocol error information" with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION;

1>
when the RRC STATUS message has been submitted to lower layers for transmission:

2>
continue with any ongoing processes and procedures as if the invalid COUNTER CHECK message has not been received.
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