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1 Introduction

This paper discusses the remaining open issues regarding connection re-establishment. The proposal is to agree a simple base-line procedure involving re-establishment of the entire AS-configuration (aparart from the security key derivation). This way, the handling is similar to what is defined for connection establishment (and where this is not possible, to the handover procedure).
2 Discussion
2.1 Introduction

From a UE perspective, the connection re-establishment procedure resembles the connection establishment procedure i.e. the procedure only resolves contention resolution and SRB1 resumption. However, the re-establishment procedure is different in the following respects: the UE may have other RBs established, that were temporarily suspended upon detecting radio link failure. Furthermore, security has been actived. Finally, the UE may have been configured to perform measurements.

This contibution addresses the aspects that are currently not specified, namely:

· How the security is re-activated

· When data transfer on the ‘suspended’ RBs resumes
· How the measurement configuration shall be handled
2.2 Analysis
In general, our preference is to align the re-establishment procedure as much as possible with the connection establishment procedure. In some cases this is not possible, in which case alignment with the handover procedure is persued.

Security re-activation
In case of RL failure, the eNB receives the security context from the previous (source) eNB. It is assumed that the UE and the (target) eNB will perfom a key derivation identical to what is defined for handover i.e. a new KeNB is derived based on the KeNB* and the C-RNTI allocated in the new cell. The only difference compared to the handover case is that the C-RNTI is not know before entering the (target) cell, but only after completing the re-establishment procedure.
W.r.t. the re-activation of security, the following options can be considered:

a) re-activate immediately following the re-establishment procedure

b) a security mode control procedure is used to re-activate security

a) can be seen as an additional option that may be used to optimise the case the existing security configuration can be continued i.e. the target has an up to date context and supports the current algorithms. This approach would require a bit in the RRC CONNECTION RE-ESTABLISHMENT message i.e. to indicate ‘continue immediately following re-establishment procedure’. b) is anyhow needed to cover the other cases.
RB resumption
W.r.t. the resumption of data transfer on the suspended RBs (i.e. the RBs other than SRB1), one can again identify two options:

a) resume immediately following the re-establishment procedure

b) a reconfiguration procedure is used to re-activate security

As for security, a) can be seen as an additional option that may be used to optimise the case the existing RB configuration can be resumed. b) is again needed for the other cases. It should further be noted that the reconfiguration procedure supports two options:

b.1) re-establish the entire configuration (re-establishment)

b.2) reconfigure, using the existing RB configuration as the starting point (reconfigure i.e. ‘delta signalling’)

The use of ‘delta’ signalling reduces the message size, which is considered to be less of an issue for this DCCH message. More importantly, b.1 allows lossles operation.

Note
When using option b.2 all RBs, including the RLC AM bearers, are re-established. This re-establishment includes the PDCP configuration.
As mentioned before, ‘delta signalling’ is possible only if the target has an up to date context, maching the context in the UE. It is important that the the target eNB is able to verify this in a reliable manner for all kind of scenarios. Therefore, the UE should indicate in the RRC CONNECTION RE-ESTABLISHMENT REQUEST message the transaction identity of the last succesfully completed procedure.
In summary, both the b.1 and the b.2 options should be supported upon re-establishment (as already defined for handover). Our proposal is that both options can be used upon re-establishment also.
Measurement re-activation
W.r.t. the re-activation of measurements, again the same options apply as discussed for the RB configuration. There are some differences:

· the ‘default configuration’ that applies when nothing is signalled may be different than the one used previously. I.e. the rules defined for the handling of the measurement configuration upon handover would be applicable also for this case
· measurement gaps (and the associated measurements) may be de-activated, requiring explicit signalling to re-activate them

Our proposal is the same as for the RB configuration, namely to allow both the b.1 and b.2 options for re-establishment. Furthermore, we propose to specify that the same rules apply as defined for handover w.r.t. the default configuration after handover (as well as the associated behaviour e.g. the de-activation of measurement gaps)

How to signal the ‘re-sume withhout change’

In the previous we have mentioned the option to include a bit in the RRC CONNECTION RE-ESTABLISHMENT message to indicate ‘continue without change immediately following re-establishment procedure’.
Alternatively, the ‘no change’ can be supported as follows:

· An empty SECURITY MODE COMMAND message

· An empty RRC CONNECTION RECONFIGURATION message (this is already possible today i.e. all IEs are optional)

This standards changes of this alternative option are as follows:

· Change the IE Security configuration within the SECURITY MODE COMMAND message to optional

· Defining a rule that ‘empty’ SECURITY MODE COMMAND message re-activates the security unchanged

Note
The corresponding rule covering absence of  IEs Radio resource configuration and Measurement configuration is anyhow needed (i.e. one of the two may be absent)

Altogether there does not seem to be a large difference in complexity. Using the single bit in the RRC CONNECTION RE-ESTABLISHMENT message has some advantages: faster resumption/ re-activation and reduced signalling overhead.
2.3 Summary of proposal

In summary, our proposal is as follows:

· Security is re-activated using an security mode control procedure following the re-establishment procedure

· A connection reconfiguration is used to resume the RB configuration and to re-activate the measurement configuration

· Both the ‘reconfigure’ and the ‘re-establish’ options of the reconfiguration may be used to resume/ re-activate

· It is FFS how to signal the ‘re-activate/ resume no change’ of the security, the RB and the measurement configuration

The followinging figure illustrates the proposal.
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Figure 1: RRC connection re-establishment and subsequent re-activations
3 Conclusion & recommendation
This paper discussed the re-establishment procedure. The proposal is to agree a simple base-line procedure involving re-establishment of the entire AS-configuration (apart from the security key derivation). This way, the handling is similar to what is defined for connection establishment (and where this is not possible, to the handover procedure).
4 References
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TS 36.300 E-UTRA RRC specification v800

Text proposal
<not much assumed to be done, maybe just in the initial descriptive sections>

5.3
Connection control

5.3.1
Introduction

5.3.1.1
RRC connection control

RRC connection establishment involves contention resolution as well as the establishment of SRB1. E-UTRAN completes RRC connection establishment prior to completing the establishment of the S1 connection, i.e. prior to receiving the UE context information from the EPC. Consequently, AS security is not activated during the initial phase of the RRC connection. During this initial phase of the RRC connection, the E-UTRAN may configure the UE to perform measurement reporting. However, the UE only accepts a handover command when security is activated.

Upon receiving the UE context from the EPC, E-UTRAN activates security (both ciphering and integrity protection) using the initial security activation procedure. The RRC messages to activate security (command and response) are integrity protected, while ciphering is started only after completion of the procedure. That is, the response to the message used to activate security is not ciphered, while the subsequent messages (e.g. used to establish radio bearers) are both integrity protected and ciphered.

After having initiated the procedure to activate security, E-UTRAN may initiate the establishment of EPS bearers. In fact, E-UTRAN may initiate this bearer establishment procedure prior to receiving the confirmation of the security activation from the UE. If so, E-UTRAN will apply both ciphering and integrity protection for the RRC connection reconfiguration messages used to establish the EPS bearers. When using this ‘early’ EPS bearer establishment option, E-UTRAN should release the RRC connection if the bearer establishment fails (i.e. security activation and EPS bearer establishment are triggered by a joint S1-procedure, which does not support partial success).
For SRB 2 and for radio bearers carrying user data (DRBs), security is always activated from the start, i.e. the E-UTRAN does not establish these bearers prior to activating security.

5.3.1.2
Security
AS security comprises of the integrity protection of RRC signalling as well as the encryption of RRC signalling and of user data. RRC handles the integrity protection configuration, which is common for signalling radio bearers SRB1 and SRB2. RRC also handles the ciphering configuration, which is common for all radio bearers, i.e. the configuration is used for the radio bearers carrying signalling (SRB1, SRB2) as well as for those carrying user data. 

RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a ‘dummy’ algorithm.

NOTE
Security is always activated although in some cases a ‘dummy algorithm’ and/ or ‘dummy keys’ may be used, e.g. in case of UICC-less emergency calls
SRB2 and the radio bearers carrying user data are always ciphered. E-UTRAN should not establish these bearers prior to activating security.

NOTE 1
Lower layers discard RRC messages for which the integrity check has failed

The AS applies three different security keys: one for the integrity protection of RRC signalling, one for the encryption of RRC signalling and one for the encryption of user data. It is FFS whether or not the same key can be used for the encryption of RRC signalling and of user data. All three AS keys (in the following referred to as AS derived-keys) are derived from an AS base-key, which is eNB specific (KeNB).

Upon connection establishment new AS keys are derived. It is FFS which parameters are exchanged to facilitate the derivation of the new AS keys, e.g. the network provides a counter, the UE provide a random number
The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.

Editors note
Some concerns have been expressed regarding whether it is acceptable to protect the handover message by the security configuration used prior to handover.

The integrity and ciphering algorithms can only be changed upon inter eNB handover. The AS keys (both the base-key and the derived-keys) change upon every inter eNB handover. It is FFS if there is a need for further support of AS derived-keys change in RRC_CONNECTED. If this is needed, an intra cell handover based procedure is used to change the keys.

Editors note
Key change in RRC_CONNECTED may be required in order to take prepared keys into use following inter RAT handover. Since the new keys should be taken into account quite soon, the option of transiting through RRC_IDLE might be unacceptable

Editors note
For key change, no need for any changes compared to normal handover procedure have been identified so far

For each radio bearer an independent counter (COUNT) is used as input for ciphering. For SRBs, the same COUNT is used as input for integrity protection. Except for identical re-transmissions, it is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (SN). In addition, an overflow counter mechanism is used: the hyper frame number (HFN). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same AS base-key, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. The eNB may e.g. not reuse RB identities upon RB establishment, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition.
NOTE 2
An example of identical retransmissions that may use the same counter as input is the case of 'quick repeat' of RRC messages. Details of the interaction between RRC and PDCP for this case are FFS.

5.3.1.3
Connected mode mobility

In RRC_CONNECTED, the network controls UE mobility, i.e. the network decides when the UE shall move to which cell (which may be on another frequency or RAT). The network triggers the handover procedure e.g. based on radio conditions, load. To facilitate this, the network may configure the UE to perform measurement reporting (possibly including the configuration of measurement gaps). The network may also initiate handover blindly, i.e. without having received measurement information from the UE.
For mobility within E-UTRA, handover is the only procedure that is defined. Before sending the handover command to the UE, the source eNB prepares one or more target cells. The target eNB generates the message used to perform the handover, i.e. the message including the AS-configuration to be used in the target cell. The source eNB transparently (i.e. does not alter values/ content) forwards the handover message/ information received from the target to the UE. It is FFS if the source attaches other information, e.g. to avoid SFN reading in the target cell for the ‘end time’ of the dedicated signature. When appropriate, the source eNB may initiate data forwarding for (a subset of) the radio bearers.
After receiving the handover command, the UE attempts to access the target cell at the first available RACH occasion, i.e. the handover is asynchronous. Consequently, when allocating dedicated preambles for the random access in the target cell, E-UTRA shall ensure they are available from the first RACH occasion the UE may use. Upon successful completion of the handover, the UE sends a handover confirmation.
After the successful completion of handover, PDCP SDUs may be re-transmitted in the target cell. This only applies for radio bearers carrying user data and using RLC-AM mode. The further details are specified in [8].
After the successful completion of handover, the SN and the HFN are reset except for the radio bearers carrying user data and using RLC-AM mode (for which both SN and HFN continue). The further details are specified in [8].
Editors note
W.r.t. handover there is one UE behaviour regardless of the handover procedures used within the network (e.g. whether the handover includes X2 or S1 signalling procedures).
The source eNB should, for some time, maintain a context to enable the UE to return in case of handover failure. After having detected radio link failure, the UE may attempt to resume the RRC connection either in the source or in another cell using the RRC re-establishment procedure (see RL failure). This connection resumption succeeds only if the concerned cell is prepared, i.e. concerns a cell of the source eNB or of another eNB towards which handover preparation has been performed. 
5.3.7
RRC connection re-establishment

5.3.7.1
General

Editors note
The specification text is to a large extend similar to the one for the connection request. However, it is currently assumed that these procedures should not be merged
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Figure 5.3.7.1-1: RRC connection e-establishment, successful
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Figure 5.3.7.1-2: RRC connection re-establishment, failure

The purpose of this procedure is to request a re-establishment of the RRC connection. 

A UE in RRC_CONNECTED may initiate the procedure after having detected radio link failure in order to continue the RRC connection either in the source or in another cell. The connection re-establishment succeeds only if the concerned cell is prepared. In case E-UTRAN accepts the re-establishment, SRB1 operation resumes while the operation of other radio bearers remains suspended.
E-UTRAN applies the procedure as follows:

-
to reconfigure SRB1 and to resume data transfer only for this RB.
5.3.7.2
Initiation

The UE initiates the procedure when one of the following conditions is met:

1> Upon re-entry of the service area after having detected radio link failure, in accordance with 5.3.10;

Upon initiation of the procedure, the UE shall:

1>
Set counter V301 to 1;

1>
Initiate transmission of the RRC CONNECTION RE-ESTABLISHMENT REQUEST message in accordance with 5.3.7.3;

1> Start timer T301 when the lower layers indicate success to transmit the message
The UE behaviour upon failure to transmit the message is FFS.

5.3.7.3
Actions related to transmission of RRC CONNECTION RE-ESTABLISHMENT REQUEST message

The UE shall set the contents of RRC CONNECTION RE-ESTABLISHMENT REQUEST message as follows:

1>
Include the "Initial UE identity";

Editors note
Further clarification regarding the setting of the UE identity may need to be included in case there would be different options to set this IE. The UE shall include the C-RNTI used in the cell where radio link failure was detected + physical layer identity of that cell.

The UE shall submit the RRC CONNECTION RE-ESTABLISHMENT REQUEST message to lower layers for transmission.

5.3.7.4
Contention resolution

Upon receiving a response message from E-UTRAN, the UE shall:

1>
If the IE "Initial UE identity" included in the response message is the same as the one the UE included in the RRC CONNECTION RE-ESTABLISHMENT REQUEST message:

2> stop timer T301;

2>
stop timer T311;

2> inform lower layers about the successful completion of contention resolution;
NOTE
A HARQ ACK is generated only by the UE with a matching ‘Initial UE identity’.
1>
else (another UE is addressed):

2> perform the RRC connection request retry procedure as specified in 5.3.3.7.

5.3.7.4
Reception of the RRC CONNECTION RE-ESTABLISHMENT by the UE

The UE shall:

1>
set the C-RNTI to the value of the Temporary RNTI received in the Random Access Response message, see TS 36.321 [6];
1> resume SRB1 after reconfiguring it in accordance with the received IE “Radio resource configuration” and as specified in xxx;

1> send the RRC CONNECTION RE-ESTABLISHMENT COMPLETE message as specified in 5.3.7.5;

1>
Resume the RRC connection with the restriction that the use of all radio bearers other than SRB1 is suspended until a subsequent RRC CONNECTION RECONGURATION message is received;

Editors note
The details of how the RBs are resumed are FFS.

5.3.7.5
Actions related to transmission of RRC CONNECTION RE-ESTABLISHMENT COMPLETE message

The UE shall set the contents of RRC CONNECTION RE-ESTABLISHMENT COMPLETE message as follows:

1>
FFS (To be specified)

5.3.7.6
Cell re-selection or T301 timeout

The UE shall:

1>
if cell re-selection occurs while timer T301 is running or
1> if timer T301 expires:
2> perform the RRC connection re-establishment request retry procedure as specified in 5.3.7.7;

5.3.7.7
RRC connection re-establishment request retry

The UE shall:

1>
if V301 is equal to or smaller than N301:

2>
transmit a new RRC CONNECTION RE-ESTABLISHMENT REQUEST message in accordance with 5.3.7.3;

2>
increment counter V301;

2>
restart timer T301 when the lower layers indicate success to transmit the message.

1>
else:

2>
stop timer T301, if it is running;

2>
stop timer T311;

2>
indicate the release of the signalling connection and the established EPS bearers to upper layers;

2> release all radio resources and move to RRC_IDLE.
Editors note
It is up to upper layers to take further action. To facilitate this, the cause of the release may need to be indicated to upper layers.
5.3.7.8
RRC re-establishment reject

Upon receiving the RRC CONNECTION RE-ESTABLISHMENT REJECT message, the UE shall:

1>
indicate the release of the signalling connection and the established EPS bearers to upper layers;

1> release all radio resources and move to RRC_IDLE.

Editors note
It is up to upper layers to take further action. To facilitate this, the cause of the release may need to be indicated to upper layers.
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