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1 Introduction

It has been agreed to support two priority SRBs (apart from SRB0); SRB1 which is the default SRB meant to carry most of the messages and SRB2 which is meant for a high priority SRB.   While the use of SRB1 is now quite well understood, there are several open issues regarding SRB2. These are discussed in more detail below.

2 Discussion:

There are several issues regarding SRB2 that needs to be addressed:

1) Which messages should be mapped on SRB2? Is it configurable?

a. Is it mandatory for the network to configure it?

b. If it is not mandatory for the network to configure it, is it mandatory for the terminal to support it?

2) When is it configured?

3) What is the RLC mode to use for SRB2?  Is it configurable?

Each of these is discussed below.

2.1 Messages over SRB2 and motivation

The first question to be addressed is which messages should be mapped on SRB2.  Since SRB2 is considered a high priority SRB, these should then be messages that are more time critical.

It is expected that the use of one or more SRBs has no impact on the RRC transaction ids; i.e., RRC generates messages with consecutive transaction ids irrespective of the SRB in which they are carried.  It is also further assumed that the receiving RRC will process the messages in the order in which they are received rather than in the order of transaction id.

2.1.1 Downlink: 

Looking at the list of RRC messages currently defined, for the downlink, potential messages that could benefit from higher prioritization are the HO related messages. However, there are hardly any messages that a HO command can pre-empt; for example, a HO cannot really be executed during on ongoing reconfiguration; and the network must attempt to deliver a DL DT message.


Other messages that could potentially benefit from SRB2 are two different and independent configurations using RRC reconfiguration messages even though there is no clear use case where a clear benefit for this has been shown.   Given that we have defined one message, RRC Reconfiguration Request, to be used for different configurations, all the reconfigurations that use this message  will need to use the same SRB with a static list of SRB2 messages.  However, it should also be noted that using a flexible mapping as described in section 2.1.4 below can get over this limitation.
2.1.2 Uplink

On the uplink, the main message that can be considered high priority is the Measurement report.  It has now been agreed that measurement report could be carried over RLC-AM.

Other potential application is for response messages to eNB initiated request messages over SRB2.

But in terms of other messages, perhaps the only other lower priority messages that could hold up a high priority message like measurement report are the UL DT messages since these can potentially be quite long and are of lower priority.

Thus the potential benefit of having a high priority SRB at this time seems minimal for uplink and downlink.

2.1.3 Dynamic configuration

Another motivation for the use of SRB2 is flexibility.  To provide full flexibility, SRB2 should be configurable both in terms of the messages that can be carried over it but also the RLC mode.  For downlink, it may be possible not to specify the list of messages to be sent over SRB2 but such dynamic choice will have some impact on testing.  For the uplink, the list of messages to be sent over SRB2 will need to be configured.  The main benefit of dynamic mapping would be in terms of flexibility; it gives some freedom for clever network implementations and possibly more importantly, in terms of future flexibility to optimise performance based on field experience.

A variation of this option is specify the SRB for UL messages but for downlink, leave messages to implementation.  Other variations could also be considered.

2.1.4 UL response based on DL SRB

Another model that could be used is have the UE simply use the SRB that is used for the DL request message. For example, if an RRC Reconfiguration message was received on SRB2, the corresponding response will also use SRB2.  This can provide some flexibility for the network initiated messages at the expense of testing complexity.
2.1.5 Is it mandatory for the network to configure SRB2?
This depends on whether the network has flexibility in terms of mapping which messages should be supported on SRB2.  If some messages are mapped on SRB2 as per specifications, it of course becomes mandatory for the network to use it.

2.1.6 Is it mandatory for the terminal to support it?

This again depends primarily on whether the specifications allow the flexibility to map messages on SRB2. If it is does, then one can even think of support of SRB2 as a UE capability.

2.2 When is SRB2 configured 

It was already agreed that no messages should be sent on SRB2 until SMC is complete.  But this still leaves the choice of when the SRB2 is configured – should it be configured along with SRB1 or with the RB after the SMC?  Clearly configuring it with SRB1 allows the UE to send a message on SRB2 immediately after sending the SMC complete rather than wait for the subsequent reconfiguration message but in terms of time, the benefit is not significant. This may be useful for messages such as Measurement report and there may be other benefits in the future.  However, this can potentially also increase the size of the RRC connection setup message especially if SRB2 uses RLC-AM which may not be desirable.  

In summary, when it is configured does not have a significant impact on performance or complexity. 

There seem to be assumption in the group that SRB2 is configured only with the data bearers after the security establishment.  It is proposed to make this a firm agreement.

2.3 What RLC mode to use for SRB2  

The current agreement to use RLC-AM also for measurement report takes away one of the main candidate messages for RLC-UM.
The RLC-mode for other potential messages over SRB2 are also still marked FFS in the RRC spec today.  For example, RRC reconfiguration message.  But if these are to be sent over RLC-UM, additional mechanisms should be built into RRC itself to take care of message loss.   Given that there is not much benefit in using RLC-UM for these messages, it can be argued if there is any merit in allowing the flexibility to RLC-UM.
However, as there is little motivation today to use SRB2, and if the use of SRB2 seen as driven by flexibility and for future extensions, then it can be argued that RLC mode for SRB2 should be configurable to provide the maximum flexibility.
3  Summary

From the above analysis, it seems that with the possible exception of Measurement report, there is no clear benefit from supporting SRB2 with the current set of RRC messages.   The main motivation for SRB2 will then be in terms of flexibility and future extensions but it is also clear from the above analysis, that to have the full benefit, SRB2 should be flexible in terms of the messages it carries and RLC mode.  Of course, such flexibility comes at the expense of some complexity and testing.

In light of the above discussion, it is proposed to:

1) reconsider the need for SRB2 in this release.  
Postponing the definition of SRB2 to a later release will allow a clearer and more useful configuration requirement than build in the additional flexibility and associated complexity in this release.

If it is still felt SRB2 must be supported in this release, then the following are proposed:

2) specific UL initiated messages are mapped on SRB2. 
3) Discuss if the flexibility for mapping DL messages and the corresponding UL responses using the same SRB used for RL request messages is useful.  

4) Since there is no clear motivation shown for messages defined today to use RLC-UM, SRB2 will also be on RLC-AM.
5) configure SRB2 along with the rest of the dedicated bearers and not with SRB1 since the time benefit between the two options are minimal.

6) Use of SRB2 does not impact the transaction id for RRC messages

7) Messages are processed at the receiving end in the order they are received and not in the order of transaction id

8) It is up to the transmitting end to ensure that the transaction id does not wraparound irrespective of the SRB used for the messages and this does not impose any additional specification text.

Attached is a text proposal to remove SRB2.  Alcatel-Lucent will be happy to also provide text proposals should one of the other options be agreed.

4 Annex: Text proposal to 36.331 to remove SRB2

4.1.1 4.2.2
Signalling radio bearers

"Signalling Radio Bearers" (SRBs) are defined as Radio Bearers (RB) that are used only for the transmission of RRC and NAS messages. More specifically, the following three SRBs are defined: 
-
SRB0 is for RRC messages using the CCCH logical channel;

-
SRB1 is for NAS messages and for most RRC messages, all using DCCH logical channel;


NAS messages may be concatenated with some of the RRC messages. All RRC messages, including those containing a NAS message, are integrity protected and ciphered by PDCP. NAS independently applies integrity protection and ciphering to the NAS messages.
	******************* Next Change ****************


4.2 4.4
Functions

The RRC protocol includes the following main functions:

-
Broadcast of system information:

-
Including NAS common information;

-
Some information applicable for UEs in RRC_IDLE, e.g. cell (re-)selection parameters, neighbouring cell information, some information (also) applicable for UEs in RRC_CONNECTED, e.g. common channel configuration information

-
RRC connection control:

-
Paging;

-
Establishment/ modification/ release of RRC connection, including e.g. assignment/ modification of UE identity (C-RNTI), establishment/ modification/ release of SRB1, access class barring;

-
Initial security activation, i.e. initial configuration of AS integrity protection (CP) and AS ciphering (CP, UP);

-
RRC connection mobility including e.g. intra-frequency and inter-frequency handover, associated security handling, i.e. key and/ or algorithm change, specification of RRC context information transferred between network nodes;

-
Establishment/ modification/ release of (ptp) RBs carrying user data (DRBs);

-
Radio configuration control including e.g. assignment/ modification of ARQ configuration, HARQ configuration, DRX configuration;

-
QoS control including configuration of semi-persistent allocations for the initial HARQ transmissions in DL, assignment/ modification of parameters for UL rate control in the UE, i.e. allocation of a priority and a prioritised bit rate (PBR) for each RB

-
Recovery from radio link failure;
-
Inter-RAT mobility including e.g: security activation, transfer of RRC context information;

-
Measurement configuration control and reporting:

-
Establishment/ modification/ release of measurements (e.g. Intra-frequency, inter-frequency and inter- RAT mobility, Quality, UE internal, Positioning);

-
Configuration and (de-)activation of measurement gaps;

-
Measurement reporting.

-
Other functions including e.g. transfer of dedicated NAS information, transfer of UE radio access capability information, support for E-UTRAN sharing (multiple PLMN identities);
-
Multicast/ broadcast:

-
Notification of service/ session start;

-
Indication of available services;

-
Establishment/ modification/ release of ptm RBs.
-
Generic protocol error handling;
-
Support of self-configuration and self-optimisation;

NOTE

Random access is specified entirely in the MAC, i.e. including initial power estimation.

	******************* Next Change ****************


4.3 5.3
Connection control

4.3.1 5.3.1
Introduction

4.3.1.1 5.3.1.1
RRC connection control

RRC connection establishment involves contention resolution as well as the establishment of SRB1. E-UTRAN completes RRC connection establishment prior to completing the establishment of the S1 connection, i.e. prior to receiving the UE context information from the EPC. Consequently, AS security is not activated during the initial phase of the RRC connection. During this initial phase of the RRC connection, the E-UTRAN may configure the UE to perform measurement reporting. However, the UE only accepts a handover command when security is activated.

Upon receiving the UE context from the EPC, E-UTRAN activates security (both ciphering and integrity protection) using the initial security activation procedure. The RRC messages to activate security (command and response) are integrity protected, while ciphering is started only after completion of the procedure. That is, the response to the message used to activate security is not ciphered, while the subsequent messages (e.g. used to establish radio bearers) are both integrity protected and ciphered.

After having initiated the procedure to activate security, E-UTRAN may initiate the establishment of EPS bearers. In fact, E-UTRAN may initiate this bearer establishment procedure prior to receiving the confirmation of the security activation from the UE. If so, E-UTRAN will apply both ciphering and integrity protection for the RRC connection reconfiguration messages used to establish the EPS bearers. When using this ‘early’ EPS bearer establishment option, E-UTRAN should release the RRC connection if the bearer establishment fails (i.e. security activation and EPS bearer establishment are triggered by a joint S1-procedure, which does not support partial success).
For SRB 2 and for radio bearers carrying user data (DRBs), security is always activated from the start, i.e. the E-UTRAN does not establish these bearers prior to activating security.

4.3.1.2 5.3.1.2
Security
AS security comprises of the integrity protection of RRC signalling as well as the encryption of RRC signalling and of user data. RRC handles the integrity protection configuration for signalling radio bearer SRB1 . RRC also handles the ciphering configuration, which is common for all radio bearers, i.e. the configuration is used for the radio bearers carrying signalling (SRB1) as well as for those carrying user data. 

RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a ‘dummy’ algorithm.

NOTE
Security is always activated although in some cases a ‘dummy algorithm’ and/ or ‘dummy keys’ may be used, e.g. in case of UICC-less emergency calls
The radio bearers carrying user data are always ciphered. E-UTRAN should not establish these bearers prior to activating security.

NOTE 1
Lower layers discard RRC messages for which the integrity check has failed

The AS applies three different security keys: one for the integrity protection of RRC signalling, one for the encryption of RRC signalling and one for the encryption of user data. It is FFS whether or not the same key can be used for the encryption of RRC signalling and of user data. All three AS keys (in the following referred to as AS derived-keys) are derived from an AS base-key, which is eNB specific (KeNB).

Upon connection establishment new AS keys are derived. It is FFS which parameters are exchanged to facilitate the derivation of the new AS keys, e.g. the network provides a counter, the UE provide a random number
The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.

Editors note
Some concerns have been expressed regarding whether it is acceptable to protect the handover message by the security configuration used prior to handover.

The integrity and ciphering algorithms can only be changed upon inter eNB handover. The AS keys (both the base-key and the derived-keys) change upon every inter eNB handover. It is FFS if there is a need for further support of AS derived-keys change in RRC_CONNECTED. If this is needed, an intra cell handover based procedure is used to change the keys.

Editors note
Key change in RRC_CONNECTED may be required in order to take prepared keys into use following inter RAT handover. Since the new keys should be taken into account quite soon, the option of transiting through RRC_IDLE might be unacceptable

Editors note
For key change, no need for any changes compared to normal handover procedure have been identified so far

For each radio bearer an independent counter (COUNT) is used as input for ciphering. For SRBs, the same COUNT is used as input for integrity protection. Except for identical re-transmissions, it is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (SN). In addition, an overflow counter mechanism is used: the hyper frame number (HFN). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same AS base-key, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. The eNB may e.g. not reuse RB identities upon RB establishment, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition.
NOTE 2
An example of identical retransmissions that may use the same counter as input is the case of 'quick repeat' of RRC messages. Details of the interaction between RRC and PDCP for this case are FFS.

	******************* Next Change ****************


4.3.2 5.3.4
Initial security activation

4.3.2.1 5.3.4.1
General


[image: image1.emf] 
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Figure 5.3.4.1-1: Security mode command, successful


[image: image2.emf] 

SECURITY MODE   FAILURE  
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Figure 5.3.4.1-2: Security mode command, failure

The purpose of this procedure is to activate AS security upon RRC connection establishment. 
4.3.2.2 5.3.4.2
Initiation

E-UTRAN initiates the security mode command procedure to a UE in RRC_CONNECTED. Moreover, E-UTRAN applies the procedure as follows:

-
when only SRB1 is established, i.e. prior to establishment of DRBs
	******************* Next Change ****************


4.3.3 6.2.3
MEASUREMENT REPORT

Indication of measurement results


Signalling radio bearer: SRB1

RLC-SAP: AM


Logical channel: DCCH


Direction: UE -> E-UTRAN

	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Message Type
	MP
	
	<ref>
	
	

	Measured results
	MP
	
	<ref>
	
	


4.3.4 6.2.4
MOBILITY FROM E-UTRA COMMAND

Message used to order handover or cell change from E-UTRA to other RATs (3GPP or non-3GPP)


Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH


Direction: E-UTRAN -> UE

	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Message Type
	MP
	
	<ref>
	
	

	Transaction identifier
	MP
	
	Integer [0..3]
	
	

	Inter RAT target
	MP
	
	<ref>
	
	

	Inter RAT message
	OP
	
	<ref >
	Used to transparently carry message corresponding to specifications from another RAT, e.g. a handover command, (Packet) System Information as used in case of Network assisted cell change, HRPD ‘TCA’ for mobility to HRPD.
	


	******************* Next Change ****************


4.3.5 6.2.6
RRC CONNECTION RECONFIGURATION
Command to modify an RRC connection, covering radio bearer configuration, measurement configuration, security configuration. 


Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH


Direction: E-UTRAN -> UE

	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Message Type
	MP
	
	<ref>
	
	

	Transaction identifier
	MP
	
	Integer [0..3]
	
	

	Measurement configuration
	OP
	
	<ref>
	
	

	Mobility control information
	OP
	
	<ref>
	
	

	NAS dedicated information
	OP
	
	<ref>
	
	

	Radio resource configuration
	OP
	
	<ref>
	
	

	Security configuration
	C
	
	<ref>
	Optionally included in case of handover. Manditorily included in case of inter-RAT handover to E-UTRA
	

	UE related information
	OP
	
	<ref>
	
	


	******************* Next Change ****************


4.3.6 6.2.25
UE CAPABILITY ENQUIRY 

Command used to request transfer of UE radio access capabilities, for E-UTRA as well as for other RATs


Signalling radio bearer: SRB1

RLC-SAP: AM


Logical channel: DCCH


Direction: E-UTRAN -> UE

	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Message Type
	MP
	
	<ref>
	
	

	Transaction identifier
	MP
	
	Integer [0..3]
	
	

	UE radio access capability request
	MP
	
	<ref>
	Used to request the UE to transfer UE radio capabilities for other RATs, e.g. UTRAN, GERAN
	


4.3.7 6.2.26
UE CAPABILITY INFORMATION

Used to transfer the UE radio access capabilities requested by the network


Signalling radio bearer: SRB1

RLC-SAP: AM


Logical channel: DCCH


Direction: UE -> E-UTRAN

	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Message Type
	MP
	
	<ref>
	
	

	Transaction identifier
	MP
	
	Integer [0..3]
	
	

	UE radio access capabilities E-UTRA
	OP
	
	<ref>
	It is FFS if this includes all information relevant for E-UTRA, i.e. including inter-RAT information E-UTRAN needs to activate measurements
	

	UE radio access capabilities GSM/GERAN
	OP
	
	<ref>
	
	

	UE radio access capabilities UTRA
	OP
	
	<ref>
	
	


Editors note
The ‘UE radio access capabilities E-UTRA’ do not include AS- security capability information, since these are assumed to be the same as the NAS-security capabilities. Consequently it is also assumed that AS need not provide ‘man- in the middle’ protection for the security capabilities, i.e. it is assumed that NAS provides this functionality.
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