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1. Overall Description
SA3 would like to thank RAN3 for the reply LS on active mode key change.
SA3 discussed the question listed in R3-072410 /S3-070990 and would like to provide the following answer to RAN3:

Q1: to confirm RAN3 assumptions and understanding relative to the handling of the security keys and algorithms presented in this liaison 
Answer: Yes. All the RAN3 assumptions except the second one are aligned with SA3 decisions. And for the second working assumption: ”for IRAT handover to LTE, RAN3 assumes that the old keys translated into LTE shall be used for a short time before the new keys are activated.” SA3’s answer is that this is true only when ISR is not used. However, SA3 want to point out is that how to deal with security context in GERAN/UTRAN and eUTRAN when using ISR is still under discussion of SA2 and SA3. There mainly two possible solutions:

1. using the mapped security context mechanism (security context used in GERAN/UTRAN are derived from security context used in eUTRAN, or security context used in eUTRAN are derived from security context in GERAN/UTRAN)

2. keeping two separate security contexts respectively in each system

In case that mapped security context mechanism is used, old keys translated into E-UTRAN can be used for a short time before the new keys are activated for IRAT handover to E-UTRAN.

However, if the second mechanism is used, it is preferred that KeNB that is passed to Target eNB to be derived from the KASME already stored at the MME rather than from keying material that is passed to the MME from the SGSN. 

Q2: to advice on the necessity of an eNB triggered “AS only” key update request towards the MME in particular related to scenario 1 (wrap around case).

Answer: SA3 has discussed eNB triggered "AS only" key change, and concluded that there are no security reasons  to involve the EPC for “AS only” key change.

Q3: to confirm that the activation time is not necessarily the same for NAS and AS keys for the case a new KASME is generated
Answer: Confirmed. Since NAS key are used to protect NAS signalling between UE and MME, NAS key activation time shall be decided by MME. While AS key activation time shall be decided by eNB. So the activation time is not necessarily the same for NAS and AS keys even when a new KASME is generated.

Q4: to evaluate the usefulness/need of having the eNB capabilities being made available at the MME with respect to the agreed scenarios (Attach/Service Request/TA Update) and to other scenarios as well (e.g. inter-MME Handover)

Answer: Yes. It is useful for MME having eNB capabilities.

MME needs to have information about the common set of eNB’s security capabilities to create list of allowed AS level algorithms. To create the list MME network management can be used or alternatively the eNBs report to the MME their list of supported algorithms and MME creates a common set based on all the eNBs it is serving.

It is also agreed that security algorithm used to protect RRC/UP between UE and eNB are selected by MME in case idle to active transition, so MME needs to know the eNB’s security capabilities to select security algorithm supported by this eNB. 
Q5: Whether, considering that eNB capabilities are available at the MME, SA3 envisage or would think beneficial that they could be utilized for algorithm selection/change also during S1 Handover and IRAT HO from UTRAN/GERAN to E-UTRAN (e.g. the MME could select the NAS/RRC/UP algorithms).
Answer: Yes. It is useful during S1 Handover and IRAT HO from UTRAN/GERAN to E-UTRAN. 
Take S1 handover case for example, MME should be allowed to update the allowed AS level algorithms list for eNBs as the eNBs under the control of the target MME may have different capabilities than the eNBs under the control of the source MME. This means that the MME must be able to update the allowed AS level algorithms list coming from the source eNB similar to x2 handover. For example the MME can drop the list of allowed AS level algorithms from the source eNB and add its own list to the message for the target eNB.
SA3 does not see any problems in case the MME selects/changes the selected AS algorithms for inter-RAT or S1 HO.

Please refer to the TS 33.abc v0.3.0 (S3-0701050) for the status of the SA3 discussions on “allowed AS algorithms list”.
2. Action 

To RAN3:

SA3 kindly asks RAN3 to take the above answers into account when design signalling procedures.
3. Date of Next SA3 Meetings:
3GPPSA3#50 
25 - 29 Feb 2008 
Sanya, Hainan province, China

3GPP SA3#51                14-18 Apr 2008                          North America(TBD)

