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1. Overall Description
SA3 would like to thank RAN2 for the LS on algorithm input and output. SA3 has reviewed the information provided in the reply-LS and would like to provide a response to the additional questions raised by RAN2 (R2-075219).
2. Responses to RAN2 additional questions
RAN2 informed SA3 in their reply-LS:
3.a) Activation of security

Section 7.2.4 of this TS includes the following statement:

a. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. 

RAN2 would like to inform SA3 that the RAN2 assumption is that both integrity protection and ciphering are configured with one RRC message. This RRC messages to activate security (command and response) are integrity protected, while ciphering is started only after completion of the procedure. I.e. the response to the message used to activate security is not ciphered, while the subsequent messages used to establish radio bearers are both integrity protected and ciphered. RAN2 would like to verify if this approach is agreeable to SA3.
SA3 would like confirm that this approach is ok. SA3 assumes that there is no confidential information in the SMC response message from UE to the eNB. This is also aligned with UTRAN SMC procedure.

RAN2 further asked in their reply-LS about KeNB generation:

3.b) KeNB generation

RAN2 has the following understanding about the generation of the KeNB:

· Upon transition from RRC_IDLE to RRC_CONNECTED the MME provides the KeNB to the eNB. RAN2 assumes that in this case the C-RNTI is not used to generate this initial KeNB but that other input parameters may need to be exchanged e.g. an RRC connection counter

SA3 agrees that the current working assumption is not to bind C-RNTI to the KeNB during RRC_IDLE to RRC_CONNECTED state transition. However, SA3 would like to ask whether RAN2 sees it beneficial to unify the KeNB key handling between RRC_IDLE to RRC_CONNECTED state transition and handovers (e.g. by also binding C-RNTI to the key KeNB during RRC_IDLE to RRC_CONNECTED state transition).
· When a handover is performed the C-RNTI is used for the generation of the KeNB for the target eNB

RAN2 would appreciate further clarification on the generation of the KeNB and the (complete set of) input parameters used in the different scenarios.

SA3 would like to note that section 7.2.7 in TS 33.abc v0.2.0 includes description on key handling during eNB handovers with the currently assumed key input parameters.
SA3 would like to note that since the length of the C-RNTI has been reduced from 32 bits to 16 bits, SA3 is re-assessing the working assumption of binding C-RNTI with the KeNB* and re-considering if the added security benefit of binding the C-RNTI with the KeNB* is high enough compared to the complexity. To help the assessment of the C-RNTI binding security benefit, SA3 would like to know whether an outsider attacker could predict the C-RNTI before it’s allocation by target eNB.
3. Additional questions

In relation to RAN2's answer to question 1, SA3 has a follow up question. In clause 5.2.4 of TS 36.323 it is stated that RoHC feedback packets are not associated with PDCP PDUs, but are emitted from PDCP UP without any association to a PDCP sequence number. They are neither ciphered. The TS also mentions PDCP status reports, which are emitted from PDCP UP and do not contain a sequence number. SA3 would first appreciate more information on what these control PDUs contain, and what damage could be caused by malicious manipulation of them. Secondly, SA3 would like to point out that if it turns out necessary to cipher these control PDUs, some form of synchronization information as input to the ciphering algorithm corresponding to a PDCP sequence number is required.

4. Actions 
To RAN2:

ACTION:

Please provide responses to the following questions:

1. SA3 would also like to ask whether RAN2 would see it beneficial to unify the key handling between RRC_IDLE to RRC_CONNECTED state transition and handovers (e.g. by binding C-RNTI also during RRC_IDLE to RRC_CONNECTED state transition)?
2. To help the assessment of the C-RNTI binding security benefit, SA3 would like to know whether an outsider attacker could predict the C-RNTI before it’s allocation by target eNB?
3. To provide feedback about the PDCP control PDU handling discussed in section 3.
5. Date of Next SA3 Meeting:
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