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1 Introduction
While it has been agreed that no user plane bearer must be set up before security, there has not been much discussion or a clear decision on which messages are allowed before SMC.  This contribution examines the different options.

2 Discussion

It has already been agreed that data (be it signaling or user plane) can be sent only SRB1 until after security configuration is sent to the UE.  However, most of the signaling messages are expected to be carried over SRB1 and there is no clear decision on what is allowed to be sent for both downlink and uplink before the SMC procedure.

2.1 Current status

The RRC spec currently captures that the network may configure measurements before SMC.  The adhoc meeting also discussed and agreed that there is no need to have security enabled before performing a UE capability enquiry procedure.  It has also been agreed that HO must not be initiated before SMC. It has also been agreed that the RRC connection re-establishement procedure does not apply until after SMC.

2.2 Motivation for procedures before SMC

In general, looking at the procedures defined today, there does not seem to be any strong motivation to exchange signaling messages with the UE before SMC.  Indeed, in most cases, very few messages could be exchanged before SMC since the SMC (initial context) over S1 is available immediately on S1 establishment; the exception being the Attach procedure.

Some specific messages could potentially be transferred before SMC and there may be some value in doing so.  Examples of these messages are: Measurement report, RRC connection release, UE capability enquiry/response, RRC reconfiguration message used for Measurement configuration.

2.3 The options

Fundamentally, there are two approaches possible: 

1) Allow/disallow specific messages: Make an evaluation for each message based on need and security risk. Given the current decision not to specify any UE behaviour for the network error cases, allowing and disallowing specific downlink messages can be expected to be captured by requirements on the network (as opposed to capturing that the UE will reject certain messages) leaving the UE behaviour largely unspecified.

2) By default allow all procedures: It is then up to the network to ensure that security is invoked before any sensitive procedure is invoked.  This is possible as long as there are no UE initiated RRC procedures that are sensitive and could potentially be sent before security is invoked. NAS will/should ensure that no sensitive NAS messages are sent without NAS security.  

For simplicity and to minimize interaction between procedure and interaction between RAN, SA3 and CT groups, it proposed that option 2 should be sufficient.  It is also simpler for the UE since there is no procedure interaction (for example to have to wait for security before sending a Measurement report).

2.4 Implications of option 2

An implication of option 2 is that UE initiated messages such as Measurement report may be sent insecure but there does not seem to be a security risk in sending a Measurement report.
There are still a couple of exception cases that still need to captured in the specs purely from E-UTRAN procedure point of view rather than from security point of view:

1) RRC connection re-establishment procedure should not be invoked before security and this needs to be captured explicitly.  (Note that there are no other relevant procedures defined today initiated by the UE.)  

2) On the downlink, the specifications should capture that RRC connection reconfiguration for HO should not be used by the network.

3  Proposal

Based on the above discussion, it is proposed that by default, no requirements are captured on the network or the UE in the RRC specification to ensure that only certain messages are sent both in the downlink and uplink before SMC.  It is up to the network configuration to ensure that SMC is invoked before sensitive procedures are executed.

More specifically, this implies that the UE does not need to by default check if security is active before sending or accepting RRC messages.

Exceptions are for DL, network should not send a HO command and for UL, UE cannot invoke a Connection Re-establishment procedure.

It is proposed to check with SA3 if this acceptable.

4 Annex: draft CR to 36.331

 5.3
Connection control

5.3.1
Introduction

5.3.1.1
RRC connection control

RRC connection establishment involves contention resolution as well as the establishment of SRB 1. E-UTRAN completes connection establishment prior to completing the establishment of the S1 connection i.e. prior to receiving the UE context information from the EPC. Consequently, AS security is not activated during the initial phase of the RRC connection. During this initial phase of the RRC connection, the E-UTRAN and UE may exchange messages for example to perform measurement reporting. However, the UE only accepts a handover command when security is activated. Further, the UE is not allowed to initiate an RRC CONNECTION RE-ESTABLISHMENT REQUEST before security is acitivated.

Upon receiving the UE context from the EPC, E-UTRAN activates security (both ciphering and integrity protection) using the initial security activation procedure. The RRC messages to activate security (command and response) are integrity protected, while ciphering is started only after completion of the procedure. I.e. the response to the message used to activate security is not ciphered, while the subsequent messages (e.g. used to establish radio bearers) are both integrity protected and ciphered.

After having initiated the procedure to activate security, E-UTRAN may initiate the establishment of EPS bearers. In fact, E-UTRAN may initiate this bearer establishment procedure prior to receiving the confirmation of the security activation from the UE. If so, E-UTRAN will apply both ciphering and integrity protection for the RRC connection reconfiguration messages used to establish the EPS bearers. When using this ‘early’ EPS bearer establishment option, E-UTRAN should release the RRC connection if the bearer establishment fails (i.e. security activation and EPS bearer establishment are triggered by a joint S1-procedure, which does not support partial success)

For radio bearers others than SRB 1, security is always activated from the start i.e. the UE does not establish the corresponding bearers prior to activating security.

*********************Next Change*******************

5.3.7
RRC connection re-establishment

5.3.7.1
General

Editors note
The specification text is to a large extend similar to the one for the connection request. However, it is currently assumed that these procedures should not be merged
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Figure 5.3.7.1-1: RRC connection e-establishment, successful
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Figure 5.3.7.1-2: RRC connection re-establishment, failure

The purpose of this procedure is to request a re-establishment of the RRC connection. 

A UE in RRC_CONNECTED for which security has been activated may initiate the procedure after having detected radio link failure in order to continue the RRC connection either in the source or in another cell. The connection re-establishment succeeds only if the concerned cell is prepared. In case E-UTRAN accepts the re-establishment, SRB 1 operation resumes while the operation of other radio bearers remains suspended.
E-UTRAN applies the procedure as follows:

-
to reconfigure SRB 1 and to resume data transfer only for this RB.

5.3.7.2
Initiation

The UE initiates the procedure when both of the following conditions is met:

1> Upon re-entry of the service area after having detected radio link failure, in accordance with 5.3.10; 
2> Security has been activated;
Upon initiation of the procedure, the UE shall:

1>
Set counter V301 to 1;

1>
Initiate transmission of the RRC CONNECTION RE-ESTABLISHMENT REQUEST message in accordance with 5.3.7.3;

1> Start timer T301 when the lower layers indicate success to transmit the message

The UE behaviour upon failure to transmit the message is FFS.
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