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1. Overall Description

SA2 has discussed the security procedures during the EPS Attach procedure from E-UTRAN.

The current attach procedure described in section 5.3.2 of TS 23.401V1.0.0 includes an optional security procedure, i.e. step 5 “Authentication”. However, the text does not mention if this step involves only an authentication step (i.e. AKA run) or also additional signalling for the NAS security context establishment. 

A contribution that raised the issue about the need of an explicit security context establishment procedure was presented at SA2#58. The contribution made the assumption that the Attach Request was always sent unprotected but the UE, and MME may still share the key resulting from a previous AKA run to establish a NAS security context without running AKA. This assumption was challenged by some delegates in SA2 who felt the Attach Request could be protected by a previous NAS security context held at the old MME, and in that case no new signalling between UE and MME is necessary to establish NAS security. 

TSG SA2 kindly asks TSG SA3  to provide feedback on the questions listed below.

Questions:   

1) Is it a feasible approach, to preserve NAS security context information in the UE and the MME after a Detach procedure  and to reinstate NAS security without any explicit NAS message exchange between the UE and MME? In this case the Attach Request message would be integrity protected enabling the MME to validate both the S-TMSI and its ownership. Can this message also contain encrypted information elements in this case? 

2) In order to preserve the NAS security context, what parameters would need to be stored by the UE and MME? 

3) From a security perspective, is it necessary to establish the NAS security association by means of explicit signalling messages, that would be executed after the AKA run at step 5 of the attach procedure? If so, in which cases would that be necessary?

2. Actions:

To TSG SA3 group

ACTION: 
TSG SA2 kindly asks TSG SA3 to provide guidance on the above described issue.
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