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1 Introduction
An open point in the RRC spec is what procedure to use in case of recovery from out of service.  There are two cases to consider, one recovery in the same cell and another where the UE recovers in another cell.  Both cases are discussed.

2 Discussion

Recovery in the same cell is discussed first followed by case where the UE recovers in a different cell.  The current specification describes the out of service case in the following tables:

2.1 Recovery in the same cell

In case of recovery in the same cell, the network needs to be aware of that the UE is back in coverage.  Both the network and the UE has retained the RRC context.  In other words, the CRNTI and security context is still valid. 

Thus all that is required is any signalling from the UE that carries the UE CRNTI and an integrity checksum.  

RRC connection request  on the other hand, uses UE NAS id and does not include any integrity checksum.  Hence it is not considered a possible choice for this purpose.  On the other hand, any signalling that is to be carried in msg 3 with CRNTI are potential candidates for this purpose.  Whether a new message is needed for this purpose or not or if any of the other messages can be used re-used can be looked at after the messages for the other cases have been defined.  

Now that integrity checksum is performed in the  PDCP layer, the size constraints of  msg3 should be considered when designing the use of PDCP for these messages.

2.2 Recovery in a different cell

With the recent agreement to use the RRC context in the cell if the UE comes out of service in a different cell.  There are two cases to consider, one where the cell might have the UE context due to a pre-preparation and a cell where there is no UE context.  Since the UE cannot differentiate between the two cases, the procedure from the UE must be the same.  

Security handling has an important impact on this procedure and is discussed first.
If a security re-configuration such as change in algorithm or key information is required as part of the HO, and if the security configuration is carried over RRC (instead of PDCP), then the HO command can be expected to carry this information to the UE.     

It is expected that different cases of failure including the ones where the HO command could not be delivered to the UE needs to be handled.    If the HO command carried any security configuration information for the target cell and the UE did not receive the HO command, then a security reconfiguration would be required in the target cell itself.  However as per prior agreement, no security reconfiguration during an RRC connection is expected to be supported.    Hence some additional attention is needed to handle these cases.
2.2.1 Change of keys

If the key information for the target cell is carried over the HO command, and this was not available at the UE as in the case where the HO command was not received, then recovery without a security reconfiguration is difficult.  Hence it is proposed to design the key handling – especially if a different key is required in the target cell – during HO that does not require any information in the HO command.  Instead, if a new key is to be derived, the UE should be autonomously able to derive this key.   Any security implications of such a design need to be considered in SA3.

2.2.2 Change in algorithm

Another parameter that may need to be configured for the target cell is the security algorithm if it is different from the source cell.  If a security reconfiguration in the target cell is not allowed, then there is no other option but to carry this information in the HO command over the source cell.   And in case of RLF in which the HO command was not delivered to the UE, there is no possibility for the UE to be aware of the algorithm to be used toward the target cell.

Some solutions to handle this case are:

1) HO to a cell which does not support the same algorithm is not allowed.  This is considered too drastic and is not considered acceptable
2) RLF recovery to a cell with a different algorithm is not allowed.   There is no guaranteed way of identifying whether the UE making an access in the cell had received the HO command or was recovering from a RLF.   The only possible way is to identify it from an integrity checksum mismatch in that the UE would have used its existing algorithm while the network would have used its algorithm (the one also provided in the HO command). 

It is hence proposed that should the IP checksum fail in the target cell for any reason (which would include cases where the algorithms are different and the HO command was not delivered to the UE), the UE is returned to RRC-Idle. 
As discussed above, the information needed in a message used for RLF in a different cell would be again, as in the case of RLF in the same cell, a UE id and IP checksum.  And these should be included in the message 3 of the RACH procedure.

2.2.3 UE id to use and Message to use

The UE id can then take the form of a NAS id or the CRNTI provided it is possible to make a unique identification of the UE context.   Since the possibility of two UEs undergoing an RLF having the same CRNTI is very small, it would be sufficient to just carry, say, one bit of information to differentiate RLF recovery from the same cell to an RLF in a different cell
.   Even in case of a collision of CRNTIs, the integrity check will fail and the connection can be released.  

This information (of CRNTI being local or foreign) can be carried either by use of one bit in the msg 3 or using a different message identity when the UE makes a recovery access in a different cell.  The final choice between them can be made after the full list of messages in message 3 are identified and during discussions on the encoding of this message.

3 Summary and proposal

This contribution looked at what message to use for recovery from RLF (out of service) both for cases where the recovery is in the same cell or in a different cell.   For the recovery in a different cell, the possibility of a change in security context was also discussed.   

The IEs needed for both cases where identified as the UE id (CRNTI) and an integrity checksum.  

In addition, the need for an additional information to differentiate the RLF access in a new cell is identified. 

Both these are expected to be carried in message 3 of RACH access.

Since it may not be essential to differentiate between the very many access reasons in message 3 and given the size constraints of message 3, it is also proposed to list the different scenarios for use of message 3 and the information needed for each of these cases and the available number of bits in message 3 before defining which specific messages to be used for each of these cases.  

� Note that this is similar to the foreign TLLI concept used in 2G-GPRS





