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1. Introduction
Since RAN2#58bis, there were concerns raised on the reflector about the interaction required between RRC and PDCP with regards to security configuration and about handling failure cases such as when the SMC message is lost.

In some companies are still concerned about complex interaction, this contribution proposes to look at the option of having security configuration done over PDCP.

2. Security Parameters over RRC
The following simplifying assumptions are possible:

1) Under normal operation, RLC will always deliver packets in sequence to PDCP.  Hence the PDCP will always receive the SMC first before the secured RRC connection change message.
2) There are no active user plane bearers at the time of security invocation.
3) SMC always happens during the initial phases of the connection establishment. But it may not be the first. Further, if HO is allowed before security, more messages would be exchanged before security can be invoked.

Under normal operation, the PDCP passes the SMC message to the RRC and buffers the subsequent messages until the security is configured.  This in itself is not considered complex.
There are (at least) tree failure cases to be handled:

1) Lost SMC message: In this case, the PDCP layer receives only the encrypted subsequent PDCP PDU. This can be considered quite rare. Signalling failure will result in the connection being released. This may well be acceptable for these rare failure cases.  
If this is not considered acceptable, it can be handled by having some additional information in the subsequent PDUs (for example, a different PDU type).
2) Failure of SMC procedure: In this case, for some reason, the SMC failed and UE needs to report a failure. The subsequent message cannot be de-ciphered. Again, while the failure of SMC is quite rare, this might increase in LTE because SMC is likely to be used to synchronise the START values in the downlink.  One way to get around this is to allow only a maximum of one subsequent secured message.  Another way to use something like a PDCP reset control PDU or a special PDU type to provide a subsequent SMC.  Simply releasing and re-establishing the connection may not work for this kind of failure because of the possibility of recurrent failures if the network and UE are not synchronised.
3) RLF during SMC procedure: It is difficult to evaluate this since the failure can happen at any time during the procedure. The only guaranteed solution is to establish a new connection but depending on the nature of the failure, other solutions might also be possible.
It is thus seen that SMC over RRC can be used and is robust even in case of failures.
3.  Alternative to consider: Security Parameters over PDCP
During RAN2#38, several paper and in particular [2] listed the possibility to include the Security IE in the PDCP header itself. At the time, this option was clearly not recommended as Integrity Protection was planned to be done at the RRC level and that the Security IEs itself needs to be integrity protected.
Taking into account last meeting decision to have Integrity Protection moved to the PDCP layer, it could be interesting to reconsider this possibility. If there is still concern with the interaction between the RRC and PDCP with use of RRC for SMC, another possible option would be to use the PDCP to carry the SMC information. There are many possible implementations possible for this but possibly one of the simplest is to define a specific PDU type to carry this information in the header field along with any secured possible payload.  The SMC parameters are essentially the algorithm and additional START values that are carried in the downlink. This PDU type need only be defined for the high priority SRB.  
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Using PDCP for SMC parameters, the PDCP layer can itself process the header and immediately decrypt and do a checksum of the payload before delivering the payload to the RRC. There is no interaction between the PDCP and RRC.

Further, since the header and encrypted payload is combined into one PDU, there is no risk of losing the SMC but receiving the secure payload.

Having said that we recognize that error handling is going to be more complicated in the case of L2 configuration of Security. Should this fail, the UE would discard the subsequent signaling message and provide an error indication to the eNB via RRC.
And in addition, for a specification point of view it is much better to define the failure cases in RRC and therefore have SMC carried over RRC.

4.  Interaction with Handover 

Another scenario that needs to be considered is the security configuration during HO.  It is still not clear if any information needs to be exchanged for key change at the target cell during a HO.  However, a change in security algorithm will need to be supported.  Further the change in security algorithm must be integrity protected by the target eNB and carried to the UE in the HO command message over the source cell.  

The decision to have integrity protection in the PDCP layer, the inclusion of an Integrity protection checksum creates an unfortunate interaction between the layers. The MAC is now a PDCP IE but would need to be carried to the UE in an RRC message over the source eNB.

The other SMC parameters such as algorithms, etc. will also need to be carried.  If RRC is to be used for normal SMC configuration, these will then be RRC IEs and if PDCP is used for normal SMC configuration, then these will be PDCP IEs.

In either case, since the MAC, a PDCP IE needs to be carried over the RRC HO command, some mechanism must be introduced for this purpose.
So while the interaction between the RRC and PDCP for security configuration during HO is noted, in this scenario, there is not much of a difference between the use of RRC or PDCP for SMC configuration.

It is hence proposed security configuration during HO should not influence the decision between RRC and PDCP for normal SMC configuration 

5. Conclusion 
Alcatel-Lucent believes that security configuration done by RRC can be done, but if companies are still concerned with the required interaction between PDCP and RRC, we propose to re-discuss the possibility to have Security Parameters carried over PDCP.
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