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1 Introduction

The latest RAN2 discussions and LTE specifications are assuming that a FRESH parameter is going to be used in the integrity protection algorithm to protect the network against replay (e.g. as in section 5.4 of TS 36.323 v0.0.4)
2 Discussion
This assumption doesn’t seem to be inline with SA3 opinion.
Indeed during the latest SA3 meeting (SA3#48 in Montreal, 10-13 July 2007), ZTE Corporation proposed to re-use a UMTS like method to protect against replay signalling messages between MME and UE.
The draft secretary report of SA3#48, indicates that SA3 did not agree on a FRESH-like parameters. In addition, it is pointed out that we suggested not using such a mechanism (see below, the relevant extract).
“S3-070513: Protect the network against replay of signalling messages between MME and UE

Liang Jiang presented the contribution on replay protection between MME and UE.

It was pointed out that the group has not agreed on such a UMTS-like parameters such START and FRESH. The concerns are shared by RAN2 that has suggested not to use such a mechanism due to performance issues.

The contribution was noted.”
3 Conclusion
It is proposed to send a LS to SA3 to have an official confirmation that no FRESH parameter are going to be used in the integrity protection algorithm. In addition, we may want to ask SA3 if another mechanism for replay protection is envisaged (and what would be the RAN2 impacts).
SA3#49 meeting is taking place 8th-12th October 2007 in Munich, Germany.
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