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1. Introduction

As explained in [1] some applications benefit from the lowest delays obtained by letting RAN deliver packets out of order. In order to achieve this, the de-ciphering block must be defined to properly handle (de-cipher) out of order packets as well as subsequent packets. This paper proposes an approach to handle the deciphering of out-of-sequence packets.
2. Discussion
2.1. Problem statement
As stated in [2] “For ciphering and integrity a COUNT value is maintained. The COUNT value is composed of a HFN and the PDCP Sequence Number” as shown in the figure below
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Figure 1: Format of COUNT

The length of COUNT is constant and is the sum of lengths of HFN and PDCP sequence number. Depending on decisions on PDCP header structure one can expect that the smaller PDCP sequence number will be 8 bits or less and the larger PDCP sequence number will be 16 bits or less.
When the application does not desire receiving packets in order, RLC will pass packets out of order to PDCP as soon as they are re-assembled. PDCP will perform de-ciphering de-compression and deliver to the upper layer. When the application requires in-order delivery, RLC may still pass packets out of order to PDCP at handoff because of the selective retransmission/forwarding scheme we selected. Therefore in either case PDCP should handle out of order de-ciphering.

2.2. Proposed solution

One straightforward approach is to define a window of sequence numbers around the highest in-sequence received sequence number M. Let us assume that the sequence number space is of size 2W. One can then define that packets with sequence numbers [M-W+1, M-1] represent the past, while [M+1, M+W] represent the future. Naturally all of these operations are using modulo arithmetic based on the selected PDCP sequence number size. 
If zero lies in the shortest path between the highest in sequence received SN and the received sequence number, HFN is adjusted to derive that COUNT value. HFN is adjusted to HFN-1 if zero is in the past region and HFN+1 if zero is in the future region. Also PDCP SN roll over is handled as usual by incrementing HFN.
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Figure 2: window to handle out of order sequence numbers

As a remark the RRC R-7 specification [3] uses a very similar concept when deriving the activation time. Half the window ahead of the CFN is considered the future and the rest is past.  
2.2.1. Example

As an example, let us consider that PDCP sequence number space is 4 bits, hence W is 2^3 and M is 3. Arithmetic modulo 2^4= 16 applies
The past window is [3-8+1, 3-1]modulo 16, the future is [3+1, 3+8] modulo 16
· If sequence number 14 is received the corresponding COUNT is HFN-1 | 14, M remains 3
· HFN is adjusted because 0 lies in the shortest path between 14 and 3
· If sequence number 5 is received, the corresponding COUNT is HFN|5, M is set to 5
· HFN is not adjusted because 0 is not between 3 and 5

3. Conclusion
Here we propose a method to handle de-ciphering of out of order packets. It uses a method similar to that of RRC Activation Time in Release 7. 
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