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1
Introduction
At RAN WG2 meeting #58bis, a procedure for radio link failure recovery was agreed [2] and captured in a change request to the Stage 2 [3]. In this procedure, the UE identifier needed to perform contention resolution after RLF, is also used by the selected eNB to check whether it has a context stored for that UE or not. To allow the prepared eNB to identify the UE upon the random access procedure, the source eNB sends to the target eNB(s) the identifier of the UE for which a handover is requested in the handover preparation phase. If the selected eNB is prepared i.e. if it finds a context that matches the identity of the UE, it indicates to that UE that the connection can be resumed. If the context is not found, RRC connection is released and UE initiates procedure to establish new RRC connection.
The UE identifier needed to perform contention resolution after RLF was agreed to be the combination of the C-RNTI of the UE in the cell where the RLF occurred + a shared secret between the UE and the network. The purpose of this contribution is to analyze what the shared secret could be.
2
Key Management at Handover
To understand how a shared secret between the UE and network can be generated, it is important to understand how the keys are managed in E-UTRAN. 

In E-UTRAN, as a result of an AKA run, the EPC and the UE share a base-key named K_ASME. From K_ASME, the NAS, (and indirectly) K_eNB keys are derived in both the UE and network. The K_ASME never leaves the EPC, but the 128 bits K_eNB is transported to the eNB from the EPC when the UE transitions to LTE_ACTIVE. From the K_eNB, the eNB and UE can derive the UP and RRC keys [1]. 
At handover, the procedure is as follows on the network side [4]:

1.
During handover preparation, the source eNB creates K_eNB* and transfers that to (all) the target eNB(s):

K_eNB* = hash ( K_eNB )

2.
The target eNB creates new_K_eNB by binding the new C-RNTI to the K_eNB*:

new_K_eNB = hash ( K_eNB* || C-RNTI )

3.
The new_K_eNB becomes the current K_eNB from which the new RRC and UP keys are derived

UE does the same when it gets the HO Command including the new C-RNTI.

NOTE:
the property of the one way hash function guarantees that the target eNB cannot derive the old K_eNB from the signalled K_eNB*.
3
Key Management after RLF

After a radio link failure, when the UE accesses a prepared target:
-
The UE cannot generate the new_K_eNB right away since it does not know the new C-RNTI, but it knows the K_eNB of the source, from which it is able to compute K_eNB*;
-
The selected prepared target knows K_eNB* and can generate a new_K_eNB as soon as it allocates a new C-RNTI to the UE.

From the analysis above, the only thing that the UE is missing to generate the new_K_eNB is a new C-RNTI. On the network side, the only thing missing is the allocation of the C-RNTI to the UE. Thus, to generate the new_K_eNB after RLF and establish a secure connection between the UE and the network, only a new C-RNTI needs to be allocated by the prepared target.

The two first steps of the random access procedure followed by the UE and network after RLF are [1]:
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1)
Random Access Preamble on RACH in uplink;
2)
Random Access Response on DL-SCH:

-
Addressed to RA-RNTI on L1/L2 control channel;

-
Conveys at least RA-preamble identifier, Timing Alignment information, initial UL grant and assignment of Temporary C-RNTI (which may or may not be made permanent upon RRC Contention Resolution);

With the C-RNTI allocated by the eNB in the step 2 of the random access procedure, the UE is able to generate new_K_eNB and step 3 can then be integrity protected.

For the eNB to be able to differentiate step 3 of a UE performing an initial access, from a step 3 of a UE trying to recover from RLF, at least one bit is needed in the message sent by the UE. If the message 3 indicates an attempt for RLF recovery, the eNB uses the C-RNTI signalled in that message to find the corresponding K_eNB*. Together with the allocated C-RNTI of step 2, the target eNB is then able to generate new_K_eNB and check the integrity of the message. If it is successful, the recovery can be considered as successful and everything can then be processed as for a successful handover.
4
Conclusion
In this contribution the details of the “shared secret” for RLF recovery have been studied. It is proposed to use a MAC-I as shared secret, generated with keys based on the C-RNTI allocated in step 2 of the random access procedure. 
For the eNB to be able to differentiate step 3 of a UE performing an initial access, from a step 3 of a UE trying to recover from RLF, it was also proposed that at least one bit is dedicated in the message 3.
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