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1.
Introduction
During the last meeting a mechanism has been proposed in order to be able to recover quickly from a handover failure by preparing a target eNodeB by providing context information for a UE to a potential target eNodeB and thus to allow easy recovery of the radio link failure.
2.
Discussion
In order to prevent that a fraudelous UE tries to take over the context of another UE it is necessary that after the radio link failure the UE provides to the eNodeB an authentication vector. In the following the case is described where a source eNodeB A prepares several target eNodeBs B and C.
In order to allow the UE to contact the eNodeBs B and C the eNodeB provides at least parts of the UE context to the eNodeBs B and C, together with an identifier and an authentication vector.
The authentication vector is also transmitted to the UE, and thus the UE and the prepared eNodeBs know the authentication vector.
When a radio link failure occurs, i.e. the UE looses the connection to the eNodeB to which it was connected without receiving a handover command towards a UE that is suitable for the UE the UE selects a cell. In order to check whether the cell that the UE has selected has the UEs context available the UE sends a message to the eNodeB to request the connection to be maintained, including the UE identity to identify the UE and an authentication vector. The authentication vector has two functionalities:
· It allows the eNodeB to verify that the UE that requests the connection is really the UE to which the UE context belongs and it is not a fraudelous UE

· It increases the “uniqueness” of the identity used. In fact the identity used might not be unique in the network. Because the authentication vector is quite large and probably randomly allocated the probability that two UEs use the same authentication vector and the same UE identity is rather small.
If the eNodeB has a UE context corresponding to the authentication vector and the UE Id the connection can be maintained, and the eNodeB indicates to the UE that a context is available.

2.
Properties of the authentication vector

In order to prevent a fraudelous UE that has overheard the UE identity and the authentication vector is build by the UE and the eNodeB to which the UE is connected e.g. based on a secret key, or at least that the authentication vector is ciphered when it is transmitted from the eNodeB to the UE.
Also, in order to prevent that the UE identity and the authentication vector that a UE sends in one cell is used on another cell it is necessary that the authentication vector is different for each cell to which the UE context is sent. E.g. the authentication vector could be based on any secret key that is shared between the UE and the source eNodeB, and created based on at least this key and the cell identity of the target cell that has a UE context stored, and that broadcasts the cell identity on system information. 
Thus the source cell and the UE only have to share one secret key in order to generate authentication vectors for any possible cell.

Furthermore, in order to prevent that the same authentication vector is re-used at successive handover preparations the authentication vector could be based on a common time reference between the UE and the target eNodeBs. 
Thus, each time that the UE performs a connection re-establishment after a radio link failure the UE could use a different authentication vector, since the authentication vector is created based on a shared secret, a common timing reference, i.e. the time at which the UE performs the connection re-establishment and the Id of the cell on which the UE requests the connection re-establishment.
3.
Conclusion

It is proposed that the at connection re-establishment as described in [1] the authentication vector (called MAC in [1]) is based on a shared secret (e.g. key), the cell Id of the cell on which the connection re-establishment is performed, and the time at which the connection re-establishment is performed.
Annex
[1] R2-072382,
RLF Recovery, Nokia Siemens Networks, Alcatel-Lucent, Ericsson, Motorola, Nokia, Nortel, NTT DoCoMo, Qualcomm Europe, Verizon Wireless R2-073002, Reply LS to SA3 on Key change in LTE active mode
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