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Introduction

Fast Idle to Active transition delay is seen critical for LTE and is important for many applications.  In fact many other procedures such as security key change in LTE-Active are not supported on the assumption that it is possible to move the user to Idle and back to Connected in less than 100ms without much adverse impact on the higher layer service.  

Idle to Active state transition involves the activation of the security for the control and user plane.  It is highly desirable to reduce the duration taken by explicit security mode procedures.  Previous contributions proposed the concatenation of start of encryption procedure or Security Mode Control (SMC) procedure with other subsequent procedures[1][2].  Clearly, such concatenation has the potential to reduce the overall delay before the subsequent signalling message.  This was in some ways easier when the encryption was performed by the RRC itself but with the decision to move the PDCP to the eNB, such concatenation needs some further considerations that are discussed in more detail below.

Encryption of user plane and RRC

The contribution first looks at the behaviour at the transmitting and receiving end for concatenating SMC with subsequent signalling message.  It then considers some additional aspects and makes recommendations.
Concatenation of SMC and subsequent signalling message

While it is desirable to concatenate SMC with the subsequent signalling message, some aspects of it need more attention.  Firstly, the UE security capability must be available in the network.  Then the transmitting end at the network must be able to concatenate these messages and the receiving UE must also be able to process the concatenated SMC and subsequent message
 properly.  These are discussed in more detail below.  

The discussion first assumes that security is invoked by use of an RRC SMC message.  It also later examines if the “SMC” can instead be carried using L2 headers and compares the two options.

Transfer of Security capability
It should be noted that there isn’t enough space in msg3 to carry security capability [3]. So the previous RAN2 assumption that the UE security capability are transferred at the time of attach (whether the AS security capability is exchanged over AS or over NAS is FFS) and retained by the network in the MME should still be considered valid.  

Thus it can be assumed that the UE AS security capability is available in the network and made available to the eNB during the initial S1 establishment phase.  Hence there is no need to validate the security capability by integrity protection.
Requirements on the transmitting (network) side
At the transmitting end, the encryption layer (either PDCP or RLC) is provided with two RRC messages, the SMC and the subsequent signalling message.  The RRC must also initialise the encryption function.  
If encryption is done in the PDCP, PDCP does not concatenate the messages but instead processes each message independently. SMC is not encrypted while the subsequent message is.  These are then passed on the RLC where they are concatenated into one RLC PDU.  

If encryption is in the RLC, then the two RRC messages are provided to the RLC as RLC SDUs and the RLC must perform the encryption and concatenation.  The RLC must ensure that the first SDU is not encrypted but the subsequent SDU in the concatenated message.
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In both cases, there must be sufficient information in the header(s) to indicate what is ciphered and what is not and something to indicate the special handling of the Security mode command at the receiving end.  
From the above discussion, it can noted that it might be easier to do this if encryption is in the PDCP. 

Behaviour at the receiving end:

At the UE, the receiving entity (PDCP or RLC) receives both RRC messages either concatenated together (if RLC) or simultaneously (if PDCP).  As mentioned earlier, there must be sufficient information in the header to indicate the special handling required on the SMC.

At the receiving end, the SMC RRC message must first be processed and forwarded to the RRC.  The subsequent message must be buffered while the RRC processes the SMC and uses information in it to initialise the decryption function.  Only then can the remaining the buffered signalling message be decrypted and forwarded to RRC.

Other issues to be considered for concatenation

Apart from the behaviour of the network and UE, some other factors also need to be considered and these are discussed below.  

Error handling:

An important factor to be considered before deciding on concatenation of the Security mode command with subsequent signalling message is the possibility of failure of the security mode procedure.  Should this fail, the UE would discard the subsequent signalling message and provide an error indication to the eNB.  The eNB must then also disregard the subsequent signalling message that was sent to the UE but process the Security procedure failure accordingly.  

Should the subsequent message be a NAS message, then MME might also need to be involve in this failure handling procedure since even the CN may have to abort the subsequent NAS procedure it has initiated.  This will require introduction of such error handling procedures over S1 interface.

After having performed the recovery procedure for SMC, the network can then re-initiate the subsequent procedure.

While it is “inconvenient” to backup from the procedure initiated already, there are no fundamental issue identified with such failure handling.

Change in encryption parameters

Normally, the only parameter that would change is the START value that would need to be synchronised between the network and UE.  Given the size limitation of msg3, it would be useful to have some mechanism for synchronisation without using up space in msg3 (for example, the proposal to have the network provide the value).  Details are FFS.

But occasionally, other parameters would also need to change.  For example, new keys may need to be used after an Idle to Active transition.  Or the encryption algorithm may change if the new eNB and old eNB supported different algorithms.  Note that such change of algorithm will need to be integrity protected.
These have to be considered in the discussion below on the possibility of using L2 header for SMC.

Carrying Security Mode Command in L2 header

From the above discussion the special handling required at the transmitting end of processing the two messages differently and at the receiving delivering the first message while buffering the second message are due to the fact that the SMC is an RRC message.  Instead, the SMC could have been carried in the header field of the RLC or PDCP PDU as a special header format, then it would be handled as any other header information in the PDUs and no additional protocol handling needs to be defined.  Similarly, at the receiving end, the initialisation of the decryption entity can be done directly by PDCP or RLC without having to go through buffering of the second message while the delivery first message is delivered and the decryption function initialised.
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However, there are some reasons that make use of RRC for Security Mode Command easier as listed below.
Error handling is easier – it is easier to provide a Security mode failure message in RRC than defining it using RLC or PDCP control PDUs.

Further one can expect that the keys could change during the Idle to Active mode transition.  In this case, the PDCP or RLC will have to go buffer the SDU while it retrieves the keys from the higher layers even if SMC is carried over L2 header.

The security mode command itself is to be integrity protected at least in some cases where the algorithm changes.  It is easier to integrity protect an RRC message while it would be difficult to integrity protect the RLC or PDCP header carrying these information.

In any case, the delivery of one message, buffering, initialisation of the decryption function etc. is just modelling and implementation simplifications in the terminals are possible anyway.  

Hence the use of RRC for security message seem to be better but more discussion is needed.

Need to support standalone Security mode command
Since in all Idle to Active cases, the Security mode command will always be followed by another RRC or NAS message, it would have been good for simplicity to always only use the concatenated procedure for this scenario.  

But other use cases of Security Mode Command depends on SA3 decisions on need to change security keys during a connection and hopefully will not need to be supported.
Another possible use case for the standalone SMC could after inter-system HO.  Yet another case could be after a failure of the first concatenated procedure.
This topic needs further discussion based on the other use cases for SMC.

Summary and conclusion
The contribution looked in detail about the impact of concatenating Security mode command with subsequent signalling message to speed up call set up procedures.  While some additional complexity is identified, it is shown to be manageable and no show stopper identified.  

It is hence proposed to agree:
· that Security mode command will be concatenated with the subsequent signalling message for Idle to Active mode transition.
· UE security capability should be retained in the network
The following cases are considered FFS:

1) use of L2 header or RRC to carry Security Mode command info

2) Need for a standalone Security mode command
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Annex: UMTS SMC messages for information
10.2.43
SECURITY MODE COMMAND

This message is sent by UTRAN to start or reconfigure ciphering and/or integrity protection parameters.


RLC-SAP: AM


Logical channel: DCCH


Direction: UTRAN to UE

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Message Type
	MP
	
	Message Type
	

	UE information elements
	
	
	
	

	RRC transaction identifier
	MP
	
	RRC transaction identifier 10.3.3.36
	

	Integrity check info
	MP
	
	Integrity check info 10.3.3.16
	

	Security capability
	MP
	
	Security capability 10.3.3.37
	

	Ciphering mode info
	OP
	
	Ciphering mode info 10.3.3.5
	Only present if ciphering shall be controlled

	Integrity protection mode info
	OP
	
	Integrity protection mode info 10.3.3.19
	Only present if integrity protection shall be controlled

	CN Information elements
	
	
	
	

	CN domain identity
	MP
	
	CN domain identity 10.3.1.1
	Indicates which ciphering and integrity protection keys are applicable

	Other information elements
	
	
	
	

	UE system specific security capability
	CH
	1 to <maxInterSysMessages>
	
	This IE is included if the IE "Inter-RAT UE radio access capability" was included in RRC CONNECTION SETUP COMPLETE message

	>Inter-RAT UE security capability
	MP
	
	Inter-RAT UE security capability 10.3.8.8a
	


10.2.44
SECURITY MODE COMPLETE

This message is sent by UE to confirm the reconfiguration of ciphering and/or integrity protection.


RLC-SAP: AM


Logical channel: DCCH


Direction: UE to UTRAN

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Message Type
	MP
	
	Message Type
	

	UE information elements
	
	
	
	

	RRC transaction identifier
	MP
	
	RRC transaction identifier 10.3.3.36
	

	Integrity check info
	MP
	
	Integrity check info 10.3.3.16
	

	Uplink integrity protection activation info
	OP
	
	Integrity protection activation info 10.3.3.17
	

	RB Information elements
	
	
	
	

	Radio bearer uplink ciphering activation time info
	OP
	
	RB activation time info 10.3.4.13
	


10.2.45
SECURITY MODE FAILURE

This message is sent to indicate a failure to act on a received SECURITY MODE COMMAND message.


RLC-SAP: AM


Logical channel: DCCH


Direction: UE(UTRAN

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Message Type
	MP
	
	Message Type
	

	UE information elements
	
	
	
	

	RRC transaction identifier
	MP
	
	RRC transaction identifier 10.3.3.36
	

	Integrity check info
	CH
	
	Integrity check info 10.3.3.16
	

	Failure cause
	MP
	
	Failure cause and error information 10.3.3.14
	


� Note that no assumption is made of the subsequent signalling message – it could be an RRC message or a NAS DT message.
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