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1 RRC and NAS security with PDCP in the eNB
It was previously agreed that NAS signalling in the MME and U-plane in the UPE would share a common protocol layer for security; i.e. PDCP. At the joint SA2/RAN2/RAN3 meeting in St. Louis, it was however agreed that U-plane PDCP should be terminated in the eNB ‎[1]. It was also agreed that NAS security would remain in the MME. 

With PDCP in the eNB and NAS signalling security in the MME, it is assumed that, in the context of security, the responsibility of RAN2 is limited to RRC and U-plane security. Security for NAS signalling is assumed to be the responsibility of CT WGs. Moreover, since security for NAS signalling is no longer the responsibility of RAN2, it is felt important that RAN2 ensures that the responsible WGs are aware that integrity protection of NAS signalling is important for efficient, fast and lightweight authentication of UEs, not only from a core network perspective, but also from an access stratum point of view.
With U-plane security terminated in the eNB, it is perceived as beneficial to let a single layer provide ciphering for both RRC and U-plane. This is analogous to the previous agreement to use a common security layer for NAS signalling and U-plane data. If U-plane ciphering is terminated in RLC, a solution with common ciphering layer is straightforward and it is proposed that ciphering of RRC is provided by RLC while RRC integrity protection is provided by RRC itself.
Considering that NAS signalling constitute a very limited amount of bits compared to U-plane data, it is conjectured that no special double ciphering or double integrity protection avoidance measures are justified in the AS. It is therefore proposed that only entire RRC messages are both ciphered and integrity protected; i.e. no partial ciphering or integrity protection.
2 Proposal
It  is proposed to agree that:
· RRC ciphering is provided by L2 U-Plane

· RRC integrity protection is provided by RRC

· NAS security is no longer provided by PDCP and therefore not a RAN2 issue

· RRC messages are ciphered and integrity protected in their entirety; i.e. no support for avoiding “double security” on NAS messages transported over RRC.
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