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1.  Introduction
During the RAN2/RAN3/SA2 joint session in St. Louis (February, 2007), it was decided to move the U-plane ciphering functionality on the network side to eNB from UPE. As a consequence, it has been decided to discuss via the RAN2 email reflector on whether U-plane ciphering should be handled by PDCP or RLC in eNB/UE. This document captures the pros and cons identified during the email discussion for the two alternatives plus a new alternative that was proposed during the email discussion.
2. Discussion
2.1 Alternative 1: U-plane ciphering at PDCP based on PDCP SN
If U-plane ciphering is performed at PDCP, ciphering will be performed on a SDU basis. Here, the term SDU is used to refer to data before radio protocol (i.e. RLC) segmentation/concatenation. Therefore, ciphering will be based on SN that is attached per SDU at PDCP (i.e. PDCP SN in PDCP header).

2.2 Alternative 2: U-plane ciphering at RLC based on RLC SN
If U-plane ciphering is performed at RLC, ciphering will be performed on a PDU basis. Here, the term PDU is used to refer to data after radio protocol (i.e. RLC) segmentation/concatenation. Therefore, ciphering will be based on SN that is attached per PDU at RLC (i.e. RLC SN in RLC header).

2.3 Alternative 3: U-plane ciphering at PDCP based on higher layer SN

This was a new alternative that was proposed during the email discussion. With this alternative, ciphering will be performed on a SDU basis. Here, the term SDU is used to refer to data before radio protocol (i.e. RLC) segmentation/concatenation. It was proposed to base ciphering on RTP SN for RTP applications and TCP SN for TCP applications. For non-RTP UDP/IP packets, it was suggested to use the UDP SN that will be generated by RoHC. For non-UDP and non-TCP packets, it was suggested to use the SN that will be generated by RoHC. If RoHC cannot be applied to these packets, it was suggested to not perform ciphering or to add a PDCP SN. Finally, it was mentioned that the (compressed) IP header should not be ciphered.
2.4 Comparison of the three alternatives
Requirement on RLC PDU processing time at transmitter

Since RLC needs to support flexible size RLC PDU generation according to the TB size selected/indicated by the eNB MAC scheduler, the processing time of RLC PDUs at the transmitting entity may have tight requirement. In this sense, Alternative 1 has the advantage that ciphering processing can be done prior to any scheduling decisions. For Alternative 2, ciphering processing can only be done after the scheduler decision on resource allocation and TB size selection, and the processing time requirement of RLC PDUs could be tighter. There were comments that compared to the more complex physical layer processing involved in transmission (encoding, rate matching, FFT …), ciphering processing is not really significant. On the other hand, there were also comments that the significance is high. The benefits of Alternative 1 apply to Alternative 3 with regards to this aspect.
SN overhead
RAN2 has agreed on RLC PDU based RLC SN (as opposed to RLC SDU based SN) for ARQ purposes. If this decision is to be maintained, Alternative 1 would imply that there will be a PDCP SN on top of the RLC SN. In this sense, Alternative 2 has the advantage that the RLC PDU based RLC SN can be reused for ciphering purposes, reducing SN overhead. There were comments that with a 1 or 2 byte PDCP SN, the SN overhead will be reduced by 3% or 5% for VoIP calls, and that this overhead is not negligible. On the other hand, it has been commented that since this overhead was not considered as a problem before moving PDCP to eNB, it still should not be a problem. Furthermore, there were comments that optimizations of the RLC headers are possible (even easier with PDCP in eNB) and therefore the difference between the two alternatives is small. But it was also commented that these optimizations cannot be simpler than having ciphering in RLC, and there was an indication that such optimization (e.g. PDCP SN reuse at RLC) is not desirable. The benefits of Alternative 2 apply to Alternative 3 with regards to this aspect.
UMTS principles/SW re-usage
It was indicated that Alternative 2 may allow similar principles as for UMTS U-plane ciphering (where U-plane ciphering is performed at RLC) to be applied, and existing SW implementations might be re-used to a large extent for LTE. It was further indicated that as security was one of the big discussion topics in UMTS, this could be beneficial for standardization and commercialization time plans for LTE. On the other hand, it was commented that this is not a very useful criteria to base the choice between the two alternatives since a new system is being designed in hope to improve things in general for LTE. The possible benefits of Alternative 2 do not apply to Alternative 3 with regards to this aspect.
Simplified eNB/UE design given HW acceleration is used for crypto
In [1], it has been pointed out that L1 and MAC operations involving computationally heavy processing are typically implemented into HW blocks, and that RLC and PDCP operations involving complicated logic are typically implemented into SW blocks. Furthermore, [1] points out that it is impractical to implement encryption and decryption functions for LTE supporting high bitrates by SW, and that decryption algorithm is typically implemented by HW accelerators. With such implementation, Alternative 1 suffers from extra delay in decryption processing and over-dimensioning of internal data bus, or over-dimensioning of HW buffers. However, it has been commented that this problem had existed on the UE side with the original RAN2 agreement, and that it is difficult to understand why it becomes a problem now. The details are explained in [1]. The benefits of Alternative 2 do not apply to Alternative 3 with regards to this aspect.
Number of ciphering blocks and ciphering block size
It was indicated that from an implementation viewpoint, it is easier to process large blocks instead of multiple consecutive ones due to process initialization, termination and memory transfers. It was further indicated that in this sense, it is more efficient to have ciphering at PDCP (where all IP packets are ciphered) instead of having ciphering at RLC where multiple segments of IP packets are ciphered (i.e. implementation is more efficient with Alternative 1). However, there were comments that most IP packets are small, and with this respect, ciphering at RLC is more efficient since RLC can perform concatenation. Furthermore, it has been pointed out that for the high end data rates of LTE, in which the processing requirement seems to be the most critical, ciphering at RLC is more efficient since even large IP packets (e.g. 1500bytes) can be concatenated at RLC. Alternative 3 is similar to Alternative 1 with regards to this aspect.
eNB scalability
It was indicated that security requirements for eNB in “physically insecure locations” make it necessary to perform de-ciphering of S1 transport and ciphering of Uu in the same secure environment (e.g. within one processor) in DL and vice versa in UL. To realize this, Alternative 1 requires IPsec and PDCP to be handled in the same processor and allows RLC, MAC and L1 to be processed on different processors/boards. On the other hand, Alternative 2 requires IPsec, PDCP and RLC to be handled in the same processor and only allows MAC and L1 to be processed on different processors/boards. It was indicated that hence Alternative 2 has considerable disadvantages for eNB scalability. On the other hand, it was commented that the issue of “tamper proof eNB” will to a large extent be an implementation aspect with operators setting requirements and venders coming with solutions which suits their HW architecture the best, and that it is difficult to motivate impact on the standard. It was also commented whether Alternative 2 has impacts on eNB scalability depends on the eNB architecture, and that again it is difficult to argue for this issue being a pro or con for any particular option. The possible benefits of Alternative 1 apply to Alternative 3 with regards to this aspect.
Mobility
It was indicated that in order to still provide lossless handover without duplicate delivery and with minimum out-of-sequence delivery of PDCP SDUs to layers above the radio protocol, some SN needs to be transferred during handover. Four possible solutions for data handling during handover are captured in [2]. Solutions 2, 3 and 4 in [2] involve either RLC SN or PDCP SN transfer during handover, and can provide lossless handover without duplicate delivery and with minimum out-of-sequence delivery to layers above the radio protocol. Solution 1 on the other hand does not involve any SN transfer, and can provide lossless handover with minimum out-of-sequence delivery but also possibly with some duplicate delivery to layers above the radio protocol. It has been commented that Alternative 2 of this document and Solution 1 in [2] seem to show strong correlation, and that Alternative 2 has impacts on U-plane performance during mobility. However, there were comments that the choice of Alternative 2 in this does not necessarily lead to the choice of Solution 1 in [2]. Also, the impact on U-plane performance during mobility for Solution 1 in [2] is yet to be addressed. The possible benefits of Alternative 1 apply to Alternative 3 with regards to this aspect.
Buffering requirements
There were comments that both alternatives require a buffer for PDCP SDUs (i.e. non-header compressed and non-ciphered data). For Alternative 1, it was commented that there only needs to one additional buffer for PDCP PDUs (i.e. header compressed and ciphered data). For Alternative 2 on the other hand, it was commented that there needs to be two additional buffer points: one for PDCP PDUs (i.e. header compressed data) and one for RLC PDUs (i.e. header compressed, segmented/concatenated and ciphered data). However, it was commented that even for Alternative 2, depending on implementation, one physical buffer can handle both PDCP PDUs and RLC PDUs. The possible benefits of Alternative 1 apply to Alternative 3 with regards to this aspect.
(De)cipherer knowledge for higher layer protocols being used and number of different types of SNs to handle
For Alternative 3, there is a complexity concern with respect to the number of type of SNs the PDCP needs to use for ciphering. As suggested, ciphering must be based on one of RTP SN, TCP SN, SN attached by RoHC or PDCP SN depending on the radio bearer type or even the packet type within a radio bearer. Furthermore, it was suggested to use RRC SN for RRC messages. So with Alternative 3, eNB/UE PDCP needs to know what kind of headers are being used for layers above the radio protocol for the data it processes in order to find where the RTP/TCP SN is located. It has been explained that RoHC anyway needs to be able to do this.
2.5 Pros and Cons table

The pros and cons of the two alternatives are summarized in Table 1 below.

Table 1 – Summary of Pros and Cons for U-plane ciphering sublayer (PDCP vs RLC)

	Topic
	PDCP ciphering

(using PDCP SN)
	RLC ciphering

(using RLC SN)
	PDCP ciphering

(using high layer SN)
	Importance

	Requirement on RLC PDU processing time
	Pro
	Con
	Pro
	Different depending on vendor

	SN overhead
	Con
	Pro
	Pro
	Different views on how costly the overhead is

	UMTS principles/SW re-usage
	Con
	Pro
	Con
	Different assumptions between vendors (and an operator ()

	Simplified eNB/UE design given HW acceleration is used for crypto
	Con
	Pro
	Con
	Different views among vendors

	Number of ciphering blocks and ciphering block size
	Pro/Con
	Pro/Con
	Pro/Con
	Ciphering at PDCP is better when RLC segments and ciphering at RLC is better when RLC concatenates.

	eNB scalability
	Pro
	Con
	Pro
	Different depending on eNB architecture assumed by vendors

	Mobility
	Pro
	Con
	Pro
	Depends on the correlation on the choice of Alt2 in this document and Solution 1 in [1]

	Buffering requirements
	Pro
	Con
	Pro
	Different depending on implementation

	(De)cipherer knowledge for higher layer protocols being used and number of different types of SNs to handle
	Pro
	Pro
	Con
	Medium/High

	RRC handling by PDCP
	Con
	Pro
	Con
	?


2.6 Company preferences
Alcatel-Lucent, Nokia and Siemens Networks have indicated a preference for Alternative 1 (PDCP ciphering using PDCP SN).

Ericsson, Huawei, NEC, Nortel, Panasonic, Qualcomm, Samsung and T-Mobile have indicated a preference for Alternative 2 (RLC ciphering using RLC SN).
ASUSTeK has indicated a preference for Alternative 3 (PDCP SN using higher layer SN).
3. Any other issues that should be considered in conjunction
Regardless of the decision on the U-plane ciphering sublayer (i.e. PDCP or RLC), ciphering of RRC messages should be performed at the same sublayer that performs U-plane ciphering (i.e. current RAN2 agreement of having RRC ciphering at RRC should be ammended). However, a concern was raised on having RRC go through PDCP in case Alternative 1 is agreed for the U-plane ciphering sublayer. The same concern will apply to Alternative 3.
4. Conclusion
This document summarized the discussion that took place over the RAN2 email reflector on the U-plane ciphering sublayer. With this discussion as a basis, it is proposed to decide on the desired Alternative during RAN2#57bis. Regardless of the decision of the U-plane ciphering sublayer, it is proposed to conclude that RRC ciphering is handled by the same sublayer that handles U-plane ciphering.
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