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Introduction

Here we continue the discussion around the threat of user tracking based on continuous packet sequence numbers (SN) over the air (see S3-060456). RAN WG2 informed in their reply-LS (R2-062718) that resetting the RLC SN to zero is their proposed way to make the RLC SN discontinuous. This is not possible if the same keys are used and there is no offset value. 
On the other hand resetting the RLC SN to zero by adjusting the offset variable in such a way that COUNT-I/C values are still continuous for the ciphering and integrity functions has no point and is actually less secure than using random offset. If keys are changed between eNBs then resetting RLC SN to zero would be possible for the RRC ciphering and integrity only. However, this does not make the PDCP SN discontinuous.

In this paper we study this issue and provide feasible solution alternatives for discussion and decision.
Discussion
First we need to study the length of the SN over the air to see that there is motivation and reason to make it discontinuous at least during handovers. Then we discuss the COUNT-I/C values for the ciphering and integrity functions. At last we describe the usage of offset values.
Sequence Number (SN) Length
Use case of 2Mbps packet stream with 1500 byte MTU and 10 seconds radio gap (connection not broken), for example because of a tunnel, requires at least 12 bits for the SN (see R2-062909). One can argue that 10 seconds is quite small, tough. 
In case full byte boundaries are wanted the SN length over the air would be 16 bits, which is preferable (saving 4 bits is not worth, considering the implementation, especially if 12 bits may be considered too small). However, alone 12 and 16 bits provide an easy way to map packet streams together over handovers if not made discontinuous and thus provides an easy way to map the radio link connections (C-RNTIs) in different base stations together (handovers).
Counter(s) for Ciphering and Integrity
With the same keys (CK and IK), the input COUNT-C and COUNT-I 32 bit counters based on the SN must be unique. This is a fundamental security requirement. The SN is a growing number and the keys must be changed before the same sequence number is about to be used again (roll over).
To make the SN over-the-air discontinuous, both the UE and the eNB agree to use an offset that is added to the SN. The offset should be changed at least during handovers, when the C-RNTI changes as well. The following two equations must be valid all the time when the same key is used.
COUNTi = SNi + OFFSET




















(1)

COUNTi+1 > COUNTi





















(2)
The reply-LS from RAN2 (R2-062718) proposed to reset the RLC SN to zero after each handover. This means that the offset must be changed to match the following equation to keep the counters continuous:
OFFSETnew = COUNTj





















(3)
Where COUNTj is the last value used in the old eNB. However, target eNB does not have any possibility to know it. Thus, resetting the RLC SN to zero does not help to get rid of transferring counter values during the handover. 

Regardless of the COUNT synchronization problem, there are also implications to the security with this kind of setup where the SN over the air is changed to zero in every handover. The attacker can then potentially see if an UE has just arrived to the cell based on the SN starting from zero (as attacker may not know which C-RNTI’s are allocated in the cell), even though there may be multiple UEs doing handovers to the same cell. Thus, using random offset instead of starting from zero in every handover is more secure alternative and as we have shown, there are no reasons to use new offset that in effect makes the RLC SN zero. 

Note also that the reason of making the over-the-air sequence numbers discontinuous is relevant also for NAS signalling and user plane packet sequence numbers (PDCP). Thus, even if keys were changed for RRC, they are not changed for NAS signalling and user plane packets. This means that using offsets is required regardless of key change to make the PDCP sequence numbers discontinuous.
Offset Agreement Alternatives

eNB chooses a new random offset

The serving eNB chooses a new random offset and provides it to the target eNB through X2 interface and for the UE through Xu interface. The offset can be transferred along with the encrypted handover command message for the UE.

UE and eNB change the offset based on a defined function
It is also possible to change the offset based on a pre-defined function in both end points (UE and target eNB). Input variables must be something that are common only between the UE and the target eNB. Such variables can be for example the RRC keys (CK and IK). This way it is unnecessary to transfer the offset over the air and the possibility for errors based on air interface BER are removed.
Below is an example function, where H is a one-way hash function (like SHA-1 or SHA-256) producing the needed N bits for the OFFSET.
OFFSETnew = H(CK || new-C-RNTI || “offset” || target-eNB-identity || IK)






(4)
where “offset” is a string.

Changing the offset

The offset can be changed in every handover at minimum along with the changed C-RNTI. However, a user may stay long time in one cell. Thus, it may be useful to re-assign the C-RNTI on the same cell based on a timer for example. Changing the offset without changing the C-RNTI is not useful.
Conclusions and proposal

Making the SN discontinuous over the air between handovers improves the privacy for the users and makes it harder for the attacker to track the UE. The countermeasure is simple and efficient.

We propose to include the Discussion chapter in this document into the SA3 Security Rationale document and also to document agreed decisions during the meeting with regards of this subject.
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