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1 Introduction

In the stage 2 specification [1], security for transport of NAS messages has not been decided. The section for transport of NAS messages is very short and is quoted below:

In E-UTRAN, NAS messages are either concatenated with RRC messages or carried in RRC without concatenation:

-
Concatenated messages:

-
Initial Direct Transfer is concatenated with RRC connection request;

-
Other NAS messages maybe concatenated with RRC messages i.e. for synchronised NAS/RRC procedure;

-
Integrity protection of the NAS messages from RRC is FFS as integrity protection is already applied in the MME.

-
Non-concatenated messages:

-
No integrity protection from RRC;

-
It is FFS if RRC Direct Transfer messages or RRC messages with concatenated NAS messages can use the same logical channel as the RRC only messages.

We can see that it has been decided that integrity protection (IP) is not done on RRC for non-concatenated messages. Otherwise, all the other security issues are pending. This contribution provides proposals to the pending security issues for discussion and decision so that the security structure can progress.
2 Pending security issues and potential solutions
2.1 Integrity protection of concatenated messages 

A concatenated message contains an RRC message part and a NAS message part. The NAS message part is integrity protected by PDCP so that it contains a message authentication code (MACPDCP) of, say, 32 bits in it. There are three possible schemes in RRC entity for integrity protection of concatenated messages: (1) No IP from RRC. (2) IP on RRC message part only. (3) IP on the whole concatenated message, i.e. IP on both the RRC message part and the NAS message part.

(1) No IP from RRC: By this scheme, the integrity protection is done in PDCP. The receiving RRC entity (in e-NodeB for UL) waits for the IP check result from PDCP entity (in MME for UL). If IP check fails in PDCP, the RRC message part is discard. Else if IP check passes in PDCP, RRC entity executes the RRC message part. The advantage of this scheme is that there would be no extra MACRRC needed. Thus, the resulting concatenated NAS message would be shorter. However, there would be delay for handling the RRC message part on UL and there would be extra interface between e-NodeB and MME. Furthermore, one can copy a NAS message with correct MACPDCP and concatenate it with a false RRC message. Thus, there is a potential security hole in Scheme (1) on both UL and DL.

(2) IP on RRC message part only: It is obvious that duplicated IP for the NAS message part from both RRC and PDCP entities is not needed. Therefore, this scheme is the most natural choice at the first look. Compared with Scheme (1), extra MACRRC of, say, 32 bits is needed.

(3) IP on the whole concatenated message part: Although duplicated IP for the NAS message part from both RRC and PDCP entities is not needed in general, this scheme only needs the same MACRRC field as Scheme (2). Thus, the overhead is exactly same for Schemes (2) and (3). Since Scheme (3) need not distinguish concatenated messages from pure RRC only messages, Scheme (3) is simpler than Scheme (2) from the IP implementation point of view.

Furthermore, with either Scheme (2) or (3), if IP check fails, the RRC entity can discard the NAS message part. The pros and cons of the three schemes are compared in Table 1. 

Table 1: Comparison of different IP schemes for concatenated messages

	Schemes
	Pros
	Cons

	(1) No IP
	Overhead: 0 bit
	Extra interface between e-NodeB and MME.

RRC message handling delay   on UL.

Potential security hole in RRC.

	(2) IP on RRC message part only
	No handling delay
	Overhead: MACRRC (32 bits)

	(3) IP on the whole concatenated message
	No handling delay
	Overhead: MACRRC (32 bits)

Easier for IP implementation


Proposal 1:

We propose that integrity protection is performed on the whole concatenated message, i.e. Scheme (3). And when the RRC IP check fails, the NAS message part is discarded.

2.2 Ciphering for non-concatenated messages 

Again, double ciphering by both RRC and PDCP entities is not need. However, if non-concatenated messages are sent on the same SRB that sends pure RRC only message. One extra field to indicate whether a message is non-concatenated message would be needed.

Therefore, the optimal solution depends on the allocation of SRBs for RRC messages, non-concatenated messages and concatenated messages. This pending issue is further discussed in Section 2.4.

2.3 Ciphering for concatenated messages 

We assume that ciphering RRC message part is essential. Thus, there are only two options: (1) Ciphering the RRC message part only. (2) Ciphering the whole concatenated message.

(1) Ciphering the RRC message part only: One extra field is needed to indicate the boundary between the RRC message part and the NAS message part.

(2) Ciphering the whole concatenated message: No extra overhead to indicate the boundary is needed. Note that double ciphering does not generate extra data length i.e., there is no overhead for double ciphering except slightly extra computing load.

The pros and cons of the two options are compared in Table 2. 

Table 2: Comparison of different ciphering options in RRC for concatenated messages

	Options
	Pros
	Cons

	(1) Ciphering RRC message part only
	
	Extra overhead needed to indicate the boundary between RRC message part and NAS message part

	(2) Ciphering the whole concatenated message
	No extra overhead needed
	Slightly extra computing load.


Proposal 2:

We propose that ciphering is performed on the whole concatenated message to save extra overhead.

2.4 SRB allocation for RRC only messages, concatenated messages and non-concatenated messages 

One can easily think of several options: (1) use same SRB; (2) Concatenated message uses the same SRB as RRC only message while non-concatenated message uses different SRB; (3) use 3 different SRBs. For Option (1), as mentioned in section 2.2 above, if non-concatenated message is not ciphered, one extra field is needed to distinguish non-concatenated message from the other kinds of message.

The pros and cons of the three options with two sub-options are compared in Table 3. 

Table 3: Comparison of different SRB allocations

	Options
	Sub-options
	Pros
	Cons

	(1) use same SRB
	(A) non-concatenated message not ciphered
	Only 1 SRB
	Extra overhead needed to distinguish non-concatenated message from others.

	
	(B) non-concatenated message ciphered
	Only 1 SRB
	Extra computing load for ciphering

	(2) RRC only message and concatenated message use one SRB, non-concatenated message uses a different SRB
	(A) non-concatenated message not ciphered
	No extra computing load for ciphering
	Need 2 SRBs

	
	(B) non-concatenated message ciphered
	
	Extra computing load for ciphering

	(3) use 3 different SRBs
	(A) non-concatenated message not ciphered
	No extra computing load for ciphering
	Need 3 SRBs

	
	(B) non-concatenated message ciphered
	
	Extra computing load for ciphering


Proposal 3:

We propose option (2)(A) in Table 3, i.e., RRC only message and concatenated message use one SRB while non-concatenated message uses a different SRB and non-concatenated message is not ciphered in RRC entity.

3 Conclusion

We have analyzed various options for some pending security issues. Three proposals have been provided. Proposal 1 provides a solution of simpler IP implementation with minimal security concerns. Proposals 2 and 3 provide solutions of minimum overhead. 

If the proposals are confirmed after discussion in RAN2, we propose to cover these three proposals in the Stage 2 specification [1].

4 Reference

[1] 3GPP TS 36.300, “E-UTRA and E-UTRAN Overall description; Stage 2 (Release 8)”.













































































































































































































































































































































































































































































































































































































�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.  





