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Introduction

It has been RAN2’s decision that the security functions for NAS signalling is also performed by the PDCP layer in addition to its main function of encryption (and possibly integrity check – FFS) of the user plane data.  It also implies that the PDCP specification will capture the security procedures for NAS.  The current assumption is also that RAN2 will specify all of the PDCP specifications including the security functions for NAS.  This documents discusses the rationale behind this view and proposes a rethink of these assumptions.

Discussion

Security functions for LTE/SAE are spread between many functional entities/logical nodes that are under the responsibility of different standards groups.  The PDCP in the UPE does user plane encryption and possibly user plane integrity protection should it be introduced.  The MME does integrity protection and encryption of NAS messages.  The eNB performs integrity protection and encryption of the RRC messages.    
The Header compression and encryption functions are preformed by the PDCP layer in the UPE.  Even though the UPE is a core network node as per the current decisions, RAN2 is responsible for the specification of the PDCP layer i.e., the header compression and encryption of the user plane performed by the UPE.   

The working view of RAN2 is that the security functions of the NAS are also performed by the PDCP layer but by different instances of the PDCP layer.  The motivation behind having PDCP also perform the security function for the control plane is to re-use the same security algorithms for the control and user plane.  However, it should be noted that this is purely a modelling issue.
However, apart from the algorithm, there is little in common between the encryption of the control plane and the user plane.  The messages to start encryption, to change keys, etc. will be different for the control plane and user plane.  Using independent activation and control of security function in the respective functional entity reduces the interaction between the different entities and avoid complexity.  It is also faster to activate or change the security associations for each functional entity since it can do so on its own immediately without waiting for a common “activation” time.  Thus the selection of the “activation” time can be expected to be different for the control and user plane.  Keeping the security functions separate also provides flexibility in terms of location of these functions by reducing the interaction between them.
The IEs like the sequence number for security will be carried by the  respective protocols and will hence need to be captured in the NAS and RRC specifications than PDCP.  The length and to some extend, even the purpose of these IEs will be different for the different security functions.
Thus, modelling all of the security functions in the PDCP specification will introduce unnecessary interaction between protocol specifications and 3GPP working groups.  

It is hence proposed that the security functions for NAS and RRC be described in the respective specifications.  This is similar to the integrity protection for RRC being defined in RRC specification itself for UMTS.  In terms of modelling, it is proposed not to use PDCP for the encryption function of the control plane.  This of course does not prevent the re-use of the same algorithms for all three instances.  An SA3 security stage 2 similar to the stage 2 for UMTS can capture the overall security architecture and functions and protocol interactions.

Conclusion and proposal

The contribution looked that encryption of the control plane and user plane.  Apart from possibly the algorithm very little is found common in the encryption function.  It discussed the benefits of keeping the security functions in the different nodes independent.  

For these reason and to avoid unnecessary interaction between different specifications and RAN and CT working groups, it is proposed to:
· PDCP encryption function and specification scope be limited to the user plane

· Specify control plane encryption function in the control plane specification, namely, NAS and RRC instead of PDCP.

Note that these proposals in itself is purely a modelling issue and does not change any of the agreed functionalities.
