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1.
Introduction 
UDP checksum is not compressible and is transmitted as it is over the air. This is quite an overhead for the small IP packets. Table 1 shows the overhead ratio of the UDP checksum in case of UO-0/R-0 VoIP packets.

Table 1. Overhead ratio

	AMR-NB codec mode
	AMR packet 
	ROHC header 
	UDP checksum
	RLC header 
	UDP checksum overhead

	4.75 kbps
	112 bit
	8 bit
	16 bit
	8 bit
	11.1%

	5.15 kbps
	120 bit
	8 bit
	16 bit
	8 bit
	10.5%

	5.90 kbps
	128 bit
	8 bit
	16 bit
	8 bit
	10.0%

	6.70 kbps
	144 bit
	8 bit
	16 bit
	8 bit
	9.1%

	7.40 kbps
	160 bit
	8 bit
	16 bit
	8 bit
	8.3%

	7.95 kbps
	176 bit
	8 bit
	16 bit
	8 bit
	7.7%

	10.2 kbps
	216 bit
	8 bit
	16 bit
	8 bit
	6.5%

	12.2 kbps
	256 bit
	8 bit
	16 bit
	8 bit
	5.6%

	SID
	56 bit
	8 bit
	16 bit
	8 bit
	18.2%


As shown in the table, the overhead due to the UDP checksum is significant. 

Physical layer also detects error and discards the erroneous packets, hence error detection both in the physical layer and in the UDP layer seems redundant. 

 [1][2][3][4][5] proposed a mechamism to remove/reconstruct UDP checksum before/after radio transmission, but couple of open issues are identified. 

This contribution briefly explains the proposed UDP checksum handling mechanism, and addresses the open issues. And finaly it modifies the original proposal to make the implementation easy.

2.
Proposed UDP checksum handling mechanism 

At the first glance, the simplest way seems to just remove the UDP checksum in the transmitter and recalculate it in the receiver, which is not working because of followings;

· If the UDP checksum is removed before the header compression, the header compressor will assume some other field as UDP checksum so it will not process the packet properly.
· Therefore UDP checksum could only be removed after the header compression. 

· Header compression/decompression uses short CRC to verify the decompressed headers, and the CRC covers all the IP/UDP/RTP header fields including UDP checksum field.

· Header decompressor needs to know the UDP checksum value used at the compression process to verify the decompressed header, therefore UDP checksum removal after header compression makes the header decompressor not able to verify the decompresssed packets. 
Then a possilbe solution is to use the known dummy checksum instead of the original UDP checksum in the air interface like described below. 
· Transmitter replaces the UDP checksum with the dummy checksum

· Transmitter compresses IP/UDP/RTP header

· Transmitter removes the dummy checksum of the compressed packet and send it over the air.

· Receiver reinserts the dummy checksum in the received packet.

· Receiver decompresses received packet and verifies the decompressed header

· Receiver replace the dummy checksum with the recalculated UDP checksum

To this end, two new sub-functions are introduced in PDCP;

· Upper UDP checksum handler, where the original UDP checksum value is replaced by the dummy UDP checksum value and the dummy UDP checksum value is replaced by the recalculated UDP checksum value. 

· Lower UDP checksum handler, where the dummy UDP checksum field is removed at transmission and inserted at reception.

 Figure 1 shows the proposed PDCP layer structure.
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Fig 1. PDCP layer structure

In the proposed scheme lower UDP checksum has to know the UDP checksum field in all the ROHC packets, to remove and reinsert dummy checksum from them. The problem is that the location of the UDP checksum field is changing depending on the ROHC packet type.
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Fig. 2 ROHC packet structure

Figure 2 shows the general ROHC packet structure when small CID is configured. Add-CID octect is 0 byte or 1 byte when CID is 0 or not 0 respectively. ROHC base header contains ROHC packet type info and always 1 byte. Remaining ROHC header size is variable depending on the ROHC packet type and the extension header used. 

<Table 2. Remaining ROHC header size>
	ROHC packet type
	The size of remaining ROHC header
	Note

	UO-0/R-0
	0
	x: the size of extension header, 1 ~ tens of byte



	R-0-CRC
	1 byte
	

	UO-1
	2 byte
	

	R-1/R-1-ID/R-1-TS/UO-1-ID/UO-1-TS
	(2 + x) byte
	

	UOR-2
	(3 + x)th byte
	


The starting position of UDP checksum field is most easily identified in UO-0/R-0 packet that it is the second byte of the received packet with CID 0, and is the third byte of the received packet with non zero CID. Whether CID is 0 or not and whether the packet is UO-0/R-0 or not is identified by inspecting the first few bit of the first and second byte. 
If the first byte starts with 1110, it means that this byte is add-CID octect, and the next byte is ROHC base header. If the first byte starts with other than 111, this byte is ROHC base header. If the first bit of the ROHC base header is 0, the packet is UO-0/R-0. 
From above, lower UDP checksum handler can easily identify whether a received packet is UO-0/R-0 packet or not, and the starting position of UDP checksum field.
· If the first byte of the received packet starts with 0, then the packet is UO-0/R-0. The second and the third byte are the UDP checksum.

· If the first byte of the received packet starts with 1110 and the first bit of the second byte is 0, then the packet is UO-0/R-0. The third and the fourth byte are the UDP checksum.

· In all the other cases, the packet is not UO-0/R-0 and the position of UDP checksum field is variable.

Conveniently, UO-0/R-0 packets are most frequently transmitted, therefore removing UDP checksum field only for UO-0/R-0 packet does not harm the efficiency significantly. 

Therefore to make the lower UDP checksum handler function simple, following operations are proposed where the UDP checksum handling is only applied to the UO-0/R-0 packets.
· Upper UDP checksum handler in the transmitter replaces the UDP checksum with the dummy checksum

· Header compressor compresses IP/UDP/RTP header

· Lower UDP checksum handler in the transmitter removes the dummy checksum of the compressed packet if the packet is UO-0/R-0 packet. Otherwise lower UDP checksum handler bypasses the compressed packet.

· Lower UDP checksum handler in the receiver reinserts the dummy checksum in the received packet if the packet is UO-0/R-0 packet. otherwise lower UDP checksum handler bypasses the compressed packet. 

· Header decompressor decompresses received packet and verifies the decompressed header.

· Upper UDP checksum handler in the receiver replace the dummy checksum with the recalculated UDP checksum. 

3.
Identified open issues

Undetected header decompression failure

3 bit CRC is added for verification of decompressed header in UO-0/R-0/UO-1 packets. Since error detecting capability of 3 bit CRC is quite limited, it is possible that the header decompressor fails to detect header decompression failure of the decompressed packets, and consequently wrongly decompressed IP/UDP/RTP header could be passed to the upper layer. 

One principle in packet communication is that the packet with the erroneous header shall be discarded, which is achieved in the UDP layer if UDP checksum field is not removed. But if the UDP checksum field is removed as proposed here, the undetected errorneous packet could be passed to the upper layer and eventually to the voice decoder. 

However considering the followings, above problem is not a real problem;
· 3 bit CRC is used for those packets updaing RTP SN, RTP TS, M or IP-ID. All other packets are protected by 7 bit CRC.
· RTP SN can be wrongly decompressed when 16 VoIP packets are lost in series, where RTP SN x is misinterpreted to RTP SN [x-16]. 

· 16 VoIP packets are corresponding to at least 320 msec time span, which is clearly larger than the size of the de-zjtter buffer in the voice decoder.
· Then the VoIP packet with wrongly decompressed RTP SN will be discarded in the decoder because it will be considered as out-of-date packet.

· RTP TS is calculated from a linear function of the decompressed RTP SN. For example, RTP TS = 20 x RTP SN + offset_1 msec. 

· In silent period, offset_1 value of the function is changing continuously, so the equivalent information of the offset_1 is signaled in each VoIP packet during the silent period. 
· Therefore, since the needed information to deliver RTP TS from RTP SN is given every packet if the offset_1 changes, RTP TS can not be wrongly decompressed unless RTP SN is wrongly decompressed.

· The packet with the wrongly decompressed RTP SN will be filtered out in the voice decoder anyway.

· M bit is semi-constant value. M bit changes in a packet, and switches back to the original value from the next packet, and M bit is signaled when it deviates from the original value. Therefore it can not be wrongly decompressed.

· IP-ID is calculated from a linear function of the decompressed RTP SN. For example, IP-ID = RTP SN + offset_2.

· offset_2 changes occasionally, and when it changes the equivalent information of the offset_2 is transmitted several times. 
· Therefore if the decompressor miss all the packets containing the equivalent information of the offset_2, decompression failure can happen, which will result the delivery of the packet with the wrong IP-ID field to the IP layer.

· It should be noted that this can happen  only when below 3 events happens simultaneously . 
· Offset_2 changes. This happens only when multiple flows are actively generating IP packets simultaneously.

· All the packets containing new offset_2 value are lost. Asssuming the number of packets are 3 and the physical layer BLER of 10e-2, the probability is 10e-6.
· 3 bit CRC fails to detect the decompression failure. 
From the above observations, wrongly decompressed RTP SN and RTP TS will be filtered out in the play-out buffer, hence do not cause any problem. But there is some probability ,however unlikely it is, that  removing UDP checksum field cause wrongly decompressed IP-ID to be delivered to the IP layer.  

This problem does not exist if UDP checksum removal is only applied to IPv6 since IP-ID is IPv4 specific field.

Reduced Error Detecting Capability

Another concern is that removing UDP checksum field might degrade the error detecting probability.

In HSxPA  24 bit CRC is attached to a VoIP packet, then residual bit error will happen every 16,777,216 packets. It means that a user will suffer from a residual bit error once every 93 hours. This is already a quite strong error protection, and if it is combined with a 16 bit UDP checksum, the result is an average of 697 years between residual bit errors. This is clearly an overkill. 

Note in addition that while RLC header errors are in general more severe than VoIP frame errors, the UDP checksum anyway does not protect the RLC header as shown in figure 3. 
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Fig.3 

Using erroneous UDP packet
During a previous meeting, a concern is raised that even erroneous IP/UDP/RTP packet needs to be trnasmitted over the air if UEP/UED is applied. Since the proposal here is for the upper UDP checksum handler to filter out the IP/UDP/RTP packet whose UDP checksum indicates error, UEP/UED operation seems not working.
The truth is that erroneous IP/UDP/RTP packet could be used by the receiver only when it has error free UDP checksum value. In other words, packets with erroneous IP/UDP/RTP header will be discarded in the receiver anyway. Therefore filtering packets whose IP/UDP/RTP header is erroneous does not impact the IP level UEP/UDP operation. 
As shown in the figure 3, IP level UEP/UED is realized by UDP-lite and frame CRC [2], where UDP-lite protects only IP/UDP/RTP header part and frame CRC protect class A part. 
The packet with erroneous class A part and error free IP/UDP/RTP header part will be forwarded to the application layer, but the packet with erroneous IP/UDP/RTP header in any case will be discarded in the receiver’s UDP layer. 
Therefore the packet with the UDP checksum value indicating error only waste the radio resoruce, because it will be discarded in the receiver anyway..
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Figure 3 UEP/UED enabled VoIP packet structure
Conclusion

It is proposed to discuss  and agree to the proposed UDP checksum removal scheme. A draft CR is attached. 
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3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AS
Access Stratum

CID
Context Identifier

C-SAP
Control Service Access Point
HC
Header Compression

IETF
Internet Engineering Task Force

IP
Internet Protocol

L2
Layer 2 (data link layer)

L3
Layer 3 (network layer)

MBMS
Multimedia Broadcast Multicast Service
M-HC
Mobile Header Compressor

M-HCD
Mobile Header Compressor/Decompressor

M-HD
Mobile Header Decompressor

NAS
Non Access Stratum

N-HC
Network Header Compressor

N-HCD
Network Header Compressor/Decompressor

N-HD
Network Header Decompressor

PDCP
Packet Data Convergence Protocol

PDU
Protocol Data Unit

PID
Packet Identifier
PPP
Point-to-Point Protocol

p-t-p
Point-to-Point

p-t-m
Point-to-Multipoint

RB
Radio Bearer

RFC
Request For Comments

RLC
Radio Link Control
RNC
Radio Network Controller
ROHC
RObust Header Compression

RTP
Real Time Protocol

SDU
Service Data Unit

TCP
Transmission Control Protocol

UCH
UDP Checksum Handler
UDP
User Datagram Protocol

UE
User Equipment

UMTS
Universal Mobile Telecommunications System

UTRA
UMTS Terrestrial Radio Access

UTRAN
UMTS Terrestrial Radio Access Network
<End of Modified Section>
4.2
Overview on sublayer architecture

Figure 1 shows the model of the PDCP within the radio interface protocol architecture. The radio interface protocol architecture is defined in [3]. The PDCP sublayer is defined for the PS domain only.

Every PS domain RAB is associated with one RB, which in turn is associated with one PDCP entity. Each PDCP entity is associated with one or two (one for each direction) RLC entities depending on the RB characteristic (i.e.uni-directional or bi-directional) and RLC mode. The PDCP entities are located in the PDCP sublayer.
Every PDCP entity uses zero, one or several different header compression protocol types. Several PDCP entities may be defined for a UE with each using the same or different protocol type. In this version of the specification, only two header compression protocol types, RFC 2507 [6] and RFC 3095 [8], are supported.

The PDCP sublayer is configured by upper layer [2] through the PDCP-C-SAP.
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Figure 1: PDCP structure

Figure 1 represents one possible structure for the PDCP sublayer and should not restrict implementation. A PDCP entity is mapped to either one AM RLC entity or one or two UM or TM RLC entities. When a PDCP entity is mapped to two UM or TM RLC entities each RLC entity is used for a different direction.
<End of Modified Section>
5.8
UDP checksum handling
A PDCP entity could be configured with theUDP checksum handling option. The option is applicable when smaller CID is configured and IP is version 6. When configured, the upper UDP checksum handler and the lower UDP checksum handler are connected with the HC protocol entity. 

The upper UDP checksum handler shall,

-
when a packet is received from higher layers:
· -
discard incoming packets with an erroneous UDP checksum; 
· -
replace the UDP checksum of incoming error-free UDP packets with a dummy checksum, and forward these packets to the connected header compressor.

-
when a packet is received from the header decompressor: 
· -
recalculate the UDP checksum taking into account the UDP checksum coverage;

· -
replace the dummy checksum with the recalculated checksum and forward the resulting packet to higher layers.

The lower UDP checksum handler shall:
-
when a packet is received from the compressor:

-
if the packet is UO-0/R-0 packet


-
remove the UDP checksum field and submit the packet to the lower layer.

-
else


-
submit the packet to the lower layer as it is.
-
when a packet is received from the lower layer:

-
if the packet is UO-0/R-0 packet 



-
insert the dummy UDP checksum to the position it should be. 
-
else


-
forward the packet to the decompressor as it is.

The dummy UDP checksum value is ‘1111 1111 1111 1111’.
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