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1
Introduction 1
In RAN2 #54 RAN2 sent on LS [1] to SA3 for asking the necessity of user plane integrity protection in LTE. Since last RAN2 meeting, the SA3 has agreed on basic principles on LTE security and captured those decision in the document [2]. The document in reference [2] was presented for information in last SA plenary meeting in December 2006. In this contribution we propose an update to the TS36.300 to reflect this progress in SA. 
2
Discussion
The document in [2] contains the SA3 TR tracking the security decision. In there following decision can be found in section 9.2:
1. In case of separated MME and UPE, MME informs UPE about the security configuration for user plane ciphering.

2. The work assumption is no integrity protection for user plane.

3. The work assumption is no integrity protection for user plane on S1 interface.
3 Proposal

It is proposed to agree on text proposal done to TS36.3001 based on SA agreement on security.
Text proposal
4
Overall architecture

The E-UTRAN consists of eNBs, providing the E-UTRA user plane (RLC/MAC/PHY) and control plane (RRC) protocol terminations towards the UE. The eNBs are interconnected with each other by means of the X2 interface. The eNBs are also connected by means of the S1 interface to the EPC (Evolved Packet Core) more specifically to the MME (Mobility Management Entity) and the UPE (User Plane Entity). The S1 interface supports a many-to-many relation between MMEs/UPEs and eNBs. The S1 interface supports a functional split between the MME and the UPE.

NOTE: 
Some parts of the functional split between MME and UPE remain FFS.

There exists an X2 interface between the eNBs that need to communicate with each other. For exceptional cases (e.g. inter-PLMN handover), LTE_ACTIVE inter-eNB mobility is supported by means of MME/UPE relocation via the S1 interface.

The EUTRAN architecture is illustrated in Figure 4 below.
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Figure 4: Overall Architecture

4.1
Functional Split

The eNB hosts the following functions: 

-
Functions for Radio Resource Management: Radio Bearer Control, Radio Admission Control, Connection Mobility Control, Dynamic allocation of resources to UEs in both uplink and downlink (scheduling);

-
Selection of an MME at UE attachment;

NOTE:
it is assumed, that at UE attachment, firstly the MME is involved, i.e. actually the MME is selected.

-
Routing of User Plane data towards UPE;

NOTE: 
it is FFS which node actually establishes the User Plane tunnel.

NOTE:
it is FFS whether User Plane tunnel establishment takes place together with the RRC activation.

-
Scheduling and transmission of paging messages (originated from the MME);

-
Scheduling and transmission of broadcast information (originated from the MME or O&M);

-
Measurement and measurement reporting configuration for mobility and scheduling.

The MME/UPE hosts the following functions:

Note:
Once the functional split between UPE and MME is decided, this list should be replaced by separate lists for MME and UPE.

-
Distribution of paging messages to the eNBs;

NOTE:
This function is assumed to reside in the MME.

-
Security control;
NOTE:
This function is assumed to reside in the MME.
-
IP header compression and encryption of user data streams;
NOTE:
This function is assumed to reside in the UPE.

-
Termination of U-plane packets for paging reasons;
NOTE:
This function is assumed to reside in the UPE.

-
Switching of U-plane for support of UE mobility;

-
Idle state mobility control;

NOTE:
This function is assumed to reside in the MME.

-
SAE bearer control;

-
Ciphering and integrity protection of NAS signalling.

This is summarized on the figure below where yellow boxes depict the logical nodes, white boxes depict the functional entities of the control plane and blue boxes depict the radio protocol layers.

NOTE: 
it is assumed that a logical E-UTRAN node in addition to the eNB is not needed for RRM purposes. Moreover, due to the different usage of inter-cell RRM functionalities, each inter-cell RRM functionality should be considered separately in order to assess whether it should be handled in a centralised manner or in a distributed manner.

NOTE:
MBMS related functions in E-UTRAN are described separately in subclause 14.
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Figure 4.1: Functional Split between E-UTRAN and EPC

4.2
Interfaces

4.2.1
S1 Interface

4.2.2
X2 Interface

4.3
Radio Protocol architecture

In this subclause, the radio protocol architecture of E-UTRAN is given for the user plane and the control plane.

4.3.1
User plane

The figure below shows the protocol stack for the user-plane, where:

-
RLC and MAC sublayers (terminated in eNB on the network side) perform the functions listed in subclause 6, e.g. scheduling, ARQ and HARQ;

-
PDCP sublayer (terminated in UPE on the network side) performs for the user plane the functions listed in subclause 6, e.g. header compression, and ciphering. 

NOTE:
even though the PDCP sublayer belongs to the EPC and not to E-UTRAN, it is still described in this specification.
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Figure 4.3.1: User-plane protocol stack

4.3.2
Control plane

The figure below shows the protocol stack for the control-plane, where:

-
RLC and MAC sublayers (terminated in eNB on the network side) perform the same functions as for the user plane;

-
RRC (terminated in eNB on the network side) performs the functions listed in subclause 7, e.g.: 

- 
Broadcast;

-
Paging;

-
RRC connection management;

-
RB control;

-
Mobility functions;

-
UE measurement reporting and control.

-
PDCP sublayer (terminated in MME on the network side) performs for the control plane the functions listed in subclause 6, e.g. integrity protection and ciphering; 

NOTE:
as for the user plane, even though the PDCP sublayer belongs to the EPC and not to E-UTRAN, it is still described in this specification for completeness.

-
NAS control protocol (terminated in MME on the network side) performs among other things:

-
SAE bearer management;

-
Authentication;

-
LTE_IDLE mobility handling;

-
Paging origination in LTE_IDLE;

-
Security control for the signalling between MME and UE, and between UPE and UE.

NOTE:
the NAS control protocol is not covered by the scope of this TS and is only mentioned for information.
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Figure 4.3.2: Control-plane protocol stack

**** Omitted sections ************
6.3
PDCP Sublayer

This subclause provides an overview on services, functions and PDU structure provided by the PDCP sublayer. A model of the PDCP sublayer is illustrated in the figure below.
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Figure 6.3: Model of PDCP sublayer

6.3.1
Services and Functions

The main services and functions of the PDCP sublayer include:

-
Header compression and decompression: ROHC only;

-
Transfer of user data: transmission of user data means that PDCP receives PDCP SDU from the NAS and forwards it to the RLC layer and vice versa;

-
In-sequence delivery of upper layer PDUs at HO in the uplink (FFS);

-
Ciphering of user plane data and control plane data (NAS Signalling);

-
Integrity protection of control plane data (NAS signalling);


NOTE:
The UP and CP PDCP entities are located in the UPE and MME, respectively.

NOTE:
When compared to UTRAN, the lossless DL RLC PDU size change is not required.

**** Omitted sections ************
13
Security

13.1
Overview and Principles

13.2
Security termination points

The table below describes the security termination points.

Table 13.2 Security Termination Points

	
	Ciphering
	Integrity Protection

	NAS Signalling
	Required and terminated in MME
	Required and terminated in MME

	U-Plane Data
	Required and terminated in UPE (NOTE 1)
	Not Required 
(NOTE 3)

	RRC Signalling (AS)
	Required and terminated in eNB
(NOTE 2)
	Required and terminated in eNB
(NOTE 2)

	MAC Signalling (AS)
	Need is FFS
	Need is FFS

	NOTE 1: The protocol stack layer in which the ciphering takes place is FFS. The activation/deactivation of ciphering of the U-Plane is not controlled by the eNB

NOTE 2: Key set for RRC protection cannot be used to derive NAS and user-plane keys.
NOTE 3: Integrity protection for U-Plane is not required and thus it is not supported between UE and UPE nor for the transport of user plane data between eNB and UPE on S1 interface
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