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1 Introduction
In this contribution we would like to discuss the parameters of security algorithms. We proposed to re-use UMTS parameters of security algorithms:
Ciphering algorithms parameters are CK, BEARER, COUNT-C, DIRECTIOIN and LENGTH.

Integrity protection parameters are IK, FRESH, COUNT-I, DIRECTION and MESSAGE.
2 Discussion
2.1 For NAS signalling ciphering

For NAS signalling, the input parameters of ciphering algorithms are depicted below.

CK is 128bit or 256bit, NAS signalling and user plane data could use the same CK for ciphering. When a new authentication is triggered and a new key is negotiated, aGW could change the CK both NAS signalling and user plane data.
For NAS signalling, it can not acknowledge what RADIO BEARER exist, so the BEARER could use a default value, it could be negotiate by NAS signalling, such as IDT.
We suppose COUNT-C of NAS signallings has two parts, such as UMTS, HFN and SN, and the HFN should be initialed by START.

LENGTH and DIRECTION could accord the fact.
2.2 For NAS signalling integrity protection

For NAS signalling, the input parameters of integrity protection algorithms are depicted below.

IK is 128bit or 256bit, NAS signalling and user plane data could use the same IK for integrity. When a new authentication is triggered and a new key is negotiated, aGW could change the IK both NAS signalling and user plane data.

NAS signalling and user plane data could use the same FRESH. When a new FRESH is negotiated, aGW could change the FRESH both NAS signalling and user plane data.
We suppose COUNT-I of NAS signallings is the same as COUNT-C of NAS signalling.
LENGTH and DIRECTION could accord the fact.
2.3 For user plane data ciphering

For user plane data, the input parameters of ciphering algorithms are depicted below.

CK is 128bit or 256bit, NAS signalling and user plane data could use the same CK for ciphering. When a new authentication is triggered and a new key is negotiated, aGW could change the CK both NAS signalling and user plane data.
BEARER for user plane data, we think there are several schemes, the first one will be a default value of SAE BEARER, and it will be negotiated by NAS signalling, and the second one will be distinguish different service to use different BEARER value, and the third scheme will be a fixed value defined by specification.

We suppose COUNT-C of user plane data has two parts, such as UMTS, HFN and SN, and the HFN should be initialed by START.

LENGTH and DIRECTION could accord the fact.
2.4 For user plane data integrity protection

For user plane data, the input parameters of integrity protection algorithms are depicted below.

IK is 128bit or 256bit, NAS signalling and user plane data could use the same IK for integrity. When a new authentication is triggered and a new key is negotiated, aGW could change the IK both NAS signalling and user plane data.

NAS signalling and user plane data could use the same FRESH. When a new FRESH is negotiated, aGW could change the FRESH both NAS signalling and user plane data.
We suppose COUNT-I of user plane data is the same as COUNT-C of user plane data.

LENGTH and DIRECTION could accord the fact.
2.5 For RRC signalling ciphering
For RRC signalling ciphering, the input parameters of ciphering algorithms are depicted below.
As agreed in SA3, RRC use a different CK from NAS signalling and user plane.
For RRC messages, BEARER = RB ID -1.

RRC Sequence Number (WA) is part of Count-C. We suppose the COUNT-C of RRC message may as well the same as COUNT-I.

LENGTH and DIRECTION could accord the fact.
2.6 For RRC signalling integrity protection
RRC signalling integrity protection is just the same as UMTS.
3 Proposal
The contribution discussed the parameters of ciphering and integrity protection algorithms for NAS signalling, user plane data and RRC signalling. It is proposed:

1) COUNT-C will be the same as COUNT-I for NAS signalling, user plane data and RRC signalling. 
2) FRESH could be same for NAS signalling and user plane data or RRC signalling. 
3) The BEARER for NAS signalling ciphering could be default value, and could be negotiate by NAS signalling, such as IDT.
4) BEARER for user plane data could base different service.

































































































































































































































































































































































































