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Introduction

In SA3 security requirements are currently discussed, and several issues concerning LTE / SAE security have already been decided. We propose to highlight some general issues that should be decided in RAN2.
General considerations
According to the discussions the LTE security functions are located in different entities:
MME, NodeB and UPE.
In the following we concentrate on the security functions located in the NodeB, i.e. for RRC ciphering and integrity, although many issues are similar for NAS and u-plane traffic.

There is not yet any decision, but it can be supposed that ciphering and integrity can be handled similarly to the way that this has been handled in UMTS, i.e. using the concept of COUNT-C/Is. 
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Figure 1: Ciphering and integrity protection
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Figure 2: Ciphering and integrity protection
In order to achieve a similar structure for NAS PDCP and the ENodeB entity we propose to use the same structure for ciphering / integrity protection as shown in Figure 1, where IP / NAS / RRC messages are numbered and ciphering and integrity protection is performed on the complete message. Thus there is no need to have separate SNs for ciphering / integrity protection. Therefore the following question should be confirmed:
· It is sufficient that the same COUNT value is used for ciphering and integrity.
In the case that no separate SNs are necessary from a protocol point of view there is no additional overhead except the sequence generation to add ciphering in addiction to integrity, since the ciphering is only an XOR operation.

In UMTS it was a long time open whether ciphering and integrity can be switched independently on / off which lead to many unclarities. Since in LTE the security for RRC is handled in the same layer it does not seem to be likely that ciphering / integrity would be activated independently, but only one activation procedure should be used also we should clarify whether de-activation of either integrity or ciphering is necessary, or only the change of the algorithm is necessary.
· Should there be a possibility to activate ciphering / integrity independently?
· Should it be possible to switch ciphering / integrity off?

In [5] it is explained that the order of integrity protection and / or ciphering should be chosen on an implementation basis. From a processing power point of view the UE is the weaker part compared to the aGW and the NodeB. Therefore we propose that:

· In the uplink the integrity should be calculated on the unciphered messages, in order to allow the UE to perform integrity protection and ciphering in parallel

· In the downlink the integrity should be calculated on the ciphered message, so that the UE can decipher a message while checking the integrity.
We expect an advantage in the processing delay since this allows parallel handling of integrity and ciphering.
Scenarios

In the below sections some scenarios that need to be further investigated have been listed.
Change of keys for RRC
In UMTS the change of keys when a new keyset has been activated is done using activation times. This was intended to allow the transmission of further data whilst the message exchange between the UE and the RNC to signal the key change is ongoing. In practice (except for SRB2) the activation times in UMTS are set to the next SN which blocks all further transmission. The key change in UMTS can also be performed due to the RLC Reset, when the activation time has not yet been reached, which means effectively that a trigger on lower layers is used to synchronize the use of the new keys.
In LTE the delay to signal the key change should be smaller, due to the faster transmission and the lower latency. The use of activation times set to the next SN should be a viable solution also for LTE, although it could be considered also to use a “double decoding” which would however imply some extra complexity in the UE, and is only possible if integrity is activated.

The behaviour related to the RL failure during the key change procedure would need to be investigated further. 
Transition from idle to active
In this case the ENodeB needs to retrieve the security context from the aGW before ciphering and integrity protection can be activated. In UMTS the “START” values have been introduced in order to synchronize the UE and the RNC COUNT-C values, due to the fact that the highest transmitted COUNT-C value in the UE / RNC during the last connection might not have been received in the peer entity. Thus we propose that there should be a similar transmission of the START value at transition from idle to active mode for the LTE system.
At the transition from idle to active mode the security context in the aGW is already available, and thus the NodeB should be able to already apply ciphering and integrity protection to the first message sent to the UE. Nevertheless for measurement configuration etc. it might be interesting to allow some messages to be sent to the UE before the NodeB has retrieved the security context. 
Transition from detached to active / start of security
At this point in time the ENodeB will receive the security context only after the AKA procedure has been performed. Because this can take some time it will be necessary that different procedures, e.g. measurement configuration etc. are configured, handovers be performed etc. Once the keys are available in the NodeB a security procedure should be triggered. In order to be able to use keys already used earlier a START value needs to be transmitted from the UE to the ENodeB.
In UMTS the start of integrity and ciphering was independent. If common sequence numbers are used the start of ciphering and integrity protection can be linked together. In order to synchronize the start of security three possibilities exist:
· Activation time:
In this case the SNs need always to be present and used from the beginning even when security is not applied. 
· Presence of SNs/MAC:
Ciphering and / or Integrity can be started based on the presence of sequence numbers.

· Lower layer trigger:
In this case start of Ciphering and / or Integrity between the UE and the NodeB would be blocked triggered by Physical, MAC or RLC layer.
NodeB handover
This scenario is very similar to the SRNC relocation. It should be investigated whether new FRESH values as used in UMTS will be necessary. One important issue related to ciphering and integrity protection is also whether the source or the target ENodeB builds the message that triggers the handover, which is related to the requirement on whether it needs to be possible to change the security algorithms during the NodeB handover.
Since maintenance of sequence numbers between source and target SRNC during SRNS relocation has proven to be a difficult exercise, and because SA3 prefers that sequence numbers should be reinitialised a START value should be included in the handover complete message sent to the target NodeB that would be used to synchronize the COUNT-C values for the RRC RBs.
LTE to UMTS / UMTS to LTE handover
The security requirements between UMTS and LTE can be considered as similar, except for the size of the keying material. Thus the transition between UMTS and LTE will probably be able to be handed similar to the transition from idle to active and vice versa. Details should be FFS.
LTE to GSM / GSM to LTE handover

Security requirements between LTE and GSM are quite different, since in GSM there is no integrity protection. Therefore an extra procedure to start integrity after the handover from GSM to LTE has been performed is required. The synchronization could be performed similarly to the start of security at transition from detached to active mode.
Conclusion

In the above chapters we have discussed different aspects of security for LTE. We propose to discuss the different issues and capture the agreements, and the scenarios as areas for further discussion.
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