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1.  Introduction
SA WG3 has asked RAN WG2 the following action in a LS [1]:

“provide information about the length of the sequence number field to further clarify the threat of user tracking based on the continuous packet sequence number”
This document tries to assess the required PDCP SN length for LTE in order to provide an answer to SA WG3.
2. Discussion
2.1 Roles of the PDCP SN
The PDCP SN will be used in LTE for (de)ciphering U-plane data and NAS signalling. Also, it has been decided that the aGW will perform reordering of PDCP PDUs based on the PDCP SN at the time of inter eNB handover. Furthermore, the UE might need to perform reordering of PDCP PDUs based on the PDCP SN at the time of inter eNB handover (this is FFS). In the following sections, the required PDCP SN length for each role is estimated.
2.2 Required PDCP SN length for (de)ciphering
It is assumed that a (de)ciphering SN will be assigned to each PDCP PDU and that this (de)ciphering SN will be used as COUNT-C at the (de)ciphering machine. Like UMTS, it is expected that the complete (de)ciphering SN will not be transmitted over the air. I.e., the (de)ciphering SN will consist of HFN and PDCP SN as in Figure 1, and only the PDCP SN will be included in the PDCP header.
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Figure 1 – Expected structure for (de)ciphering SN in LTE
With such a structure of (de)ciphering SN, PDCP SN needs to be long enough to avoid HFN mismatch due to bulk discarding. Bulk discarding can occur over the S1 interface due to an overloaded switch/router/eNB/aGW or at the eNB due to expiry of the SDU discard timer. For TCP applications, if TCP window size is configured to 250kB (required TCP window size to support 100Mbps with a 20ms TCP RTT), the maximum bulk discarding that can occur is 167 PDCP PDUs assuming 1500byte MTU, and the requirement on PDCP SN length is not so demanding. As a more demanding scenario, bulk discarding of UDP streaming packets can be considered. If a 2Mbps UDP streaming service is provided and a UE temporarily loses coverage for 10 seconds (RL failure has not occurred), 1667 PDCP PDUs could be lost assuming 1500byte MTU. This would require the PDCP SN length to be 12bits.

2.3 Required PDCP SN length for UL PDCP PDU reordering at inter eNB handover

At inter eNB handover, it has been decided that the source eNB forwards all successfully received RLC SDUs to the aGW and that aGW performs reordering of PDCP PDUs based on the PDCP SN. Then, the worst case situation for PDCP reordering will be such that at the time of inter eNB handover, the source eNB had received all RLC SDUs within the reordering window except the RLC SDU corresponding to the lower edge of the reordering window. E.g., if the RLC SN is 8bits (a little bit more than the 6bit TSN in HSDPA), and 1 PDCP PDU fitted per RLC PDU (unrealistic considering cell edge), the required reordering depth will 128. This would require for a PDCP SN of 8bits, which is smaller than the requirement seen in section 2.2.
2.4 Required PDCP SN length for DL PDCP PDU reordering at inter eNB handover

At inter eNB handover, it is FFS whether UE PDCP will provide reordering or not. If UE PDCP is to perform reordering of packets at handover, the worst case reordering depth will be determined by the DL transmission rate after the handover and the time it takes for data forwarding to be completed. Again, assuming 2Mbps UDP streaming and a data forwarding delay of 1 second (very large), the required PDCP SN length would be 9bits, which is again smaller than the requirement seen in section 2.2.

3. Conclusion
The required PDCP SN length was analyzed in this document in order to provide feedback to the SA3 LS [1]. With some assumptions, the required PDCP SN length for LTE was calculated to be 12bits. It is our suggestion to provide an answer to SA WG3 in the light of this context.
References
[1] R2-062100 “LS on MAC, RLC and RRC layer security”, SA WG3











































































PAGE  
1

