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1
Introduction

While there has been discussions on security architectural principles not much has been captured in the documents.  This document re-introduces some the discussion and also discusses solutions that could be used for encryption of the NAS messages.  

2
Discussion

The contribution first re-introduces some of the previous discussion on the start of security association.  It then discusses the possible signalling of the security configuration of NAS signalling messages and user plane encryption.

2.1 Validity of the security association

There is a general understanding that a default bearer is established at the time of Attach.  This of course implies that the security context must be established and started prior to the establishment of the default bearer.  The security association is then retained at the aGW and the UE for the NAS signalling and for the user data until the UE detaches from the network.  

The RRC security context is established and started whenever the RRC connection is established.  The security association is  retained and transferred from one eNB to another during handover until the RRC connection is released.

2.2  Start of Encryption and the Encryption of NAS message contents

In UMTS, encryption is started or reconfigured using an explicit Security Mode Command.  The use of explicit signalling messages adds to the delay in the establishment of the procedures.   This is perhaps more relevant when there is a reconfiguration.  Additionally, for a change in MME which also involves a change in security algorithm will require configuration of the new MME security context before the MME relocation.   

In LTE encryption of the NAS messages in the MME independent of the encryption of the user plane brings new flexibility that was not available in UMTS.  This can be exploited to around the problems described above.

Since each NAS message can be ciphered individually in the MME, it is possible to have non-ciphered header information elements in each NAS message and a ciphered remainder of the NAS message.  This unciphered  header information elements can be used to carry information such as Start ciphering, Security algorithm being used etc.  So, for example, the new MME in its first NAS message could indicate the new security algorithm being used for this NAS message.  This not only eliminates the need for an explicit security mode command procedure but also gets around the problem of MME relocation involving a change in ciphering algorithm.  
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Similar principle could also be used for RRC messages.  This also provides RRC with the independence in terms of security configuration and can avoid interactions between NAS and RRC to control the start of RRC encryption, algorithms etc.

2.3 Control of User plane ciphering 

With the SA2 decision to split the MME and UPE, security is now split between the MME and UPE
.   Further, the NAS messages will be specified by the CT groups while RAN2 is expected to specify the PDCP layer.  For these reasons, it is desirable to minimise the interaction between the MME and UPE for security configuration.

To reduce this interaction, it is proposed to use user plane signalling between the UE and PDCP for the initiation and reconfiguration of the encryption in the user plane.   This provides the UPE with the flexibility for example, to decide on the frame number for a start of new security configuration.   Re-establishment of the security association on UPE relocation can also be handled over the user plane.  

Thus for example, after the UE provides the security capability to the MME and the MME establishes and starts the security association, the MME provides the algorithms supported, the keys and the start of security association to the UPE.  Further signalling like the Start frame number, or the security re-configuration/re-initialisation resulting from a change of security keys, UPE relocation etc. are handled between the UPE and the UE over the user plane.

Summary and proposal

This contribution discussed the security principles which could be used in LTE. It is proposed to capture the following:

1) NAS security and user plane encryption is started when the UE attaches with the network.

2) RRC security is re-established every time an RRC connection is established

3) NAS messages can contain an unencrypted header portion that can carry security context information.

It may be too early to agree on the use of user plane signalling for user plane security configuration because of the ongoing SA2 discussions on MME/UPE functional split.  But some working assumption can be made that user plane signalling could be used for this purpose.

� Security is also split between aGW and RRC but this is not discussed in this section.
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Unencrypted Message “header” including Security context information, start of ciphering etc.   
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