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1 Introduction

The topic of Early radio bearer establishment has been discussed over several meetings recently.  The contributions [1,2,3] addressed some of the benefits and possible solutions to establish a “Early” radio bearer before completion of the signalling with the aGW.  Tdoc [4] addressed the additional complexity and security concerns with such enhancements.

A “default” radio bearer is assumed to be established at the time of the attach.  In this contribution, we do not assume any relationship with that default radio bearer nor do we see a motivation to set up that default radio bearer before the establishment of the UE security context.  Such Early set up of the default radio bearer will be significantly more complex because of the absence of the UE context in the UPE and the absence of an established security context.  This contribution hence focuses only on the case of Early bearer establishment when going from Idle to Active.  For this reason, we use the term “Early” radio bearer for the bearer established at the time of Idle to Active transition and this bearer could be mapped to any of the active radio bearers for the UE.

Further, we assume that the radio bearer with an IP packet may not necessarily be the “default” radio bearer associated with the Attach procedure and we believe it is important to allow the flexibility to send an IP packet in any of the established radio bearers.  This is required to support multiple applications which may use different radio bearers (for example, in the context of UMTS, we may use different APNs for different applications).  

This contribution looks at the topic in more detail discussing the benefits, additional complexity involved and also addresses the security concerns raised in Tdoc [4]

2 Discussion
2.1 Motivation and benefits
One of the identified drawbacks of UMTS is the latency and delay associated with establishing the radio bearers.  This is well documented and has resulted in a WI to improve the call set up delays.   This limitation of UMTS has been the cause of poorer performance for applications like PoC compared to GPRS.   Numerous solutions has been and are being proposed to reduce the latencies in UMTS.  However, solutions have ended up being more complex because it is being added as an afterthought rather than being designed in right from the beginning.  Hence we think it is crucial to build a system right from the beginning with delay and latency in mind.

Analysis of UMTS shows that the strict layering concepts used has been one of the causes for this delay.  The multiple layers of signalling, each being executed sequentially added to the delay.  For example, an initial RRC procedure must be complete before NAS procedures can be executed.  Then, the RAB establishment procedures must be completed before any application data including SIP signalling can occur.  This is illustrated in the figure below.
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While the integration of the RNC with the eNB and the avoidance of dedicated channels and soft handover will provide significant performance benefits in terms of signalling delay, it must be noted that the calculations of Idle to Active mode transitions in TR25.913 are based on assumptions about anticipated network and UE performance times which are not substantiated.   Note also it is based on the assumption of RRC security procedures are piggybacked on the other RRC messages and does not lead to any additional delay in processing.  It is also difficult to look into the future to envisage what the application requirements will be.  So while these calculations show that the LTE performance targets can be met without Early bearer set up, we should not be complacent and be caught out being unable to meet the demands of the future market as with UMTS.

The figure below shows the example flow used for estimation of the Idle to Active mode transition delay and the Table below shows the “typical” values used in the estimation as captured in RAN TR 25.912 [5].  Highlighted in the figure and table are the savings that could be achieved from Early RB establishment.  Assuming an average S1 delay of 5ms (closer to the 2ms in the 2-15ms range in the table), the savings from Early RB establishment can be estimated to be 29ms.  This is to compared with the total estimate of 49ms (for the same 5ms S1 delay), leading to a saving of about 60%. 
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Table 13.3: C-plane latency analysis (based on the procedure depicted in Figure 13.1)

	Step
	Description
	Duration

	0
	UE wakeup time
	Implementation dependent – Note included

	1
	Average delay due to RACH scheduling period
	5ms

	2
	RACH Preamble
	0.5ms

	3
	Scheduling grant - Timing Alignment (Time between the end RACH transmission and reception of scheduling grant)
	3ms

	4
	UE Processing Delay (only L1 Part – coding according to received grant)
	0.5ms

	5
	TTI for transmission of RRC Connection Request
	0.5ms

	6
	HARQ Retransmission (@ 30%)
	0.3 * 2.5ms

	7
	Processing delay in eNB (Uu –> S1-C)
	4ms

	8
	S1-C Transfer delay
	Ts1c (2ms – 15ms)

	9
	MME Processing Delay (including UE context retrieval of 10ms)
	15ms

	10
	S1-C Transfer delay
	Ts1c (2ms – 15ms)

	11
	Processing delay in eNB (S1-C –> Uu)
	4ms

	12
	TTI for transmission of RRC Connection Setup (+Average alignment)
	0.75ms

	13
	HARQ Retransmission (@ 30%)
	0.3 * 2.5ms

	14
	Processing delay in UE
	3ms

	15
	TTI for  transmission of L3 RRC Connection Complete
	0.5ms

	16
	HARQ Retransmission (@ 30%)
	0.3 * 2.5ms

	
	Sub-Total C-plane establishment delay
	39ms + 2 * Ts1c

	17
	TTI for UL DATA PACKET (Piggy back scheduling information)
	0.5ms

	18
	HARQ Retransmission (@ 30%)
	0.3 * 2.5ms

	19
	eNB Processing Delay (Uu –> S1-U)
	1ms

	20
	S1-U Transfer delay
	Ts1u (1ms – 15ms)

	21
	UPE Processing delay (including context retrieval, deciphering, RoHC)
	10ms

	
	Sub-Total U-plane establishment delay
	12.25ms + Ts1u

	
	Total LTE_IDLE –> LTE_ACTIVE delay
	51.25ms + 2 * Ts1c + Ts1u


2.2 Complexity
As with any proposal some additional complexity is unavoidable.  The nature and level of additional complexity must be analysed in the all too familiar “pain vs gain” discussion.  The additional complexity level is analysed in more detail below.
2.2.1 Role of the Service Request and impact on aGW
In UMTS, the Service Request message is used to trigger the re-establishment of the preserved RABs.  It can be noted that the role of the Service Request is just a trigger to establish the Iu RABs and hence the UE contexts to the RAN.   Indeed the SR carries little information outside of the UE id and in fact it does not even include the P-TMSI signature that is used as an initial security validation of the UE Routing area update message.  It should also be noted that there is no Service Accept message used either (with the exception of one case) and the Security mode command serves as the L3 ack for the message.  The establishment of the RBs serve is a positive ack of the acceptance of the request to establish the bearers.  Note that 2G GPRS does not use the SR request procedure before the UE is allowed to send the first packet.  
The example message flow shown in the figure above is based on the assumption that it is not required to contact the UPE for the bearer plane contexts and also on the assumption that the UPE is prepared to receive the uplink IP packets without any prior preparation in terms of control messages.   Hence the Early RB set up is no different from the UPE point of view either with the exception of handling the logical channel Id for the initial packet as discussed below.

Hence it can be concluded that the impact of Early bearer set up has minimal impact on the higher layers and the main “complexity” comes in not having the UE radio bearer contexts in the RAN.

2.2.2 Absence of UE radio bearer context in eNB

The main difference then here with the Early radio bearer establishment is that the UE is allowed to send user data before the full UE context including the radio bearer configuration information is downloaded from the aGW.  So some proposals on Early radio bearer establishment assume the establishment of a “default” radio bearer.  The Early radio bearer could use a “default” configuration in terms of QoS, RLC etc.  It is also probably fair to assume that RLC AM will be used for the Early radio bearer and this should be sufficient to ensure no packet loss even if there is a HO before an RLC retransmission.

In addition to the radio bearer configuration information required, it must be noted that the transport network parameters over S1 must also be available at the eNB to transport the data to the aGW.  This typically includes the UPE IP address, UDP port number and TEID.   The UPE address must be provided by the UE in some form or another (for example by using a temporary UE id that is mapped to a UPE addressed as in done for the control plane in Iu-flex).   A preconfigured UDP port could be used for the “Early bearer”.  Normally the TEID identifies the logical channel of the packet and its unavailability needs more discussion.

As the data sent on the “Early” bearer could be for any of the previously established radio bearer, and in the absence of the UE context from the aGW, the eNB is unaware of the TEID to be used for this logical channel.  There are many options possible in this scenario.  One is to buffer the packet in the eNB until the TEID is available from the aGW.  This could still lead to some additional delay in case the UE context from the aGW is not available at the eNB at the time of the packet is received from the UE.  Another solution could be to use a “default”  TEID with an additional logical channel Id field in the header.  Alternatively, there could be a static specified mapping between the logical channel ID and TEID or even parts of TEID to allow the UPE to identify the logical channel that packet belongs to.  Yet another solution would be to include logical flow information in the PDCP header but only for these cases where the packet is sent before the radio bearer is established
.   Note that all these solutions only leads to a small additional overhead for the initial packet and not in any significant increase in complexity. 

When the UE context is downloaded from the aGW, the “Early radio bearer” will need to be reconfigured based on the parameters received in the UE context.  But reconfiguration procedures need to be supported anyway in the specifications and we see no additional complexity on that ground.  

2.2.3 PDCP in aGW
Compared to UMTS, LTE benefits from security of the user plane being located in the aGW.  The security context, including the security keys, sequence numbers etc. is retained even when the RBs are torn down.  This avoids significant complication.  Firstly, security is assured by being able to encrypt packets sent on the “Early” bearer.  Secondly, the sequence numbers identify any packets that might be duplicated for whatever reason and can be discarded.    The similarity can be noted with the 2G GPRS that does not use Service Request procedure and where the security and header compression contexts are retained in the CN during periods of inactivity.  

2.3 Security concerns

Tdoc [4] raised the security concerns associated with not having an RRC security established.  However, we note that 

1) the possibility of HO based on UE measurements is very unlikely between the time of the RRC connection request and the establishment of RRC security.

2) Additionally, the claimed risk of handing over the UE to a false eNB is also unlikely since the signalling messages are to be relayed across network interfaces and such interfaces are unlikely between an authentic and false eNB

3) In case the current eNB itself is false, there is little motivation to handover the UE to another false eNB and even if handed over to another eNB, there is little additional risk to the UE or gain to the fraudster

4) If this eNB itself is a fraud, there is not much to be lost – the packet sent by the UE is ciphered.  Further, the amount of data sent by the UE in this state is minimal and the fraud eNB can do no “lasting” damage or denial of service attack.

From these we see no additional security risk as raised in the contribution nor a need to define additional UE based mobility on this account.

3 Summary and Proposal

It has been shown that using Early RB set up can reduce the delay for the first packet by 29ms or 60%.
The additional complexity is shown to be minimal and manageable.
No additional security risk or complexity from security angle has been identified.

Signalling delay is seen as one of the serious limitations of UMTS and it has had big impacts on new services like PoC and enhancements are being discussed.  While the performance targets for LTE can be met without Early RB setup, we should not be complacent and delay reductions should be built into the architecture right in the beginning to cater for future applications.  The concept is similar to 2G GPRS and some of the proposals actually being made for UMTS today [6]. 

It is hence proposed to adopt the concept of the Early bearer set up when moving from Idle to Active in LTE.   The final message flows can be discussed further.
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� Inclusion of the logical channel Id even after the establishment of the radio bearers is not harmful.  Hence it is not considered necessary to implement additional complexity to avoid race conditions or special handling for the case where a packet may get repeated by the RLC after the establishment of the proper radio bearers.





_1217600301.vsd
UE


CN


UTRAN


SIP Signalling Establishment


RRC Connection Establishment Procedure


RB Establishment Procedure


RAB esablishment


Iu Connection Establishment


NAS connection Establishment Procedure



_1217598994.vsd
eNB


UE


MME


5. RRC Connection Request


3. TA + Scheduling Grant


2. RACH Preamble


8. Connection Request


10. Connection Setup


12. RRC Connection Setup


15. RRC Connection Complete


9. Processing delay in MME 


1. Delay for RACH Scheduling period


4. Processing delay in UE


3. Processing delay in eNB  


7. Processing delay in eNB  


11. Processing delay in eNB  


14. Processing delay in UE


13. H-ARQ Retransmission


16. H-ARQ Retransmission


6. H-ARQ Retransmission



