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1 Introduction

For mobile TV broadcast applications there is a need to provide a multicast service over a broadcast carrier. For early introduction of this service there is an obvious need to perform counting in the network in order to save radio resources. 
This document suggests a new way of counting for multicast services that use a broadcast bearer. Furthermore, one problem which is perceived for multi-cast services is the increased load in the SGSN to support counting in the RNC, it will be seen that the scheme that is proposed may also be applied to multicast.
Obviously for broadcast services there is no context in the SGSN as there is no joining and thus counting is not possible for broadcast TV with the present scheme.
2 Concepts
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Counting of mobiles that have broadcast services can be performed if at the time an MBMS session start is initiated, the MBMS session start contains the list of MSK data delivered from the BM-SC(if service is protected). The counting procedure on the radio interface requires the mobile to supply the MBMS service identity plus the MSK Id and the MSK(if service is protected).
With this data the RNC is able to correlate the data received on the Iu interface (from the BM-SC) and the radio interface (from the UE) in order to produce a correct count of the mobile population interested in receiving the broadcast transmission.
2.1 Simplified Multicast Service Provision
The multicast service provision on broadcast bearer includes procedures illustrated as follow: 
[image: image2.emf]Subscription

Service announcement

MSK distribution

Joining

Session start

MBMS notification

Data transfer

Session stop

Leaving

Subscription

Service announcement

MSK distribution

Joining

Session start

MBMS notification

Data transfer

Session stop

Leaving


1. Subscription

This procedure remains the same as standard multicast mode, i.e. creating the user subscription data in the membership function of BM-SC.

2. Service announcement

In addition to parameters for service activation, service announcement/discovery usually indicates that the content of the service is protected in case of multicast service, which will trigger the next procedure.

3. MSK distribution

The UE initiates MBMS User Service Registration procedure towards the security function (i.e. key management function) of BM-SC. After that, BM-SC will deliver MSKs to registered users through p-t-p bearers whenever the keys are updated.

4. Joining

The Joining procedure now becomes broadcast-like that the service activation includes UE internal processing only and there is no need to create and maintain the UE context among RNC/SGSN/GGSN/BM-SC.

5. Session start

The distribution tree from BM-SC to SGSN is statically configured as in standard broadcast mode, while RNC chooses to establish Iu data bearer or not according to counting result similar to in multicast delivery method. The MSK Key Group of the service is transferred from BM-SC to RNC during session start procedure and counting is based on MSKs instead of UE context (if service is protected).

6. MBMS notification

7. Data transfer

8. Session stop

These procedures are unchanged as in current specification.

9. Leaving

UE deactivate the service internally without interaction with network, same as in broadcast mode.
3 Procedures of Simplified Multicast

3.1 MBMS Session Start Procedure
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Compared to current MBMS Broadcast Session Start procedure, an optional IE “MSK Key Group”, i.e. the Key Group of MBMS service key identities and the keys for this service, is introduced in the Session Start Request message and transparently transferred from BM-SC to RNC. The RNC is required to perform counting and determine whether to establish Iu bearer by indicating TEID in the response message.
3.2 MBMS Session Update Procedure

If the MSK is updated by BM-SC during the session, the Session Update procedure will be initiated and the new MSK is transparently transferred from BM-SC to RNC. The MSK ID of the expired MSK is also indicated in the Session Update Request message. As a result, the RNC stores the new MSK and deletes the old one in the corresponding Key Group
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3.3 MBMS Service Indication Procedure

The MBMS Service Indication procedure is used for the UE to report the MSK retrieved from BM-SC, of MBMS service which the UE has interest in. The MSK will be stored in the RNC as MBMS UE Context in broadcast delivery method. Different from the MBMS UE Context for multicast service in current specification, the MBMS UE Context in broadcast delivery method is maintained only in RNC for UEs in RRC connected state. When the UE moves into RRC_IDLE state, the RNC will remove the corresponding MBMS UE Context.

The MBMS Service Indication procedure is performed in following cases:

1.When the network requests a percentage of UEs interested in the MBMS service to response the counting, or indicates UEs that the service is transferred in p-t-p mode. This may happen at any point in time during the MBMS session.

2.When the UE moves from idle state to CELL_DCH or CELL_FACH state due to non-MBMS services. This may happen at any point in time before or during the MBMS session.

3.When the UE is in RRC connected state (URA_PCH, CELL_PCH, CELL_FACH or CELL_DCH) and the MBMS services which the UE has interest in have changed (i.e. UE internally adds or deletes MBMS services it prepares to receive). This may happen at any point in time before or during the MBMS session.

4.When the UE is in RRC connected state (URA_PCH, CELL_PCH, CELL_FACH or CELL_DCH) and received new MSK from BM-SC. This may happen at any point in time before or during the MBMS session.
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1.In all the above cases, the UE firstly needs to move to CELL_DCH or CELL_FACH state through RRC Connection Establishment or Cell Update procedure if it is in idle, CELL_PCH or URA_PCH state when the procedure is initiated.

2.In all the above cases, the UE sends a Service Request message to establish the Iu-PS signalling connection if it is not in PMM-CONNECTED state yet.

3.In all the above cases, the UE and network perform the authentication and security command functions in order to authenticate the user and start radio interface ciphering, if they have not performed these towards PS domain before.

4.A new RRC message, MBMS Service Indication is introduced for the UE to report the service ID(s), MSK ID(s) and MSK(s) of MBMS service(s) which the UE has interest in to the RNC. RNC stores information in the message as MBMS UE Context for UE. If it is not for counting and not for PTP reception, the procedure stops. 

5.RNC correlate the key from UE and from BM-SC, if UE has the wrong key, a new RRC message, MBMS Service Reject is sent to the UE. If the user has the correct key, he/she is counted in during counting.

6.If the user has the correct key and it is for PTP reception request, PTP RB is established for UE.
3.4 MBMS RAB Establishment Indication/RAB Release Procedure
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When detecting the number of UEs interested in a specific service changes from zero to non-zero after (re)counting, the RNC sends an MBMS RAB Establishment Indication message to inform the CN that an Iu bearer has been established. Similarly, when the number of users changes from non-zero to zero, the RNC sends an MBMS RAB Release Request message to indicate CN the Iu bearer will be released. These two procedures are the same as in multicast service of current specification.
3.5 Inter-RNC Maintenance of MBMS UE Context 

3.5.1 MBMS UE Linking/De-linking over Iur

UE Linking/De-linking is only needed in DRNC in our scheme. Similar to current specification, the UE Linking is performed in DRNC in following cases:

1.When the UE in RRC connected mode moves into cells controlled by the DRNC.

2.When the UE is already under the DRNC and the MBMS UE context in SRNC has been created or modified.

the UE De-linking is performed in DRNC in following cases:

1.When the UE in RRC connected mode moves out of cells controlled by the DRNC.

2.When the UE is already under the DRNC and the MBMS UE context in SRNC has been deleted.

In order to support the procedures, the relevant signallings (e.g. Radio Link Setup, MBMS Attach/Detach Request, etc.) require to be extended with information such as MSK ID and MSK.

3.5.2 SRNC Relocation

When the SRNC relocation is performed, the MBMS UE context included in the Source RNC to Target RNC Transparent Container is transferred from the source RNC to the target RNC. This requires extending the IE in question.

3.6 Cooperation between RNCs 

3.6.1 Direct Information Transfer 

The Direct Information Transfer message over Iur is now used for the DRNC to inform the SRNC about channel type determination or change at the start of or during the session, respectively. In addition to those functions, the message is extended in our solution with “Not Provided UE List” containing UEs that has reported the wrong MSK in MBMS Service Indication. The message includes the list only in the case where the SRNC is not in the MBMS service area. Whenever the DRNC detects a wrong key in the UE Link from SRNC, it includes the UE in the list and transfers it to the SRNC. The SRNC then sends MBMS Service Reject message to the UE.
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1.The UE reports the MSK(s) of MBMS service(s) which the UE has interest in the cases mentioned in MBMS Service Indication Procedure.
2.The MBMS UE Linking Procedure is performed as described in MBMS UE Linking/De-linking over Iur. This may happen before or during session.

3.The DRNC receives MSK Key Group through Session Start procedure.

4.The DRNC verified whether the user has the correct key and if not, it includes the UE in the Not Provide UE List and informs SRNC.

5.The SRNC sends an MBMS Service Reject to notify the user that the service key is not correct.

3.6.2 Session Start Procedure over Iur 

If the SRNC is out of the MBMS service area while the DRNC is in the area, the channel type of the concerned MBMS bearer service is determined as or changed to p-t-p in the cell the concerned UE stays in, and the SRNC is not receiving the concerned MBMS service data from any RNC, the SRNC shall initiate the MBMS Inter-RNC Session Start procedure towards the DRNC.
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1.The DRNC informs the SRNC that the channel type for the MBMS service is determined as or changed to p-t-p in some DRNC controlling cells in where some UEs served by the SRNC stay.

2.If the SRNC is receiving the concerned MBMS service data from other RNC, go to step 3 directly, otherwise it sends an MBMS Session Start Request message to request the DRNC for data forwarding. The message includes the service ID and the TEID for the Iur bearer plane that the DRNC shall use for forwarding the MBMS data. The protocol stack of Iu-PS bearer plane should therefore be introduced to the Iur interface. The DRNC responses with MBMS Session Start Response message and start forwarding the MBMS data to the SRNC.

3.The SRNC establishes the necessary radio resources for the transfer of MBMS data to the UE.

4.The SRNC forwards the MBMS data to the UE.

3.6.3 Session Stop Procedure over Iur

When an RNC is out of the MBMS service area of a certain MBMS service and no longer forwards the concerned MBMS data to any UEs in the role of SRNC, it initiates MBMS Session Stop procedure towards the RNC from which it is receiving the concerned MBMS data to release the Iur bearer for this service. A hysteretic time may be introduced to delay the initiation of the procedure.
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1.The SRNC sends an MBMS Session Stop Request message to the DRNC to indicate the ID of MBMS service the SRNC wants to stop receiving.

2.The DRNC responses with an MBMS Session Stop Response message and stop forwarding the data of the corresponding MBMS service to the SRNC. The SRNC tears down the relevant Iur data bear after receiving the response.

On the other hand, when the session is stopped and an RNC is forwarding the concerned MBMS data towards other RNC(s), the RNC shall initiate the MBMS Session Stop procedure.
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1.The DRNC stops forwarding the MBMS data and sends an MBMS Session Stop Request message to the SRNC.

2.The SRNC responses with an MBMS Session Stop Response message and tears down the relevant Iur data bear.
4 Conclusion

We believe that this new counting procedure can be used for broadcast and may also apply to multi-cast services. The current signalling processing load in the SGSN is very high and this simplified procedure can eliminate this load.
5 Annex: MBMS Security Functionality
From operators’ perspective, the content of MBMS service generally needs to be protected which includes the key negotiation procedure between UE and the security sub-function (i.e. Key Management function which consists of Key Request function and Key Distribution function) in BM-SC. TS 33.246 defines the security architecture for MBMS services and several types of key is used:
MRK (MBMS Request Key): This key is to authenticate the UE to the BM-SC in MBMS User Service Registration/De-Registration Procedure etc.

MUK (MBMS User Key): The MBMS user individual key that is used by the BM-SC to protect the point to point transfer of MSKs to the UE.

MSK (MBMS Service Key): This key is used to protect MTKs delivered from BM-SC towards UE using the MBMS data bearer.

MTK (MBMS Traffic Key): The key is used to protect MBMS data delivered from BM-SC towards UE and to decrypt the received MBMS data on the ME.

The use of the same MTK within two different RTP sessions is not allowed while it shall be possible to update the MTKs during an RTP session or FLUTE channel to enhance the security. An MSK is uniquely identified by an MSK ID consisting of Key Group part and Key Number part. MSKs within one Key Group shall be used to protect MTKs of only one RTP session or FLUTE channel and it shall be possible to update the MSKs during an RTP session or FLUTE channel to enhance the security. The MBMS key hierarchy is as follow:
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 The MBMS service protection includes the following procedures:

1.
The BM-SC indicates the service content is protected in Service Announcement to the UE.

2.
The UE performs a GBA (Generic Bootstrapping Architecture) [2] run to share MRK and MUK with BM-SC.

3.
The UE initiates the MBMS User Service Registration procedure towards the Key Request function in BM-SC, requesting BM-SC to deliver the MSK to the UE. The UE is authenticated using MRK in the procedure.

4.
The BM-SC Key Distribution function may initiates p-t-p MSK delivery procedure if the UE has registered successfully. The delivery of MSK is protected by MUK.

5.
In streaming services, MTK is periodically sent using the same IP destination address as the RTP traffic for reliability. The delivery of MTK is protected by MSK.

Since only legitimate UEs can register the service and retrieve correct MSKs to decrypt MTKs then to decrypt service data, we think of utilizing MSKs for counting purpose in MBMS broadcast delivery method in which UE context is not applicable.
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