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1. Introduction
In order to be able to protect against user plane packet modifications the use of integrity protection is a necessity as it is well known that the use of ciphering alone does not protect against packet modifications. From a practical point of view however as soon as encryption is activated, it will be much harder for an attacker to mount meaningful or sustainable user plane attacks on the air interface. Given that dependent on the application type there may be smaller or bigger data overhead costs or delay effects, then the use of User Plane Integrity protection should probably not be mandatory for use. The cost/delay comes from bandwidth overhead (see below) and the fact that residual bit-errors will make the integrity protection layer reject packets.

In order to prepare for a decision at the next meeting, SA3 would like to pose the following questions to SA4 and RAN2 under following assumptions:

· User plane integrity protection would add a MAC (Message Authentication Code) to each PDCP PDU. The MAC length has not been decided, but SA3 expects that a MAC would be at minimum 4 byte and at maximum 16 byte. The length of the MAC may be negotiable between the UE and the network.

· User plane integrity protection would be optional for use, but mandatory to implement for the network.

· The same algorithms (UIA1, UIA2) as used for Control Plane integrity may be re-used for User Plane integrity. (This may need to be confirmed with ETSI SAGE). Hence, no additional algorithm development/implementation is assumed to be necessary.

Q1: Does RAN2 expect any negative effects introduced by the addition of integrity protection codes to each packet (e.g. performance, data throughput,….).

Q2: Can RAN2 comment on the bit- error characteristics expected at the PDCP layer?

Q3: Can SA4 comment on the effects of packets drops (due to failed integrity verification), compared to receiving packets containing bit-errors, on the following (not extensive) list of applications especially in situations where the BLER (Block Error Rate) may be higher (e.g. at cell-edges):

a) streaming media (audio, video)

b) conversational (real-time) voice

c) retrieval services (web access, downloads) … 

Note that SA3 has no idea what BLER is acceptable for a certain type of application and how PDCP packet drops will effect the application.

2. Actions:

To 3GPP SA4 and RAN2:

ACTION: 
SA3 kindly asks RAN2 and SA4 to provide information that could help SA3 in deciding on User Plane integrity protection, and in particular to answers the above questions.

3. Date of Next TSG-SA3 Meeting:

TSG-SA3 #45
31 Oct  - 3 Nov 2006    
USA

