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Introduction

It was decided that User plane encryption is handled by the UPE.  The signalling that is needed for security can be classified as follows:

1) Key exchange between the UE and network

2) Security algorithm negotiation

3) “START” value negotiation

4) Start of ciphering

5) Key change mechanism

6) Change in UPE

Mechanisms for each of these are discussed in more detail below.  It is assumed that a secure interface exists between MME and UPE, which is essential for passing the security keys (if the two are not logically co-located). 

Discussion

The discussion below looks at the functionality identified above in more detail.  

The signalling functionality required

1) Key exchange between UE and network: Key exchange is performed using NAS signalling similar to UMTS today.  Note that the keys themselves are not transported but are generate in the UE using a random seed.

2) Security algorithm negotiation:  Typically, the UE provides its security capabilities and the network chooses a common algorithm that is supported both in the network and the UE.    It is important to integrity protect the security algorithm negotiation signalling.  It is hence proposed to use NAS signalling for this negotiation since it has already been agreed Integrity protect NAS signalling.  
If the MME is to choose the common encryption algorithm then some signalling between the MME and UPE is required to carry the algorithms supported by the UPE serving the UE.   This signalling can be part of setting up the UPE for the default bearer.  

3) START value negotiation:  This can be done either using NAS signalling at the start of ciphering or using in–band signalling.  There are benefits for either approach - NAS signalling avoids the need to define an additional mechanism using in-band signalling.  However, using direct in-band signalling avoids triangular signalling path and allows UPE  to negotiate directly with the UE which can be useful after a UPE relocation or key change.  

4) Start of ciphering: Since ciphering is expected to be started at time of Attach and continued until detach, the NAS message used for key exchange could also start ciphering at the time of Attach  (similar to 2G GPRS today and NAS signalling for this already exist today).

5) Key change mechanism: Keys are changed using a key exchange procedure between the MME and UE using NAS signalling.   The UPE needs to be updated with the new keys.  Further, change of keys may need additional START value negotiation. Alternatively, a default START value can be used for the new key.  
A change of keys can impact the multiple nodes besides the UPE that are involved in the security architecture, namely the MME for security of NAS signalling, the eNodeB for integrity protection of the RRC.  To reduce complexity, it is also proposed to allow the UPE to negotiate a start time for the new key using in-band signalling, instead of synchronization of the change of keys across the UPE and the other nodes.

6) Change in UPE: A change in UPE requires a transfer or a re-initialisation of the security context .  This involves negotiation of the cipher algorithm, the transfer of keys to the new UPE, transfer or re-negotiation of the START value, etc.  As discussed above, algorithm negotiation must be integrity protected and if required hence this is best done using NAS protocol.  START value can be transferred between UPEs.

Summary and conclusion

In summary, it is proposed:

1) Use NAS signalling for Key exchange, algorithm negotiation and start of ciphering;

2) Use of in-band signalling between UPE and UE for transfer of START value and start time for change of keys.
















