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1. Introduction

It has been decided that ciphering of user plane data and integrity protection and ciphering of NAS signaling shall be terminated in the aGW. However it is still under discussion which protocol should contain the different security functions. This paper discusses the different security functions and proposes a way forward on protocol termination of functions.
2. Security Functions

While the scope of what follows only covers UP and NAS signaling, one should note that the text below implicitly assumes that key(s) for RRC protection are distinct from NAS/UP keys, as has already been decided. If this was not the case, other security parameters besides those mentioned below would be needed.
2.1. Ciphering

It assumed that similar input as today is required to the ciphering algorithm, which means at least a sequence number, SAE bearer identity (which must be unique across the set of all UP and NAS bearers), direction and ciphering key. Based on these input parameters a sequence is calculated, which is XORed with the data (assuming a stream cipher is used as is the case in UMTS). The output together with the sequence number is send to the receiving side. The sequence number sent over the radio interface (SN) is only a part of the full sequence number, which consists of the SN and a hyper frame number. The hyper frame number is used locally on the sending and receiving side and is incremented every time the SN wraps around or when ciphering is restarted. The hyper frame number is needed to avoid frequent re-keying as a consequence of exhausting the (small) space of SN values, which would lead to insecurity (a.k.a. “two-time-pad”).
The receiving side uses the SN and its local hyper frame number, SAE bearer ID (known from setup of the SAE bearer), direction and the ciphering key to decipher the data.

The same principles are used for both control plane and user plane. 
2.2. Integrity Protection

Also for integrity protection it is assumed that similar input as today is required as input to the algorithm, which means at least the data to be integrity protected, a counter and/or some other value assuring “freshness”, and the integrity protection key. Based on this input a Message Authentication Code (MAC) sequence is calculated which is attached to the message and send over the radio interface. The receiving side does the same calculation and check that it gets the same MAC.
It has not yet been decided if integrity protection is required for the user plane, but if it would be required the same principles should apply. In this case, a bearer input to the integrity algorithm is probably also required. While the effect of cross-injection of messages between different UP bearers and/or between UP and NAS is difficult to grasp, it is nevertheless wise to completely remove the possibility of such attacks.
3. Termination of security functions
An overview of the proposal of the protocol termination points of the security functions is illustrated in Figure 1. It is proposed to make the ciphering function in part of PDCP, which would be used both for the user and control plane. The advantage with this solution is that only one layer, suitable for both user and control plane, needs to be specified for handling ciphering in the aGW. Sharing a common specification for user and control plane ciphering does not hinder the ciphering machines from operating independently. In addition, it may be possible to reuse the ROHC sequence number for the ciphering function as the sequence number input to the ciphering algorithm, but this needs further studies to make sure it is feasible.
It is also proposed to make integrity protection part of PDCP, even though it is so far only required for the control plane. However, if it turns out integrity protections is required also for the user plane it could easily be added since it is already available for the control plane. 
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Figure 1 Protocol termination points for the security functions. 
4. Conclusion and Proposal
It is proposed to terminate the ciphering and integrity protection functions for user and control plane in PDCP. Integrity protection for the user plane has not yet been agreed, but if it turns out it is required it could be handled in a similar way as for the control plane. Further, it is proposed to add following text to section 5.3.3:
5.3.3
PDCP Sublayer

This subclause provides an overview on services and functions provided by the PDCP sublayer. A model of the PDCP sublayer is illustrated in figure 5.3.3.
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Figure 5.3.3. Model of PDCP sublayer.
5.3.3.1
Services and Functions

The main services and functions of the PDCP sublayer include:

-
Header compression and decompression: ROHC only;

-
Transfer of user data: transmission of user data means that PDCP receives PDCP SDU from the NAS and forwards it to the RLC layer and vice versa;

-
Ciphering of user plane data and NAS signalling.
-
Integrity protection of NAS signalling. Integrity protection of user plane data is FFS.
NOTE:
When compared to UTRAN, the lossless DL RLC PDU size change is not required.
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