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1 Introduction

This contribution discusses a number of aspects related to the transition to LTE_ACTIVE: RRC connection establishment, early UP establishment, security re-activation, ENB context creation and combined transfer of AS & NAS signalling.

2 RRC connection establishment

In some contributions it has been suggested that during the transition to LTE_ACTIVE, the RRC connection is temporarily in a ‘transient’ state:
· During the transition from LTE_IDLE to LTE_ACTIVE, to accommodate the transfer of user data while the UE identity has not been validated the UE context information has not been received from the MME [3]

· During the transition from LTE_DETACHED to LTE_ACTIVE, to accommodate the transfer of NAS signalling while the UE has not been validated and hence a ‘default QoS/ SAE bearer’ is not yet assigned [2]

Pre-connected state

During the discussion of the early UP establishment procedure in [3], it was acknowledged that the transfer of the initial downlink user data may be postponed until the connection establishment is completed. However, in our understanding the original intend of the proposal was to allow both uplink and downlink data transfer in the ‘pre-connected state’ i.e. the period prior to the reception of the connection response message.

Independent of the early UP establishment procedure, some radio configuration is needed for receiving the RRC connection response message. Our assumption is that prior to the reception of this response message, the UE behaves more or less as if it is on a common channel:

· The UE applies an initial C-RNTI, possibly the one assigned during random access. In case user data transfer is to be supported in this phase, the C-RNTI needs to uniquely identity the UE. Otherwise, a common C-RNTI may be used, in which case the response message needs to include the full UE identity

· Some kind of ‘initial QoS’ is provided, mainly to facilitate reception of the connection response message and a potential retransmission(s) of the connection request message

· This ‘initial QoS’ is provided by means of a common configuration based on broadcast information (SAE-CRB0) i.e. ARQ, HARQ, DL scheduling e.g. ‘common HS-SCCH’

· The UE monitors the paging channel and performs cell re-selection

· In case valid security context exists, the UE performs IP and ciphering for NAS signalling. For AS signalling the IP starts from the first downlink message. The AS of the initial uplink message is assumed to be protected by the NAS IP

Initial connected state

Our assumption is that, during the transition from LTE_DETACHED to LTE_ACTIVE the RRC connection may be established even though the UE has not been validated. In this case, the connection establishment includes the establishment of an ‘initial QoS’. Although it is possible to apply dedicated signalling for assigning the associated configuration, our assumed is that this initial QoS is not UE specific. Moreover, it may only cover the transfer of AS & NAS signalling. So, for this scenario the situation is actia;;u the same as in UMTS where RRC connection establishment only includes the establishment of SRBs. Our assumption is that when transiting from LTE_IDLE to LTE_ACTIVE, such an initial ‘state does not exist.
Thus, as was shown in [6] already, our assumption is that the RRC connection establishment to establish the initial ‘signalling only QoS’ is very similar to other connection establishment scenario’s.

· The ENB may decide the details of the initial QoS to be provided

· UE specific radio configuration i.e. it may be assigned via dedicated signalling

· Network controlled mobility is used with network configured measurements and gaps
· No security i.e. neither integrity nor ciphering

The following figure provides an overview of the different RRC connection establishmet phases, for the two different scenarios.
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Fig. 1: RRC connection establishment phases, overview

Some final remarks regarding our preferences:

· We do no see a strong need for supporting early transfer of user data, for further details see the next section

· Since the QoS provided in pre-connected and initial phases is not UE-specific, one could consider using the same radio resource allocation for these two states. However, the network controlled mobility that applies in ‘initial state’ may require dedicated AS signalling e.g. to configure measurement gaps. Moreover, due to the different mobility control, the overall radio configuration in the two states will be different
3 Early UP establishment

As mentioned before, [3] includes a proposal for early UP establishment when the UE has ‘UL data to transfer’ while in LTE_IDLE. In the proposal, the initial radio interface message includes user data which the ENB routes directly to the UPE that is indicated by the UE in the connection request message. In this proposal, the UPE validates the UE identity. Our assumption is that ROHC is used, in which case this validation can not be derived from deciphering user data (ROHC has a 3 bit CRC, meaning that after deciphering incorrectly there is still a fair change the CRC passes). Instead, the UE validation requires additional control information e.g. integrity check information. Hence, there is additional signalling and complexity involved e.g. an additional algorithm to select.
As mentioned in the previous, our assumption is that the original early UP establishment proposal assumes a ‘pre-connected’ state supporting user data transfer as described in the previous section. Apart from the C-RNTI, this ‘pre-connected’ state is not assumed to be UE-specific. To accommodate a fast transition to a UE specific ‘default QoS, ‘connection request’ type of information is assumed to be transferred together with the initial uplink data.

The connection request message may include additional NAS control information (e.g. selected security algorithms, START), part of which may still be handled by the MME. The related control information could either be protected by the UPE IP or the MME IP. We believe IP should start from the first uplink message, which requires the aGW to validate the START has not been used for a previous connection establishment (see later section). In the ‘direct UPE contact proposal, this validation would need to be performed by both the UPE and the MME. This means that the some functionality will be duplicated in MME and UPE.

The connection request is assumed to also include AS-signalling e.g. selected AS IP algorithm, UE capabilities, measurement information. It is assumed that this proposal requires the ENB to create a UE context immediately upon receiving the RRC connection request message. The received AS- signalling would be stored with this context and validated upon receiving the security context from from the MME. It is considered that the immediate context creating makes the proposal more vulnerable for DoS attacks.

In a previous contribution [4], we recommended to consider no mechanisms for early transfer of user data other than possibly allowing the inclusion of user data (e.g. INVITE) within the connection request message on the radio interface. The ENB could either either forward the user date via the MME or temporarily store it together with the UE context. In the latter case, the ENB transfers the user data to the UPE upon recieivng the connection accept from the MME.

The following table compares the different early UP establishment options. Column ‘connection failure’ indicates the likelyhood of user data forwarding while the transition will fail. For details about the message sequence and the delay estimation, see the annex at the back of this document.

	Aspect
	Initial UP delay
	Complexity
	Connection failure

	None, reference
	58.5 ms
	+
	+

	Direct UPE contact
	29.5 ms
	---
	---

	MME forwarding
	38.5 ms
	-
	--

	ENB storage
	47.0 ms
	--
	-


Table 1: Comparison of early UP establishment options

The above table shows that we are able to achieve the required LTE_IDLE to LTE_ACTIVE transition time of 100 ms without the any of the above optimisations. In all optimisation proposals the user data is forwarded while the connection establishment may still fail i.e. introducing additional failure cases. The delay reduction of the ‘direct UPE contact’ approach seems attractive. However, considering the relative infrequent use of this transition and the associated additional complexity, our preference is to avoid introducing significant complexity for early UP establishment. Although from a conceptual point of view the MME forwarding approach may not be the nicest solution, table 1 shows it is attractive - offering low delay at limited cost.
4 Idle to active transition, other aspects
4.1 Security activation

As mentioned before [4], our aim is to start security immediately whenever the UE has a valid security context.

Our assumption is that upon transition to active, security is re-established since the security context in the ENB is lost upon transition to idle. It would in principle be possible to continue the previous configuration, although that would require the ENB security context to be forwarded to the MME during when the UE is in LTE_IDLE. In our opinion, re-starting security is the simplest and most reliable approach. Moreover, it can also easily cover algorithm changes.
The IP algorithm for AS signalling may change when the UE moves to another ENB. The transition to active should support a change of NAS IP and of NAS ciphering algorithm, assuming that the MME may be relocated. It is unclear whether is change of UP ciphering algorithm is needed i.e. this depends on the separation of MME/ UPE and on whether the UPE may be relocated.

To start integrity protection from the very first uplink message, our proposal is that the UE selects the security algorithms from a list (in order of preference) broadcast by the network. Rather than using a FRESH, the network stores the last signaled START value to protect against replay. Finally, since the ENB does not have a security context, the MME/UPE is proposed to handle the integrity of the entire first message.

Similarly, our proposal is to start ciphering for NAS signalling from the very first uplink message when the UE has a valid security context. Likewise, ciphering of user data starts directly upon UP establishment.

4.2 Context creation

Our initial assumption was that the ENB only creates the context when the RRC connection establishment is accepted (by the MME). This means that the ENB transparently transfers the initial RRC connection request message with the included NAS signalling towards the MME. This approach is assumed to ensure maximal protection against DoS attacks.

Note
Our assumption is that for the initial message, the IP of NAS signalling is used to protect the entire message. When the NAS IP succeeds, the MME returns the initial AS signalling to the ENB for further action.

The discussion about the pre-connected phase of the RRC connection as decribed in the previous, suggests that the ENB may needs to maintain some kind of UE context at this stage. However, from an AS perspective the transfer can be modelled by means of a common channel. This applies only when user data transfer need not be supported in this early phase, as we assume. Hence, no UE specific context will be needed in the ENB in the pre-connected phase.
Finally, our proposal is to limit the storage of AS context information for UEs in idle mode to information that is needed to reduce latency. This implies that the AS- radio configuration is re-established upon transition to active. Correspondingly, it is proposed that the UE re-transmits the AS- capability information upon transition to active
4.3 Combined transfer of AS & NAS signaling

As describe in a previous contribution [6], we believe it would be beneficial if the combined transfer of AS & NAS signalling is not restricted to a very limited number of RRC messages.
5 Conclusion and recommendation
It is proposed to discuss the proposals included in section 2 in order to decide which of the proposals included in that chapter can be agreed. This concerns the following proposals:
1. Transfer of AS & NAS signalling before actual connection establishment completion (e.g. RRC connection response message) is provided via common channels

· A ‘pre-connected QoS’ is configured, based on broadcast information. The UE applies an initial C-RNTI, that need not be unique
2. Transfer of NAS signaling upon initial attach is accommodated by means of a normal RRC connection
· In this phase, an ‘initial QoS’ is configured while security is not activated yet
3. The QoS provided in pre-connected and initial phases is not UE-specific. Hence, one could consider using the same radio resource allocation for these two states. However, the network controlled mobility that applies in ‘initial state’ may require dedicated AS signalling e.g. to configure measurement gaps. Moreover, due to the different mobility control, the overall radio configuration in the two states will be different

4. To avoid introduction of complex mechanisms for reducing UP establishment delays
· Although maybe not the nicest solution, the MME forwarding approach is considered attractive - offering low delay at limited cost. Moreover, the solution is well suited for the case MME and UPE are co-located

5. The UE selects the security algorithms based on a list of preferred algorithms broadcast by the network. Furthermore, the UE provides the START value to be used in the initial uplink message so the network can validate that the UE applies a higher value for every connection establishment
6. The ENB creates a UE context only upon receiving the context information from the MME
7. To limit the AS context information for UEs in idle mode to information that is needed to reduce latency
· Upon transition to active, the AS- radio configuration is re-established and the AS- capability information is retransmitted by the UE

8. Combined transfer of AS & NAS signalling is not restricted to a very limited number of RRC messages
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7 UP establishment delay analysis (Annex)
7.1 Delay assumptions

	Description
	Value (ms)
	Comment

	Initial RACH delay
	20.0
	Covering power & TA adjustment, resource request/grant & identity allocation

One step approach, excluding transfer of initial message

Corresponding value for two step approach: 8.0 ms

	Uu transfer delay
	0.5
	Single HARQ transmission

Corresponding value with one HARQ retransmission, assuming 8 processes: 4.5 ms

	S1 transfer delay
	4
	

	ENB/ MME/UPE data forwarding delay
	0.5
	

	UE/ENB/MME/UPE processing delay
	5
	When generating ‘layer 3’ response


7.2 Sequence diagrammes and delay estimation

In the following figures the yellow bubble indicate the benchmarking point which is the time the initial uplink data leaves the UPE
7.2.1 Reference scenario i.e. no optimization

The following sequence diagramme shows the reference, non- optimized scenario. The user data is assumed to be transferred jointly/ in parallel with the confirmation to the connection establishment.
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7.2.2 Direct forwarding to UPE
The following figure summarises the early UP establishment proposal from Vodafone
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Notes

· It is assumed that the downlink user date normally e.g. DHCP response comes after the context indication i.e. internet delays should would normally exceed 20ms

· In case of L3 processing, I have not added 0.5ms forwarding delay but just processing & transfer delay
7.2.3 Forwarding via MME
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7.2.4 ENB storage
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Notes

· In case the forwarding takes place after the confirmation from the UE, there would be no delay reduction 
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