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1 Introduction
In current RRC specification, it is specified that a UE needs to store at most three different integrity protection configurations (integrity keys) in total for all signalling radio bearers for all CN domains. This means that UE needs to store at most two integrity keys for one CN domain and the UE needs to store one integrity key for the other CN domain.
However, in the security mode process, UE may need three integrity keys for one CN domain so that UE needs at most four (instead of three) different integrity protection configurations in total for all signalling radio bearers for all CN domains.
This contribution illustrates the problem and provides potential proposals to correct the problem for discussion and decision.
2 Problem description
2.1 Current integrity protection configuration change
The following is excerpted from current RRC specification. The relevant parts are highlighted in color for reference:

8.6.3.5
Integrity protection mode info

The IE "Integrity protection mode info" defines the new integrity protection configuration. At any given time, the UE needs to store at most three different integrity protection configurations (keysets) in total for all signalling radio bearers for all CN domains.

8.1.12.2.2
Integrity protection configuration change

To start or modify integrity protection, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using the new integrity protection configuration. UTRAN should not "modify" integrity protection for a CN domain to which a SECURITY MODE COMMAND configuring integrity protection has been previously sent for an ongoing signalling connection unless the application of new integrity keys needs to be signalled to the UE. UTRAN should not transmit a SECURITY MODE COMMAND to signal a change in integrity protection algorithm.

…
When configuring Integrity protection, UTRAN should:

1>
ensure that the UE needs to store at most three different Integrity protection configurations (keysets) at any given time. This includes the total number of Integrity protection configurations for all signalling radio bearers;

…
Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, UTRAN should:

…
1>
if the IE "Integrity protection mode command" has the value "Modify":

2>
for each signalling radio bearer RBn, except RB2:

3>
prohibit the transmission of signalling messages with RRC SN greater or equal to the RRC sequence number in entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info".

2>
consider an integrity protection activation time in downlink to be pending until the selected activation time is equal to the next RRC sequence number to be used, which means that the last RRC message using the old integrity protection configuration has been submitted to lower layers;
2>
set, for each signalling radio bearer RBn, that has no pending integrity protection activation time set by a previous security mode control procedure, an RRC sequence number in entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info", at which time the new integrity protection configuration shall be applied;

2>
set, for each signalling radio bearer RBn, that has a pending integrity protection activation time set by a previous security mode control procedure, the RRC sequence number in entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info", to the value used in the previous security mode control procedure, at which time the latest integrity protection configuration shall be applied.

1>
transmit the SECURITY MODE COMMAND message on RB2 using the new integrity protection configuration.

2.2 Potential problems

(1) In subclause 8.6.3.5, it is clearly specified that, at any given time, the UE needs to store at most three different integrity protection configurations (keysets) in total for all signalling radio bearers for all CN domains. While in subclause 8.1.12.2.2, it is vaguely specified that UTRAN should ensure that the UE needs to store at most three different Integrity protection configurations (keysets) at any given time. This includes the total number of Integrity protection configurations for all signalling radio bearers. We assume that the original intention of Subclause 8.1.12.2.2 is same as that specified in 8.6.3.5. If the assumption is not correct, specification in 8.1.12.2.2 should be clarified.

(2) With the current integration configuration change procedure, the UE needs to store only three IP configurations for all SRBs for all CN domains only if all the SRBs have no pending IP activation times or if all the SRBs have pending IP activation times. The current procedure does not consider the possibility that part of the SRBs have no pending IP activation time while the others have. If this happens, with the current IP configuration change procedure, UE may need three IP keys for one CN domain at the same time to make the IP configuration change procedure working properly plus one IP key for the other CN domain. The UE that only reserves memory space for three IP configurations for all SRBs for all CN domains will not work properly in this scenario.  Figure 1 illustrates this scenario. Note that for SRB that has no pending IP activation time, the IP activation time is not specified. However, it is preferable to set it larger than the next RRC SN to be used so that message transmission on this SRB need not be prohibited until the Security Mode Complete message is received by UTRAN.
In Figure 1, we consider RB3 and RB4 as an example. Suppose the integrity protection activation time (IPAT) for RB3 is not pending by a previous security mode control procedure. With the current procedure, an RRC sequence number (s1) is set for the IPAT for this security mode control procedure, which is supposed to be for CS domain. Therefore, for RB3, a current integrity key, IKCS1, is needed for RRC SN before the IPAT (RRC SN < s1) and a new integrity key, IKCS2, is needed for RRC SN on and after the IPAT (RRC SN ≧s1). Besides these two integrity keys, IKPS for PS domain is needed to be stored for later use. 
Furthermore, suppose the integrity protection activation time (IPAT = s2) for RB4 is pending by a previous security mode control procedure, i.e., IKCS0 is needed for RRC SN < s2 and IKCS1 is to be used for RRC SN ≧s2. By the current procedure, the IPAT for this new security mode control procedure for RB4 is set to s2 so that, for RB4, IKCS0 is needed for RRC SN < s2 and IKCS2 is needed for RRC SN ≧s2. In other words, IKCS1 is not needed for RB4 in this example. In total, four integrity keys, IKCS0, IKCS1, IKCS2 and IKPS, need to be stored in the UE for RB3 and RB4 to make the security mode control procedure working properly.
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3 Proposed solution to fix the problem

3.1 Potential solutions

There are several ways to fix the problem. They are listed below. Performance comparison between different solutions is summarized in section 3.2.

(1) The most direct solution is to relieve the storage requirement of UE from at most 3 IP configurations to 4 IP configurations for all SRBs for all CN domains.

(2) Hold the second IP configuration change procedure until every SRB has no pending IP activation time.

Besides the above two direct solutions, we can change the way to set IP activation time. Figure 2 illustrates the general concept of this kind of solution. Contranst to the current procedure of setting IP activation time of an SRB with no pending IP activation time to an RRC SN not clearly specified, the IP activation time is set to equal to the next RRC SN to be used. By this, IKCS1 need not be stored for SRB with or without pending IP activation time. For SRB with pending IP activation time, the IP activation time is set to the pending activation time as before. This is the third solution:

(3) For SRB with no pending IP activation time, set the IP activation time to the next RRC SN to be used. For SRB with pending IP activation time, set the IP activation time to the pending IP activation time.
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Solution (3) ensures the requirement that the UE need to store at most three IP configurations for all SRBs for all CN domains. However, for the case that all the SRBs have no pending IP activation time, message transmission on all SRBs other than SRB2 will be prohibited until Security Mode Complete message is received by UTRAN. Solution (4) below can avoid this shortcoming. 

(4) When all the SRBs has no pending IP activation time, the IP activation time can be set larger than the next RRC SN to be used. If there is at least one SRB that has pending IP activation time, solution (3) is used.

3.2 Comparison of the potential solutions

	Solutions
	Pros
	Cons

	(1)
	No impact on UTRAN1
No SRB transmission is prohibited if the IP activation time is selected properly.

No IP configuration change delay.
	Impact on UE implementation.

Problem remains for UE of earlier releases.

	(2)
	Impact on UTRAN only, no impact on UE.

Support by UTRAN of earlier releases can solve problem for UE of earlier releases.
	IP configuration change may be delayed

	(3)
	Impact on UTRAN only, no impact on UE.

Support by UTRAN of earlier releases can solve problem for UE of earlier releases.
	Transmission on all SRBs will be prohibited unnecessarily when all SRBs have no pending IP activation time.

	(4)
	Impact on UTRAN only, no impact on UE.

Support by UTRAN of earlier releases can solve problem for UE of earlier releases.
	Transmission on SRBs with no pending IP activation time may be prohibited when one SRB has pending IP activation time.


(Note 1: We assume UTRAN has no constraint on strorage for the amount of IP configurations. There will be impact on UTRAN that only reserves buffer to store at most 3 IP configurations.)

From the comparison table, one can see that solution (1) is simplest and has the highest performance since it induces no configuration change delay and no SRB message transmission delay. However, since UE of earlier release can avoid the addressed problem if UTRAN of earlier release support any of solutions (2)~(4) and the performance of solution (4) is the best among solutions (2)~(4) because the minimum IP configuration change delay and the minimum SRB message transmission delay, solution (4) may be the best choice.

4 Conclusion

A potential problem in IP configuration change procedure is addressed in this contribution. Four possible solutions are presented. Considering impact, solution (4) may be the best choice although solution (1) is simplest and has highest performance. Both solutions (1) and (4) are acceptable to us. The attached CR draft is based on solution (4).
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8.1.12.2.2
Integrity protection configuration change

To start or modify integrity protection, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using the new integrity protection configuration. UTRAN should not "modify" integrity protection for a CN domain to which a SECURITY MODE COMMAND configuring integrity protection has been previously sent for an ongoing signalling connection unless the application of new integrity keys needs to be signalled to the UE. UTRAN should not transmit a SECURITY MODE COMMAND to signal a change in integrity protection algorithm.

In case of Inter-RAT handover to UTRAN, after the reception of the HANDOVER TO UTRAN COMPLETE message and a key set is received, UTRAN should transmit a SECURITY MODE COMMAND message containing IE "Integrity protection mode info" in order to initiate integrity protection with the integrity key of the key set used in the other RAT (see subclause 8.3.6.3).

When configuring Integrity protection, UTRAN should:

1>
ensure that the UE needs to store at most three different Integrity protection configurations (keysets) at any given time. This includes the total number of Integrity protection configurations for all signalling radio bearers for all CN domains;

1>
if Ciphering has already been started for the UE for the CN domain to be set in the IE "CN domain identity" in the SECURITY MODE COMMAND:

2>
if for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, a new security key set (new ciphering and integrity protection keys) has been received from upper layers since the transmission of the last SECURITY MODE COMMAND message for that CN domain:

3>
include the IE "Ciphering mode info" in the SECURITY MODE COMMAND.

1>
if Ciphering has already been configured for the UE for a CN domain different from the CN domain to be set in the IE "CN domain identity" in the SECURITY MODE COMMAND:

2>
include the IE "Ciphering mode info" in the SECURITY MODE COMMAND.

Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, UTRAN should:

1>
if this is the first SECURITY MODE COMMAND sent for this RRC connection:

2>
if new keys have been received:

3>
initialise the hyper frame numbers as follows:

4>
set all bits of the hyper frame numbers of the COUNT-I values for all signalling radio bearers to zero.

2>
else (if new keys have not been received):

3>
use the value "START" in the most recently received IE "START list" or IE "START" that belongs to the CN domain indicated in the IE "CN domain identity" to initialise all hyper frame numbers of COUNT-I for all the signalling radio bearers by:

4>
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the value "START" in the most recently received IE "START list" or IE "START" for that CN domain;

4>
setting the remaining bits of the hyper frame numbers equal to zero.

1>
else (this is not the first SECURITY MODE COMMAND sent for this RRC connection):

2>
if new keys have been received:

3>
initialise the hyper frame number for COUNT-I for RB2 as follows:

4>
set all bits of the HFN of the COUNT-I value for RB2 to zero.

2>
if new keys have not been received:

3>
initialise the hyper frame number for COUNT-I for RB2 as follows:

4>
set the 20 most significant bits of the HFN of the downlink and uplink COUNT-I to the value of the most recently received IE "START" or IE "START list" for the CN domain to be set in the IE "CN Domain Identity";

4>
set the remaining bits of the HFN of the downlink and uplink COUNT-I to zero.

1>
if the IE "Integrity protection mode command" has the value "Start":

2>
prohibit the transmission of signalling messages with any RRC SN on all signalling radio bearers, except RB2;

2>
set the FRESH value in the IE "Integrity protection initialisation number", included in the IE "Integrity protection mode info".

1>
if the IE "Integrity protection mode command" has the value "Modify":

2>
for each signalling radio bearer RBn, except RB2:

3>
prohibit the transmission of signalling messages with RRC SN greater or equal to the RRC sequence number in entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info".

2>
consider an integrity protection activation time in downlink to be pending until the selected activation time is equal to the next RRC sequence number to be used, which means that the last RRC message using the old integrity protection configuration has been submitted to lower layers;

2> if every signalling radio bearer RBn has no pending integrity protection activation time set by a previous security mode control procedure:
3>
set, for each signalling radio bearer RBn, that has no pending integrity protection activation time set by a previous security mode control procedure, an RRC sequence number in entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info", at which time the new integrity protection configuration shall be applied;

2> else if there is one signalling radio bearer that has a pending integrity protection activation time set by a previous security mode control procedure:

3>
set, for each signalling radio bearer RBn, that has no pending integrity protection activation time set by a previous security mode control procedure, the RRC sequence number in entry for signalling radio bearer RBn in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info", to the value of the next RRC sequence number to be used for RBn, at which time the latest integrity protection configuration shall be applied;
3>
set, for each signalling radio bearer RBn, that has a pending integrity protection activation time set by a previous security mode control procedure, the RRC sequence number in entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info", to the value used in the previous security mode control procedure, at which time the latest integrity protection configuration shall be applied.

1>
transmit the SECURITY MODE COMMAND message on RB2 using the new integrity protection configuration.

NOTE1:
In the case of re-initialisation of Integrity Protection at HFN wrap around, the network should take into account the UE actions as described in subclauses 8.5.10.1 and 8.5.10.2.

NOTE2:
After the SECURITY MODE COMMAND message is transmitted, the network should ensure that it can revert back to old integrity protection until it receives the SECURITY MODE COMPLETE message, to take into account the UE actions when security mode control procedure is unsuccessful. The network should also be aware that the UE may revert to old configuration when waiting for the acknowledgement from L2 for the SECURITY MODE COMPLETE message, and act accordingly.
NOTE3:
In the case of the first SECURITY MODE COMMAND message following an SRNS relocation, the network should set the IE "Downlink integrity protection activation info" for SRB3 and SRB4 to at least "the current downlink RRC sequence number +2". As a consequence, at least the first message sent on SRB3 and SRB4 by the Target RNC will use the old integrity protection configuration.
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