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1. Introduction

This contribution discusses START values included by UE in the CELL UPDATE message.

2. Discussion

Scenario 1

1. UE sends CELL UPDATE message #1, including newly calculated START values.

2. UTRAN receives the CELL UPDATE message #1, and responds with a CELL UPDATE CONFIRM message. 

3. Before receiving the CELL UPDATE CONFIRM message, UE detects T302 timeout, and sends a CELL UPDATE message #2 (if V302 is equal to or smaller than N302).  In this message, UE shall according to TS 25.331 again include  newly calculated START values.
4. UE receives the CELL UPDATE CONFIRM message.
As a result of this, UE will assume START values transmitted in CELL UPDATE message #1, and UTRAN will assume START values transmitted in CELL UPDATE message #2. This will lead to START value inconsistency in UE and UTRAN. 

We have indentified one scenario where this will lead to HFN desynchronisation. According to TS25.331 section 8.3.1.6, UE and UTRAN shall at RLC re-establishment initiate the HFNs using the START value included in the CELL UPDATE messge.

Scenario 2

1. While in Cell_FACH (or Cell_DCH) state having a signalling connection to one CN domain, UE sends INITIAL DIRECT TRANSFER message to establish a signaling connection to the other CN domain. If this is the second time (or more) a signalling connection is being established for this CN domain during the ongoing RRC connetion, UE will calculate a START value according to 25.331 section 8.5.9 and include this in the INITIAL DIRECT TRANSFER message.

2. The INITIAL DIRECT TRANSFER message does not arrive at UTRAN, but will be retransmitted by RLC.

3. UE triggers a CELL UPDATE message (e.g. cell re-selection, T305 timeout), including newly calculated START values.

4. UTRAN receives the CELL UPDATE message, and responds with a CELL UPDATE CONFIRM message. 

5. UE receives the CELL UPDATE CONFIRM message.

6. UTRAN will receive the INITIAL DIRECT TRANSFER sent by UE in step 1.
As a result of this, UE and UTRAN will have different assumptions on the latest transmitted START values. UEwill assume START values transmitted in CELL UPDATE, and UTRAN will assume the START value received in INITIAL direct transfer message. When invoking the security mode control procedure for the ‘new’ CN domain, there will be HFN desynchronisation, and the service will fail.

After step 6, depending on the scenario, UE will send a confirmation message (UTRAN MOBILITY INFORMATION COMPLETE or XXX RECONFIGURATION COMPLETE) to the CELL UPDATE CONFIRM message. In case of SRNS relocation, this confirmation message will again include newly calculated START values. But since RLC is re-established at  SRNS relocation, the INITIAL DIRECT TRANSFER message sent by UE at step 1 will not arrive in UTRAN. Instead, according to TS25.331 section 8.1.8.2a, the INITIAL DIRECT TRANSFER message shall be re-transmitted (by RRC). Also for this scenario, there is a risk for HFN desynchronisation, in case current wordings of TS25.331 is strictly followed.

3. Proposal

Scenario 1

We propose to avoid the problem discussed in this scenario by requiring the UE to not re-calculate the START values during an ongoing Cell update procedure, but include the same START values when the CELL UPDATE message is re-transmitted.

This solution affects only UE. The change is proposed to be included in TS25.331 Rel-5, but the change may be implemented by R99/Rel-4 UEs without any compatibility problems.

A draft CR to 25.331 is attached.

Scenario 2

Obviously, one solution to avoid the problems discussed in this document would be to require the UE to not calculate and transmit any new START value until UE has received confirmation that an  an earlier transmitted START value has been received in UTRAN (in this scenario RLC ack on INITIAL DIRECT TRANSFER message). 

Another solution to avoid the problem would be to rely on a proper UTRAN behaviour. UTRAN should discard a received START value that is lower than an earlier received START value, since this earlier received START value is the “latest transmitted  START value” assumed by UE.

We propose that RAN2 discusses the alternative solutions above, and if should be documented in TS25.331. If so, Ericsson will provide the CR.
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8.3.1.3
CELL UPDATE / URA UPDATE message contents to set

In case of cell update procedure the UE shall transmit a CELL UPDATE message.

In case of URA update procedure the UE shall transmit a URA UPDATE message.

The UE shall set the IEs in the CELL UPDATE message as follows:

1>
set the IE "Cell update cause" corresponding to the cause specified in subclause 8.3.1.2 that is valid when the CELL UPDATE message is submitted to lower layers for transmission;

NOTE:
During the time period starting from when a cell update procedure is initiated by the UE until when the procedure ends, additional CELL UPDATE messages may be transmitted by the UE with different causes.

1>
set the IE "U-RNTI" to the value of the variable U_RNTI;

1>
if the value of the variable PROTOCOL_ERROR_INDICATOR is TRUE:

2>
include the IE "RRC transaction identifier"; and

3>
set it to the value of "RRC transaction identifier" in the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS.

2>
include and set the IE "failure cause" to the cause value "protocol error";

2>
set the IE "Protocol error information" set to the value of the variable PROTOCOL_ERROR_INFORMATION.

1>
if the value of the variable FAILURE_INDICATOR is TRUE:

2>
include the IE "RRC transaction identifier"; and

3>
set it to the value of "RRC transaction identifier" in the entry for the CELL UPDATE CONFIRM message in the table "Accepted transactions" in the variable TRANSACTIONS.

2>
include and set the IE "failure cause" to the value of the variable FAILURE_CAUSE.

1>
include the START values for each CN domain, calculated according to subclause 8.5.9;
1>
if an unrecoverable error [16] in any of the AM RLC entities for the signalling radio bearers RB2, RB3 or RB4 is detected:

2>
set the IE "AM_RLC error indication (RB2, RB3 or RB4)" to TRUE.

1>
otherwise:

2>
set the IE "AM_RLC error indication (RB2, RB3 or RB4)" to FALSE.

1>
if an unrecoverable error [16] in any of the AM RLC entities for the RB5 or upward is detected:

2>
set the IE "AM_RLC error indication (RB>4)" to TRUE.

1>
otherwise:

2>
set the IE "AM_RLC error indication (RB>4)" to FALSE.

1>
set the IE "RB Timer indicator" to the value of the variable RB_TIMER_INDICATOR;

1>
if the variable ESTABLISHMENT_CAUSE is initialised:

2>
include the IE "Establishment cause" and set it to the value of the variable ESTABLISHMENT_CAUSE.
The UE shall set the IEs in the URA UPDATE message as follows:

1>
set the IE "U-RNTI" to the value of the variable U_RNTI;

1>
set the IE "URA update cause" corresponding to which cause as specified in subclause 8.3.1.2 that is valid when the URA UPDATE message is submitted to lower layers for transmission;

NOTE:
During the time period starting from when a URA update procedure is initiated by the UE until when the procedure ends, additional URA UPDATE messages may be transmitted by the UE with different causes, depending on which causes are valid for the respective URA UPDATE message.

2>
if the value of the variable PROTOCOL_ERROR_INDICATOR is TRUE:

3>
include the IE "RRC transaction identifier"; and

4>
set it to the value of "RRC transaction identifier" in the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

3>
set the IE "Protocol error indicator" to TRUE;

3>
include the IE "Protocol error information" set to the value of the variable PROTOCOL_ERROR_INFORMATION.

2>
if the value of the variable PROTOCOL_ERROR_INDICATOR is FALSE:

3>
if the value of the variable INVALID_CONFIGURATION is TRUE:

4>
include the IE "RRC transaction identifier"; and

4>
set it to the value of "RRC transaction identifier" in the entry for the URA UPDATE CONFIRM message in the table "Accepted transactions" in the variable TRANSACTIONS;

4>
set the IE "Protocol error indicator" to TRUE;

4>
include the IE "Protocol error information" set to "Information element value not comprehended";

3>
if the value of the variable INVALID_CONFIGURATION is FALSE:

4>
set the IE "Protocol error indicator" to FALSE.

8.3.1.4
T305 expiry and the UE detects "out of service area"

When the T305 expires and the UE detects that it is "out of service area" as specified in subclause 8.5.5.1, the UE shall

1>
start timer T307;

1>
act according to subclause 7.2.2.

8.3.1.4.1
Re-entering "in service area"

If the UE detects "in service area" according to subclause 8.5.5.2 and timer T307 or T317 is running, the UE shall:

1>
check the value of V302; and

1>
if V302 is equal to or smaller than N302:

2>
in case of a cell update procedure:

3>
set the contents of the CELL UPDATE message according to subclause 8.3.1.3;
3>
submit the CELL UPDATE message for transmission on the uplink CCCH.

2>
in case of a URA update procedure:

3>
set the contents of the URA UPDATE message according to subclause 8.3.1.3;

3>
submit the URA UPDATE message for transmission on the uplink CCCH.

2>
increment counter V302;

2>
restart timer T302 when the MAC layer indicates success or failure to transmit the message.

1>
if V302 is greater than N302:

2>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2>
in case of a cell update procedure:

3>
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS.

2>
in case of a URA update procedure:

3>
clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS.

2>
release all its radio resources;

2>
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

2>
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

2>
clear the variable ESTABLISHED_RABS;

2>
enter idle mode;

2>
perform other actions when entering idle mode from connected mode as specified in subclause 8.5.2;

2>
and the procedure ends.

8.3.1.4.2
Expiry of timer T307

When the T307 expires, the UE shall:
1>
move to idle mode;
1>
release all dedicated resources;

1>
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

1>
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

1>
clear the variable ESTABLISHED_RABS;

1>
perform other actions when entering idle mode from connected mode as specified in subclause 8.5.2;
1>
and the procedure ends.
8.3.1.5
Reception of an CELL UPDATE/URA UPDATE message by the UTRAN

When the UTRAN receives a CELL UPDATE/URA UPDATE message, the UTRAN should:

1>
in case the procedure was triggered by reception of a CELL UPDATE:

2>
if SRNS relocation was performed:

3>
transmit a CELL UPDATE CONFIRM message on the downlink DCCH.
2>
otherwise:

3>
update the START value for each CN domain as maintained in UTRAN (refer to subclause 8.5.9) with "START" in the IE "START list" for the CN domain as indicated by "CN domain identity" in the IE "START list";

3>
transmit a CELL UPDATE CONFIRM message on the downlink DCCH or optionally on the CCCH but only if ciphering is not required; and

3>
optionally set the IE "RLC re-establish indicator (RB2, RB3 and RB4)" and/or the IE "RLC re-establish indicator (RB5 and upwards)" to TRUE to request a RLC re-establishment in the UE, in which case the corresponding RLC entities should also be re-established in UTRAN; or

1>
in case the procedure was triggered by reception of a URA UPDATE:

2>
if SRNS relocation was performed:

3>
transmit a URA UPDATE CONFIRM message on the downlink DCCH.
2>
otherwise:
3>
transmit a URA UPDATE CONFIRM message on the downlink CCCH or DCCH.
2>
include the IE "URA identity" in the URA UPDATE CONFIRM message in a cell where multiple URA identifiers are broadcast; or

1>
initiate an RRC connection release procedure (see subclause 8.1.4) by transmitting an RRC CONNECTION RELEASE message on the downlink CCCH. In particular UTRAN should:

2>
if the CELL UPDATE message was sent because of an unrecoverable error in RB2, RB3 or RB4:

3>
initiate an RRC connection release procedure (subclause 8.1.4) by transmitting an RRC CONNECTION RELEASE message on the downlink CCCH.

UTRAN may transmit several CELL UPDATE CONFIRM/URA UPDATE CONFIRM messages to increase the probability of proper reception of the message by the UE. In such a case, the RRC SN for these repeated messages should be the same.

8.3.1.6
Reception of the CELL UPDATE CONFIRM/URA UPDATE CONFIRM message by the UE

When the UE receives a CELL UPDATE CONFIRM/URA UPDATE CONFIRM message; and

-
if the message is received on the CCCH, and IE "U-RNTI" is present and has the same value as the variable U_RNTI; or

-
if the message is received on DCCH:

the UE may:

1>
maintain a list of the set of cells to which the UE has Radio Links if the IE "Cell ID" is present.
the UE shall:

1>
stop timer T302;

1>
in case of a cell update procedure and the CELL UPDATE CONFIRM message:

2>
includes "RB information elements"; and/or

2>
includes "Transport channel information elements"; and/or

2>
includes "Physical channel information elements"; and

2>
if the variable ORDERED_RECONFIGURATION is set to FALSE:

3>
set the variable ORDERED_RECONFIGURATION to TRUE.

1>
act upon all received information elements as specified in subclause 8.6, unless specified otherwise in the following:

2>
if the IE "Frequency info" is included in the message:

3>
if the IE "RRC State Indicator" is set to the value "CELL_FACH" or "CELL_PCH" or URA_PCH":

4>
select a suitable UTRA cell according to [4] on that frequency;

4>
act as specified in subclause 8.3.1.12.

3>
if the IE "RRC State Indicator" is set to the value "CELL_DCH":

4>
act on the IE "Frequency info" as specified in subclause 8.6.6.1.

2>
use the transport channel(s) applicable for the physical channel types that is used; and

2>
if the IE "TFS" is neither included nor previously stored in the UE for that transport channel(s):

3>
use the TFS given in system information.

2>
if none of the TFS stored is compatible with the physical channel:

3>
delete the stored TFS;

3>
use the TFS given in system information.

2>
if the IE "RLC re-establish indicator (RB2, RB3 and RB4)" in the CELL UPDATE CONFIRM message is set to TRUE:

3>
re-establish the RLC entities for signalling radio bearer RB2, signalling radio bearer RB3 and signalling radio bearer RB4 (if established);
3>
if the value of the IE "Status" in the variable CIPHERING_STATUS of the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN is set to "Started":

4>
set the HFN component of the respective COUNT-C values for AM RLC entities with RB identity 2,RB identity 3 and RB identity 4 (if established) equal to the START value included in the latest transmitted CELL UPDATE message for the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN.

2>
if the IE "RLC re-establish indicator (RB5 and upwards)" in the CELL UPDATE CONFIRM message is set to TRUE:

3>
for radio bearers with RB identity 5 and upwards:

4>
re-establish the AM RLC entities;
4>
if the value of the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Started":

5>
set the HFN component of the respective COUNT-C values for AM RLC entities equal to the START value included in this CELL UPDATE message for the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS.

NOTE:
UE actions, in case IE "Downlink counter synchronisation info" is included and either IE "RLC re-establish indicator (RB2, RB3 and RB4)" or  IE "RLC re-establish indicator (RB5 and upwards)" are set to TRUE, are not defined.
1>
if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the IE "Ciphering mode info" or contained the IE "Integrity protection mode info":

2>
set the IE "Status" in the variable SECURITY_MODIFICATION for all the CN domains in the variable SECURITY_MODIFICATION to "Affected".

1>
if the variable ESTABLISHMENT_CAUSE is set:

2>
clear the variable ESTABLISHMENT_CAUSE.

1>
enter a state according to subclause 8.6.3.3 applied on the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message.

If the UE after state transition enters CELL_DCH state, it shall:

1>
perform the physical layer synchronisation procedure A as specified in [29] (FDD only);

1>
not prohibit periodical status transmission in RLC.

If the UE after state transition remains in CELL_FACH state, it shall

1>
start the timer T305 using its initial value if timer T305 is not running and periodical cell update has been configured by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity";

1>
select PRACH according to subclause 8.5.17;

1>
select Secondary CCPCH according to subclause 8.5.19;

1>
not prohibit periodical status transmission in RLC;

1>
if the IE "UTRAN DRX cycle length coefficient" is included in the same message:

2>
ignore that IE and stop using DRX.

If the UE after state transition enters URA_PCH or CELL_PCH state, it shall:

1>
prohibit periodical status transmission in RLC;

1>
clear the variable C_RNTI;

1>
stop using that C_RNTI just cleared from the variable C_RNTI in MAC;

1>
start the timer T305 using its initial value if timer T305 is not running and periodical update has been configured by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity";

1>
select Secondary CCPCH according to subclause 8.5.19;

1>
if the IE "UTRAN DRX cycle length coefficient" is included in the same message:

2>
use the value in the IE "UTRAN DRX Cycle length coefficient" for calculating Paging Occasion and PICH Monitoring Occasion as specified in subclause 8.6.3.2.

NOTE:
The UTRAN should not change the currently used value of the IE "UTRAN DRX cycle length coefficient" within a short time of moving the UE into CELL_PCH/URA_PCH state, otherwise there is a risk of a DRX cycle mismatch between the UE and UTRAN. This time should be long enough for the UTRAN to have sufficient confidence that the ACK to the reconfiguration complete message has been received by the UE and therefore the procedure has completed within the UE.
1>
if the IE "UTRAN DRX cycle length coefficient" is not included in the same message:
2>
set the variable INVALID_CONFIGURATION to TRUE.
If the UE after the state transition remains in CELL_FACH state; and

1>
the contents of the variable C_RNTI are empty:

it shall check the value of V302; and:

1>
if V302 is equal to or smaller than N302:

2>
if, caused by the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message:

3>
the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE; and/or

3>
the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:

4>
abort the ongoing integrity and/or ciphering reconfiguration;

4>
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the IE "Ciphering mode info":

5>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

5>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

4>
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the IE "Integrity protection mode info":

5>
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

5>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

2>
in case of a URA update procedure:

3>
stop the URA update procedure;

3>
clear any entry for the URA UPDATE CONFIRM message in the table "Accepted transactions" in the variable TRANSACTIONS; and
3>
continue with a cell update procedure.

2>
set the contents of the CELL UPDATE message according to subclause 8.3.1.3, except for the IE "Cell update cause" which shall be set to "cell reselection";
2>
submit the CELL UPDATE message for transmission on the uplink CCCH;

2>
increment counter V302;

2>
restart timer T302 when the MAC layer indicates success or failure to transmit the message.

1>
if V302 is greater than N302:

2>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2>
in case of a cell update procedure:

3>
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS.

2>
in case of a URA update procedure:

3>
clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS.

2>
release all its radio resources;

2>
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

2>
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

2>
clear the variable ESTABLISHED_RABS;

2>
enter idle mode;

2>
other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

2>
and the procedure ends.

If the UE after the state transition remains in CELL_FACH state; and

-
a C-RNTI is stored in the variable C_RNTI;

or

-
the UE after the state transition moves to another state than the CELL_FACH state:

the UE shall:

1>
if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the IE "Ciphering mode info":

2>
include and set the IE "Radio bearer uplink ciphering activation time info" in any response message transmitted below to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

1>
in case cell reselection interrupted an ongoing cell update procedure and a CELL UPDATE CONFIRM/URA UPDATE CONFIRM was received with the IE "Downlink counter synchronisation info" present and the response to which was not submitted to the lower layers due to the cell re-selection:

2>
include the IE "START list" in the response message transmitted according to subclause 8.3.1.7;

2>
if the CELL UPDATE CONFIRM/URA UPDATE CONFIRM, the response to which was not delivered to the lower layers, due to the cell re-selection, included the IE "RB with PDCP information list":

3>
include the IE "RB with PDCP information list" in the response message transmitted according to subclause 8.3.1.7.
1>
in case of a cell update procedure:

2>
set the IE "RRC transaction identifier" in any response message transmitted below to the value of "RRC transaction identifier" in the entry for the CELL UPDATE CONFIRM message in the table "Accepted transactions" in the variable TRANSACTIONS; and

2>
clear that entry.

1>
in case of a URA update procedure:

2>
set the IE "RRC transaction identifier" in any response message transmitted below to the value of "RRC transaction identifier" in the entry for the URA UPDATE CONFIRM message in the table "Accepted transactions" in the variable TRANSACTIONS; and

2>
clear that entry;

1>
if the variable PDCP_SN_INFO is non-empty:

2>
include the IE "RB with PDCP information list" in any response message transmitted below and set it to the value of the variable PDCP_SN_INFO.

1>
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message included the IE "Downlink counter synchronisation info":

2>
if the variable PDCP_SN_INFO is empty:

3>
configure the corresponding RLC entity for all AM and UM radio bearers and AM and UM signalling radio bearers except RB2 to "stop".

2>
else:

3>
configure the RLC entity for signalling radio bearers RB1, RB3 and RB4 to "stop";

3>
configure the RLC entity for UM and AM radio bearers for which the IE "PDCP SN Info" is not included to "stop".

2>
re-establish the RLC entity for RB2;

2>
for the downlink and the uplink, apply the ciphering configuration as follows:

3>
if the received re-configuation message included the IE "Ciphering Mode Info":

4>
use the ciphering configuration in the received message when transmitting the response message.

3>
if the ciphering configuration for RB2 from a previously received SECURITY MODE COMMAND has not yet been applied because the activation times not having been reached:

4>
if the previous SECURITY MODE COMMAND was received due to new keys being received:

5>
consider the new ciphering configuration to include the received new keys;

5>
initialise the HFN component of the uplink COUNT-C and downlink COUNT-C of SRB2 as indicated in subclause 8.1.12.3.1.

4>
if the ciphering configuration for RB2 from a previously received SECURITY MODE COMMAND has not yet been applied because of the corresponding activation times not having been reached and the previous SECURITY MODE COMMAND caused a change in LATEST_CONFIGURED_CN_DOMAIN:

5>
consider the new ciphering configuration to include the keys associated with the LATEST_CONFIGURED_CN_DOMAIN;

5>
initialise the HFN component of the uplink COUNT-C and downlink COUNT-C of SRB2 to the most recently transmitted IE "START list" or IE "START" for the LATEST_CONFIGURED_CN_DOMAIN at the reception of the previous SECURITY MODE COMMAND.

4>
apply the new ciphering configuration immediately following RLC re-establishment.

3>
else:

4>
continue using the current ciphering configuration.

2>
set the new uplink and downlink HFN component of the COUNT-C of RB2 to MAX(uplink HFN component of the COUNT-C of RB2, downlink HFN component of the COUNT-C of RB2);

2>
increment by one the downlink and uplink values of the HFN component of the COUNT-C for RB2;

2>
calculate the START value according to subclause 8.5.9;

2>
include the calculated START values for each CN domain in the IE "START list" in the IE "Uplink counter synchronisation info" in any response message transmitted below.

1>
transmit a response message as specified in subclause 8.3.1.7;

1>
if the IE "Integrity protection mode info" was present in the CELL UPDATE CONFIRM or URA UPDATE CONFIRM message:

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from and including the transmitted response message.

1>
if the variable ORDERED_RECONFIGURATION is set to TRUE caused by the received CELL UPDATE CONFIRM message in case of a cell update procedure:

2>
set the variable ORDERED_RECONFIGURATION to FALSE.

1>
clear the variable PDCP_SN_INFO;

1>
when the response message transmitted per subclause 8.3.1.7 to the UTRAN has been confirmed by RLC:

2>
if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the IE "Ciphering mode info":

3>
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

3>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

3>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

2>
if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the IE "Integrity protection mode info":

3>
set "Uplink RRC Message sequence number" for signalling radio bearer RB0 in the variable INTEGRITY_PROTECTION_INFO to a value such that next RRC message to be sent on uplink RB0 will use the new integrity protection configuration;

3>
allow the transmission of RRC messages on all signalling radio bearers with any RRC SN;
3>
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE.

2>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

1>
in case of a cell update procedure:

2>
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS.

1>
in case of a URA update procedure:

2>
clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS.

1>
set the variable CELL_UPDATE_STARTED to FALSE;

1>
clear the variable SECURITY_MODIFICATION.

1>
stop timers T314 and/or T315 if they are running.

The procedure ends.

8.3.1.7
Transmission of a response message to UTRAN

If the CELL UPDATE CONFIRM message:

-
includes the IE "RB information to release list":

the UE shall:

1>
transmit a RADIO BEARER RELEASE COMPLETE as response message using AM RLC.

If the CELL UPDATE CONFIRM message:

-
does not include the IE "RB information to release list"; and

-
includes the IE "RB information to reconfigure list"; or

-
includes the IE "RB information to be affected list":

the UE shall:

1>
transmit a RADIO BEARER RECONFIGURATION COMPLETE as response message using AM RLC.

If the CELL UPDATE CONFIRM message:

-
does not include the IE "RB information to release list", nor the IE "RB information to reconfigure list", nor the IE "RB information to be affected list"; and

-
includes "Transport channel information elements":

the UE shall:

1>
transmit a TRANSPORT CHANNEL RECONFIGURATION COMPLETE as response message using AM RLC.

If the CELL UPDATE CONFIRM message:

-
does not include the IE "RB information to release list", nor the IE "RB information to reconfigure list", nor the IE "RB information to be affected list"; and

-
does not include "Transport channel information elements"; and

-
includes "Physical channel information elements":

the UE shall:

1>
transmit a PHYSICAL CHANNEL RECONFIGURATION COMPLETE as response message using AM RLC.

If the CELL UPDATE CONFIRM message:

-
does not include the IE "RB information to release list", nor the IE "RB information to reconfigure list", nor the IE "RB information to be affected list"; and

-
does not include "Transport channel information elements"; and

-
does not include "Physical channel information elements"; and

-
includes "CN information elements"; or

-
includes the IE "Ciphering mode info"; or

-
includes the IE "Integrity protection mode info"; or

-
includes the IE "New C-RNTI"; or

-
includes the IE "New U-RNTI"; or

-
includes the IE "Downlink counter synchronisation info" and the IE "New U-RNTI":

NOTE:
The UTRAN should include the IE "New C-RNTI" in CELL UPDATE CONFIRM messages with the IE "RRC State Indicator" set to "CELL_PCH" or "URA_PCH" within a short time of moving the UE into CELL_PCH/URA_PCH state, otherwise there is a risk of an RRC state mismatch between the UE and UTRAN. This time should be long enough for the UTRAN to have sufficient confidence that the ACK to the reconfiguration complete message has been received by the UE and therefore the procedure has completed within the UE.
the UE shall:

1>
transmit a UTRAN MOBILITY INFORMATION CONFIRM as response message using AM RLC.

If the CELL UPDATE CONFIRM message:

-
does not include "RB information elements"; and

-
does not include "Transport channel information elements"; and

-
does not include "Physical channel information elements"; and

-
does not include "CN information elements"; and

-
does not include the IE "Ciphering mode info"; and

-
does not include the IE "Integrity protection mode info"; and

-
does not include the IE "New C-RNTI"; and

-
does not include the IE "New U-RNTI":

the UE shall:

1>
transmit no response message.

If the URA UPDATE CONFIRM message:

-
includes "CN information elements"; or

-
includes the IE "Ciphering mode info"; or

-
includes the IE "Integrity protection mode info"; or

-
includes any one or both of the IEs "New C-RNTI" and "New U-RNTI"; or

-
includes the IE "Downlink counter synchronisation info" and the IE "New U-RNTI":

the UE shall:

1>
transmit a UTRAN MOBILITY INFORMATION CONFIRM as response message using AM RLC.

If the URA UPDATE CONFIRM message:

-
does not include "CN information elements"; and

-
does not include the IE "Ciphering mode info"; and

-
does not include the IE "Integrity protection mode info"; and

-
does not include the IE "New U-RNTI"; and

-
does not include the IE "New C-RNTI":

the UE shall:

1>
transmit no response message.

If the new state is CELL_DCH or CELL_FACH, the response message shall be transmitted using the new configuration after the state transition., and the UE shall:

1>
if the IE "Downlink counter synchronisation info" was included in the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message:

2>
when RLC has confirmed the successful transmission of the response message:

3>
if the variable PDCP_SN_INFO is empty:

4>
configure the RLC entity for all AM and UM radio bearers and AM and UM signalling radio bearers except RB2 to "continue".
3>
else:

4>
configure the RLC entity for signalling radio bearers RB1, RB3 and RB4 to "continue";

4>
configure the RLC entity for UM and AM radio bearers for which the IE " PDCP SN Info" is not included to "continue".
3>
re-establish all AM and UM RLC entities with RB identities larger than 4 and set the first 20 bits of all the HFN component of the respective COUNT-C values to the START value included in the response message for the corresponding CN domain;

3>
re-establish the RLC entities with RB identities 1, 3 and 4 and set the first 20 bits of all the HFN component of the respective COUNT-C values to the START value included in the response message for the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN;

3>
set the remaining bits of the HFN component of the COUNT-C values of all UM RLC entities to zero;

3>
if the IE "PDCP context relocation info" is not present:
>
re-initialise the PDCP header compression entities of each radio bearer in the variable ESTABLISHED_RABS as specified in [36].

3>

if the IE "PDCP context relocation info" is present:
4>
perform the actions as specified in subclause 8.6.4.13.
1>
if the variable PDCP_SN_INFO is empty:

2>
if the CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the IE "Ciphering mode info":

3>
when RLC has confirmed the successful transmission of the response message:

4>
continue with the remainder of the procedure.

2>
if the CELL UPDATE CONFIRM or URA UPDATE CONFIRM message did not contain the IE "Ciphering mode info":

3>
when RLC has been requested to transmit the response message,

4>
continue with the remainder of the procedure.

1>
if the variable PDCP_SN_INFO is non-empty:

2>
when RLC has confirmed the successful transmission of the response message:

3>
for each radio bearer in the variable PDCP_SN_INFO:

4>
if the IE "RB started" in the variable ESTABLISHED_RABS is set to "started":

5>
configure the RLC entity for that radio bearer to "continue".

3>
continue with the remainder of the procedure.

If the new state is CELL_PCH or URA_PCH, the response message shall be transmitted in CELL_FACH state, and the UE shall:

1>
when RLC has confirmed the successful transmission of the response message:

2>
if the IE "Downlink counter synchronisation info" was included in the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message:

3>
re-establish all AM and UM RLC entities with RB identities larger than 4 and set the first 20 bits of all the HFN component of the respective COUNT-C values to the START value included in the response message for the corresponding CN domain;

3>
re-establish the RLC entities with RB identities 1, 3 and 4 and set the first 20 bits of all the HFN component of the respective COUNT-C values to the START value included in the response message for the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN;

3>
set the remaining bits of the HFN component of the COUNT-C values of all UM RLC entities to zero;

3>
re-initialise the PDCP header compression entities of each radio bearer in the variable ESTABLISHED_RABS as specified in [36].

2>
for each radio bearer in the variable PDCP_SN_INFO:

3>
if the IE "RB started" in the variable ESTABLISHED_RABS is set to "started":

4>
configure the RLC entity for that radio bearer to "continue".

2>
enter the new state (CELL_PCH or URA_PCH, respectively).

1>
continue with the remainder of the procedure.

8.3.1.7a
Physical channel failure

If the received CELL UPDATE CONFIRM message would cause the UE to transit to CELL_DCH state:

1>
if the UE failed to establish the physical channel(s) indicated in the received CELL UPDATE CONFIRM message according to the criteria defined in subclause 8.5.4 are not fulfilled; or

1>
the received CELL UPDATE CONFIRM message does not contain dedicated physical channels:

the UE shall:

1>
if, caused by the received CELL UPDATE CONFIRM message

2>
the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE; and/or

2>
the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:

3>
abort the ongoing integrity and/or ciphering reconfiguration;

3>
if the received CELL UPDATE CONFIRM message contained the IE "Ciphering mode info":

4>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

4>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

3>
if the received CELL UPDATE CONFIRM message contained the IE "Integrity protection mode info":

4>
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

4>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

1>
if the variable ORDERED_RECONFIGURATION is set to TRUE caused by the received CELL UPDATE CONFIRM message:

2>
set the variable ORDERED_RECONFIGURATION to FALSE.

1>
if V302 is equal to or smaller than N302:

2>
select a suitable UTRA cell according to [4];

2>
set the contents of the CELL UPDATE message according to subclause 8.3.1.3, except for the IE "Cell update cause" which shall be set to "Radio link failure";
2>
submit the CELL UPDATE message for transmission on the uplink CCCH;

2>
increment counter V302;

2>
restart timer T302 when the MAC layer indicates success or failure to transmit the message.

1>
if V302 is greater than N302:

2>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2>
in case of a cell update procedure:

3>
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS.

2>
release all its radio resources;

2>
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

2>
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

2>
clear the variable ESTABLISHED_RABS;

2>
set the variable CELL_UPDATE_STARTED to FALSE;

2>
enter idle mode.

8.3.1.8
Unsupported configuration by the UE

If the UE does not support the configuration in the CELL UPDATE CONFIRM message and/or the variable UNSUPPORTED_CONFIGURATION is set to TRUE, the UE shall:

1>
if V302 is equal to or smaller than N302, the UE shall:

2>
if, caused by the received CELL UPDATE CONFIRM message

3>
the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE; and/or

3>
the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:

4>
abort the ongoing integrity and/or ciphering reconfiguration;

4>
if the received CELL UPDATE CONFIRM message contained the IE "Ciphering mode info":

5>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

5>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

4>
if the received CELL UPDATE CONFIRM message contained the IE "Integrity protection mode info":

5>
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

5>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

2>
if the variable ORDERED_RECONFIGURATION is set to TRUE due to the received CELL UPDATE CONFIRM message in case of a cell update procedure:

3>
set the variable ORDERED_RECONFIGURATION to FALSE.

2>
set the variable FAILURE_INDICATOR to TRUE;

2>
set the variable FAILURE_CAUSE to "Unsupported configuration";

2>
set the content of the CELL UPDATE message according to subclause 8.3.1.3;
2>
submit the CELL UPDATE message for transmission on the uplink CCCH;

2>
increment counter V302;

2>
restart timer T302 when the MAC layer indicates success or failure to transmit the message.

1>
if V302 is greater than N302, the UE shall:

2>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2>
clear the variable PDCP_SN_INFO;

2>
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

2>
release all its radio resources;

2>
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

2>
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

2>
clear the variable ESTABLISHED_RABS;

2>
set the variable CELL_UPDATE_STARTED to FALSE;

2>
enter idle mode;

2>
Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

2>
and the procedure ends.

8.3.1.9
Invalid configuration

If the variable INVALID_CONFIGURATION is set to TRUE, the UE shall:

1>
if V302 is equal to or smaller than N302:

2>
if, caused by the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message

3>
the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE; and/or

3>
the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:

4>
abort the ongoing integrity and/or ciphering reconfiguration;

4>
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the IE "Ciphering mode info":

5>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

5>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

4>
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the IE "Integrity protection mode info";

5>
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

5>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

2>
if the variable ORDERED_RECONFIGURATION is set to TRUE caused by the received CELL UPDATE CONFIRM message in case of a cell update procedure:

3>
set the variable ORDERED_RECONFIGURATION to FALSE.

2>
in case of a cell update procedure:

3>
set the variable FAILURE_INDICATOR to TRUE;

3>
set the variable FAILURE_CAUSE to "Invalid configuration";

3>
set the contents of the CELL UPDATE message according to subclause 8.3.1.3;
3>
submit the CELL UPDATE message for transmission on the uplink CCCH.

2>
in case of a URA update procedure:

3>
set the contents of the URA UPDATE message according to subclause 8.3.1.3;

3>
submit the URA UPDATE message for transmission on the uplink CCCH.

2>
increment counter V302;

2>
restart timer T302 when the MAC layer indicates success or failure to transmit the message.

1>
if V302 is greater than N302:

2>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2>
clear the variable PDCP_SN_INFO;

2>
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

2>
release all its radio resources;

2>
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

2>
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

2>
clear the variable ESTABLISHED_RABS;

2>
set the variable CELL_UPDATE_STARTED to FALSE;

2>
enter idle mode;

2>
Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

2>
the procedure ends.

8.3.1.9a
Incompatible simultaneous reconfiguration

In case of a cell update procedure and if the received CELL UPDATE CONFIRM message

-
includes "RB information elements"; and/or

-
includes "Transport channel information elements"; and/or

-
includes "Physical channel information elements"; and

-
the variable ORDERED_RECONFIGURATION is set to TRUE because of an ongoing Reconfiguration procedure;

or

If the variable INCOMPATIBLE_SECURITY_RECONFIGURATION is set to TRUE due to the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message:

the UE shall:

1>
if V302 is equal to or smaller than N302:

2>
if, caused by the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message

3>
the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE; and/or

3>
the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:

4>
abort the ongoing integrity and/or ciphering reconfiguration;

4>
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the IE "Ciphering mode info":

5>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

5>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

4>
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the IE "Integrity protection mode info":

5>
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

5>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

2>
if the variable ORDERED_RECONFIGURATION is set to TRUE due to the received CELL UPDATE CONFIRM message in case of a cell update procedure:

3>
set the variable ORDERED_RECONFIGURATION to FALSE.

2>
set the variable FAILURE_INDICATOR to TRUE;

2>
set the variable FAILURE_CAUSE to "Incompatible simultaneous reconfiguration";

2>
set the content of the CELL UPDATE message according to subclause 8.3.1.3;
2>
submit the CELL UPDATE message for transmission on the uplink CCCH;

2>
increment counter V302;

2>
restart timer T302 when the MAC layer indicates success or failure to transmit the message.

1>
if V302 is greater than N302:

2>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2>
clear the variable PDCP_SN_INFO;

2>
set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to FALSE;

2>
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

2>
release all its radio resources;

2>
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

2>
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

2>
clear the variable ESTABLISHED_RABS;

2>
set the variable CELL_UPDATE_STARTED to FALSE;

2>
enter idle mode;

2>
Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

2>
the procedure ends.

8.3.1.9b
Security reconfiguration during Cell update procedure

If:

-
the variable CELL_UPDATE_STARTED is set to TRUE; and

-
the UE receives a SECURITY MODE COMMAND message:

the UE shall

1>
ignore the received SECURITY MODE COMMAND and continue with any ongoing processes and procedures as if the SECURITY MODE COMMAND message has not been received.
8.3.1.10
Confirmation error of URA ID list

If the URA UPDATE CONFIRM message causes a confirmation error of URA identity list as specified in subclause 8.6.2.1 the UE shall:

1>
check the value of V302; and

1>
if V302 is smaller or equal than N302:

2>
if, caused by the received URA UPDATE CONFIRM message

3>
the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE; and/or

3>
the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:

4>
abort the ongoing integrity and/or ciphering reconfiguration;

4>
if the received URA UPDATE CONFIRM message contained the IE "Ciphering mode info":

5>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

5>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

4>
if the received URA UPDATE CONFIRM message contained the IE "Integrity protection mode info"

5>
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

5>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

2>
set the IEs in the URA UPDATE message according to subclause 8.3.1.3;

2>
submit the URA UPDATE message for transmission on the uplink CCCH;

2>
increment counter V302;

2>
restart timer T302 when the MAC layer indicates success or failure to transmit the message.

1>
if V302 is greater than N302:

2>
release all its radio resources;

2>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2>
clear the variable PDCP_SN_INFO;

2>
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

2>
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

2>
clear the variable ESTABLISHED_RABS;

2>
set the variable CELL_UPDATE_STARTED to FALSE;

2>
enter idle mode;

2>
perform the actions specified in subclause 8.5.2 when entering idle mode from connected mode;

2>
the procedure ends.

8.3.1.11
Invalid CELL UPDATE CONFIRM/URA UPDATE CONFIRM message

If the UE receives an CELL UPDATE CONFIRM/URA UPDATE CONFIRM message, which contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error handling as follows:

1>
If V302 is equal to or smaller than N302, the UE shall:

2>
set the variable PROTOCOL_ERROR_INDICATOR to TRUE;

2>
in case of a cell update procedure:

3>
set the contents of the CELL UPDATE message according to subclause 8.3.1.3;
3>
submit the CELL UPDATE message for transmission on the uplink CCCH.

2>
in case of a URA update procedure:

3>
set the contents of the URA UPDATE message according to subclause 8.3.1.3;

3>
submit the URA UPDATE message for transmission on the uplink CCCH.

2>
increment counter V302;

2>
restart timer T302 when the MAC layer indicates success or failure to transmit the message.

1>
if V302 is greater than N302, the UE shall:

2>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2>
in case of a cell update procedure:

3>
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS.

2>
in case of a URA update procedure:

3>
clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS.

2>
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

2>
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

2>
clear the variable ESTABLISHED_RABS;

2>
set the variable CELL_UPDATE_STARTED to FALSE;

2>
release all its radio resources;

2>
enter idle mode;

2>
Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

2>
the procedure ends.

8.3.1.12
T302 expiry or cell reselection

If any or several of the following conditions are true:

-
expiry of timer T302;

-
reselection to another UTRA cell (including the previously serving cell) before completion of the cell update or URA update procedure;

the UE shall:

1>
stop T302 if it is running;

1>
if the UE was in CELL_DCH state prior to the initiation of the procedure; and

2>
if timers T314 and T315 have elapsed while T302 was running:

3>
enter idle mode.

3>
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2.

3>
and the procedure ends.

2>
if timer T314 has elapsed while T302 was running and,

3>
if "T314 expired" in the variable RB_TIMER_INDICATOR is set to FALSE and

3>
if T315 is still running:

4>
release locally all radio bearers which are associated with any radio access bearers for which in the variable ESTABLISHED_RABS the value of the IE "Re-establishment timer" is set to "useT314";

4>
indicate release of those radio access bearers to upper layers;

4>
delete all information about those radio access bearers from the variable ESTABLISHED_RABS;

4>
set "T314 expired" in the variable RB_TIMER_INDICATOR to TRUE.

2>
if timer T315 has elapsed while T302 was running and,

3>
if "T315 expired" in the variable RB_TIMER_INDICATOR is set to FALSE and,

3>
if T314 is still running:

4>
release locally all radio bearers which are associated with any radio access bearers for which in the variable ESTABLISHED_RABS the value of the IE "Re-establishment timer" is set to "useT315";

4>
indicate release of those radio access bearers to upper layers;

4>
delete all information about those radio access bearers from the variable ESTABLISHED_RABS;

4>
set "T315 expired" in the variable RB_TIMER_INDICATOR to TRUE.

2>
if timers T314 and T315 are not running:

3>
enter idle mode;

3>
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

3>
and the procedure ends.
1>
check whether it is still in "in service area" (see subclause 8.5.5.2);

1>
if the variable ORDERED_RECONFIGURATION is set to TRUE caused by the received CELL UPDATE CONFIRM message in case of a cell update procedure:

2>
set the variable ORDERED_RECONFIGURATION to FALSE.

1>
in case of a cell update procedure:

2>
clear any entry for the CELL UPDATE CONFIRM message in the table "Accepted transactions" in the variable TRANSACTIONS.

1>
in case of a URA update procedure:

2>
clear any entry for the URA UPDATE CONFIRM message in the table "Accepted transactions" in the variable TRANSACTIONS.

If the UE detects "in service area" if it has not entered idle mode, and:

1>
if V302 is equal to or smaller than N302, the UE shall:

2>
if the UE performed cell re-selection:

3>
delete its C-RNTI.

2>
in case of a cell update procedure:

3>
set the contents of the CELL UPDATE message according to subclauses 8.3.1.3 and 8.5.10, including the same START values as in the previous transmission of the message
3>
if a CELL UPDATE CONFIRM message was received and caused the IE "Reconfiguration" in the variable CIPHERING_STATUS to be set to TRUE and/or the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE:

4>
if the IE "Downlink counter synchronisation info" was included in the received CELL UPDATE CONFIRM message:

5>
apply the new security (integrity protection) configuration received in the CELL UPDATE CONFIRM on the CELL UPDATE message.

3>
submit the CELL UPDATE message for transmission on the uplink CCCH.

2>
in case of a URA update procedure:

3>
set the contents of the URA UPDATE message according to subclauses 8.3.1.3 and 8.5.10;

3>
if a URA UPDATE CONFIRM message was received and caused the IE "Reconfiguration" in the variable CIPHERING_STATUS to be set to TRUE and/or the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:

4>
if the IE "Downlink counter synchronisation info" was included in the received URA UPDATE CONFIRM message:

5>
apply the new security (integrity protection) configuration received in the URA UPDATE CONFIRM on the URA UPDATE message.

3>
submit the URA UPDATE message for transmission on the uplink CCCH.

2>
increment counter V302;

2>
restart timer T302 when the MAC layer indicates success or failure to transmit the message.

1>
if V302 is greater than N302, the UE shall:

2>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2>
clear the variable PDCP_SN_INFO;

2>
in case of a cell update procedure:

3>
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS.

2>
in case of a URA update procedure:

3>
clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS.

2>
release all its radio resources;

2>
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

2>
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

2>
clear the variable ESTABLISHED_RABS;

2>
set the variable CELL_UPDATE_STARTED to FALSE;

2>
enter idle mode;

2>
other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

2>
and the procedure ends.

If the UE detects "out of service area", it shall:

1>
act according to subclause 7.2.2.

8.3.1.13
T314 expiry

Upon expiry of timer T314 the UE shall:

1>
if timer T302 is running:

2>
continue awaiting response message from UTRAN.

1>
if timer T302 is not running and timer T315 is running:

2>
set IE "T314 expired" in variable RB_TIMER_INDICATOR to TRUE;

2>
release locally all radio bearers which are associated with any radio access bearers for which in the variable ESTABLISHED_RABS the value of the IE "Re-establishment timer" is set to "useT314";

2>
indicate release of those radio access bearers to upper layers;

2>
delete all information about those radio access bearers from the variable ESTABLISHED_RABS.

1>
if timers T302 and T315 are not running:

2>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2>
clear the variable PDCP_SN_INFO;

2>
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

2>
release all its radio resources;

2>
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

2>
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

2>
clear the variable ESTABLISHED_RABS;

2>
set the variable CELL_UPDATE_STARTED to FALSE;

2>
enter idle mode;

2>
other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

2>
and the procedure ends.

8.3.1.14
T315 expiry

Upon expiry of timer T315 the UE shall:

1>
if timer T302 is running:

2>
continue awaiting response message from UTRAN.

1>
if timer T302 is not running and timer T314 is running:

2>
set IE "T315 expired" in variable RB_TIMER_INDICATOR to TRUE;

2>
release locally all radio bearers which are associated with any radio access bearers for which in the variable ESTABLISHED_RABS the value of the IE "Re-establishment timer" is set to "use T315";

2>
indicate release of those radio access bearers to upper layers;

2>
delete all information about those radio access bearers from the variable ESTABLISHED_RABS.

1>
if timers T302 and T314 are not running:

2>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2>
clear the variable PDCP_SN_INFO;

2>
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

2>
release all its radio resources;

2>
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

2>
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

2>
clear the variable ESTABLISHED_RABS;

2>
set the variable CELL_UPDATE_STARTED to FALSE;

2>
enter idle mode;

2>
other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

2>
and the procedure ends.

8.3.1.15
Reception of the UTRAN MOBILITY INFORMATION CONFIRM message by the UTRAN

See subclause 8.3.3.4.
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