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1. Introduction
This contribution highlights some issues linked to interaction between integrity protection and the sending of DIRECT TRANSFER messages during SRNS relocation.
2. Discussion

2.1 Summary of the situation
It is specified in [1], section 8.6.2, that:

“If during the Relocation Preparation procedure the source RNC receives a DIRECT TRANSFER message it shall be handled normally.”
Therefore, a Source RNC may be required to send downlink messages on SRB3 and SRB4 even after having valorised the SRNS Relocation Info included in the RANAP Source RNC to Target RNC Transparent Container IE.

This has some consequences to the valorisation of the container by the Source RNC. If it wants to be able to send downlink messages after the construction of the container without causing integrity desynchronisation, the Source RNC has to “anticipate” when “valorising” the DL COUNT-I of SRB3 and SRB4 (i.e. DL RRC HFN and DL RRC Message Sequence Number). An “anticipation” of 5 means increasing the COUNT-I by 5 before valorising the container and would allow the sending of 5 downlink DIRECT TRANSFER messages by the Source RNC during the Relocation Preparation procedure.
In most scenario, such “anticipation” will not cause any integrity issue as the first message sent on SRB3 and SRB4 will be received with a higher COUNT-I value has expected by the UE. This is a similar situation as the lost of messages on SRB1.
2.2 Issue 1: Scenario with only one SRNS relocation

2.2.1 Description of the issue
Here we consider a case involving only one SRNS relocation. In some scenario, a Security Mode Control Procedure will immediately follow the relocation under the Target RNC, e.g. case of UE being having a voice call going on and being PS connected, the relocation may require a Routing Area Update that will trigger SMC on the PS domain. In this scenario, the SMC is completed before any messages are sent on SRB4.
A possible and likely valorisation of the DL Integrity Activation Time of SRB4 is to choose the next value to be used (i.e. current RRC SN + 1). So, the first message sent on DL on SRB4 is going to use the new integrity protection configuration (new START PS).
The problem is that the Target RNC has no way to now if the “gap” linked to the anticipation done by the Source RNC, includes a RRC SN wrap-around or not. Therefore it does not now if it should valorise the HFN part of the COUNT-I for this first message to “Latest_received_START_PS” or “Latest_received_START_PS +1”.
Lets consider the following examples:
Case A: The gap does not include a wrap-around

	DL COUNT-I of SRB4
	Source RNC
	Target RNC
	UE

	Value before relocation
	HFN = x

RRC SN= 14
latest value sent
	-
	HFN = x

RRC SN= 14
latest value received

	Value in the Source to Target container
	
	HFN = x +1

RRC SN= 3

Anticipation for 5 Direct Transfert
	

	3 Direct Transfer sent during the relocation preparation
	
	-
	HFN = x +1

RRC SN= 1

latest value received

	Value of the first message sent on SRB4 i.e. using the new IP configuration
	
	HFN = ?
RRC SN= 4
	

	HFN value used by the UE for the the first message sent on SRB4
	
	
	As 4 >1:

HFN = Latest_transmitted_START_PS

RRC SN= 4


Case B: The gap includes a wrap-around

	DL COUNT-I of SRB4
	Source RNC
	Target RNC
	UE

	Value before relocation
	HFN = x

RRC SN= 14

latest value sent
	-
	HFN = x

RRC SN= 14

latest value received

	Value in the Source to Target container
	
	HFN = x +1

RRC SN= 3

Anticipation for 5 Direct Transfert
	

	No Direct Transfer sent during the relocation preparation
	
	-
	HFN = x

RRC SN= 14

latest value received

	Value of the first message sent on SRB4 i.e. using the new IP configuration
	
	HFN = ?

RRC SN= 4
	

	HFN value used by the UE for the the first message sent on SRB4
	
	
	As 4 < 14:

HFN = Latest_transmitted_START_PS +1
RRC SN= 4


The example shows clearly that the Target RNC has no way to know if the UE is going to use the Latest_transmitted_START_PS or the Latest_transmitted_START_PS + 1.
The issue is coming from the fact that the UE doesn’t differentiate the re-initialisation of the COUNT-I in case the Activation Time is 0 or not.
This is, in fact, a known restriction in RAN2. It has been discussed in the context of the lost of messages on SRB1. At that time, the conclusion of the discussions has been that the UTRAN had to choose the DL AT for SRB1 accordingly (far away from the wrap-around). The situation is the same for all releases (Rel-99, Rel-4 and Rel-5).

2.2.2 Possible work-around
A work-around exists with the current specifications: the Target RNC could choose the DL Integrity Protection Activation Time for SRB3 and SRB4 of the first SMC to at least current RRC SN + 2. The problem has never been discussed in 3GPP and may lead to IOT issues during inter-vendors SRNS relocations, so we think that still RAN2 should still discuss the scenario.

2.2.3 Possible way forwards
Several ways forward could be envisaged for each release:

· Solution UE: Modify/correct the UE handling of the re-initialisation of the COUNT-I in case of the Activation Time is 0 or not.

This requires a RRC CR specifying that only in case the AT=0, the HFN value of the COUNT-I is initialized to Latest_transmitted_START_PS+1.
Such a CR would also the UTRAN to choose the DL AT of SRB1 in order to use the latest security configuration as soon as possible.

· Solutions UTRAN:

· As a Source RNC: limit the sending of DL DIRECT TRANSFER so prevent for a wrap-around to happen. This is of course not a complete solution, as potentially not all the received DT messages will be able to be sent by the Source RNC. In our example above, the Source RNC will be able to send only one DT.

· As a Target RNC: Choice of the DT Activation Time for Integrity for the first SMC at least to Current RRC SN + 2 for SRB3 and SRB4. This is in fact the solution described in the section above: the “work-around” solution.
2.3 Issue 2: Scenario with successive SRNS relocations

2.3.1 Description of the issue
It is possible to envisage a scenario with several SRNS relocations following each other, without any messages being sent in the DL on SRB3 and/or SRB4. Assuming that each time the Source RNC is making some provision when valorizing the SRNS Relocation Info, there is a high risk of HFN desynchronisation between the UE and the Target RNC when a  message will finally be sent on SRB3 or SRB4. The problem can occur whatever the chosen “anticipation” and is of course minimized by small “anticipation”. 

2.3.2 No possible work-around

We couldn’t think of any work-around.


2.3.3 Possible way forwards
Several ways forward could be envisaged here also:

· Do nothing: if the scenario is considered rare and to complex to correct.

· Solutions RAN2 could be invented. But none would be very clean. For example:
· Definition and sending of a “dummy” RRC message on SRB3 and SRB4 following each SRNS relocation. This would re-synchronize the counters.
· Modification of the RRC reconfiguration messages to include a new IE that would give to the UE the value of the COUNT-I to use after the relocation.

· Solutions RAN3:

· Solution based on the “Tunnelisation” of the Direct Transfer message from the Source RNC to the Target RNC.

· Modification of the RAN3 requirement: forbidding the sending of Direct Transfer messages during the relocation preparation procedure.

Of course any solution resolving issue 2 would resolve issue 1.

3. Conclusion

In order to resolve the scenario involving one SRNS relocation only, our proposal is to go for the “work-around” for Rel-99 and Rel-4 and to make a UE RRC CR from Rel-5 onwards.

For second scenario, we think that the discussion should be on the probability of the issue to happen and on the impact of not sending DT messages during relocation.

4. Reference
[1] 25.413 
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