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1. Introduction

This document discusses a problem with the Security mode control procedure. 

2. Discussion

Due to the existence of two Core Network domains, UE is required to handle simultaneous procedures and signalling related to each CN domain. One example of a procedure that requires some level of “coordination” between the signalling related to each CN domains is the RRC Security mode control procedure, used to invoke encryption and/or integrity protection of radio bearers and signalling radio bearers. A radio bearer is associated with one CN domain, and encrypted using a CN-domain specific key. But the signalling radio bearers are “common” resources, used for signalling related to both CN domains. Therefore, TS25.331 requires the UE to accept and handle one Security mode control procedure at a time. 

Currently according to TS 25.331, UE considers the Security mode control procedure as completed, and is prepared to accept another Security mode control procedure, when UE receives RLC ACK on the SECURITY MODE COMPLETE message. However, a UTRAN is not aware of the exact timing of this event, and might trigger another security mode control procedure too early, i.e. before the RLC ACK has been received by the UE. This leads to that UE rejects this second Security mode control procedure (INCOMPATIBLE_SECURITY_RECONFIGURATION, ref. TS 25.331 section 8.1.12.4a) and UE transmits a SECURITY MODE FAILURE message. 

This failure scenario can occur when UE initialises signalling connections towards each CN domain very close in time, and each CN domain will invoke ciphering and/or integrity protection. This happens e.g. at LA/RA Update at UE power-on and change of Location/Routing Area (e.g. at cell re-selection from GSM to UMTS). The signalling connection towards one of the CN domains will fail, and UE will normally repeat the LA or RA Update. This will delay the time until the user gets service.

Some possible ways avoid failure due to this problem are:

1. UTRAN can delay the triggering of a second Security Mode Command.
After UTRAN has received SECURITY MODE COMPLETE message, UTRAN can wait some time before triggering the second Security Mode Command. When setting this delay, a number of RLC retransmissions and the RLC re-transmission timer setting must be considered. The delay should on the other hand not be set too long, as this will occupy radio resources.

2. If UE rejects the second Security mode control procedure due to not having completed the previous procedure, UTRAN can repeat the second Security mode control procedure after some delay.
Also this solution suffers from the problem that it is difficult to set an optimal delay, see above.

3. UE buffers the second SECURITY MODE COMMAND message, until RLC ACK is received on SECURITY MODE COMPLETE for the first security mode control procedure.
This is currently not a permitted UE behaviour, according to TS25.331. However, this solution implies that the delay of the second security mode command is minimised. The solution is only impacting UE.

4. A new RRC message can be introduced in TS25.331, sent from UE to UTRAN when RLC ACK is received on SECURITY MODE COMPLETE for the first security mode control procedure.
This solution requires modifications both in UE and UTRAN.

3. Conclusion

In this document, we have identified a problem with the Security mode control procedure, and presented a number of solutions.

Solutions 1 or 2 can be introduced in UTRAN independent of UEs. They are typical “network work-arounds”.

Solution 3 can be introduced in UE independent of UTRAN.

Solution 4 requires modifications both in UE and UTRAN.

We propose that solution 3 is introduced as a mandatory UE requirement in Rel-6, but that UE compliant to earlier releases may implement this solution. In this way, there will from Rel-6 be a standardised solution that not requires additional delays introduced in UTRAN.

If RAN2 agrees to this proposal, Ericsson will provide the needed CRs.
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