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	Reason for change:
(

	As was discussed in R2-032065 at WG2-38 it is currently not clear that the UE shall not send RRC messages without IP protection after the SECURITY MODE COMMAND has been received (during the waiting time for the L2 ack for the SECURITY MODE COMPLETE).

In some scenarious it is important that the NW knows that IP is successfully started in the UE. E.g. SA3 is currently working on a solution for UE early mobile handling where some UEs do not handle ciphering correctly. The solution is based on several steps:

1. The CN requests the UE identity from the UE (without IP or ciphering)

2. The SMC procedure is performed, where ciphering is not started if the UE identity corresponds to a UE that does not handle ciphering.

3. To assure that e.g. a third party does not intercept and send a modified UE identity (potentially disabling ciphering) the CN requests the UE identity again after the SMC. Since IP is now applied the correctness of the UE identity can be verified.

In order for the procedure to work, the NW (CN and/or UTRAN) needs to know when IP is started in the UE, or at least it needs to be assured that no messages without IP are accepted by the NW after the SMC procedure.

In this CR 2 alternatives are outlined to adress this issue:

a) Clarify that UEs shall not transmit RRC messages without IP after the SMC complete has been transmitted and clarify that UTRAN should discard any messages without IP, received after the SMC complete. Thus it is guaranteed that the second UE identity is not transmitted without IP and that UTRAN discards any messages sent by intruders.

b) Only clarify that UTRAN should discard any messages without IP received after the SMC complete.  In the SA3 solution, the CN should then wait some time before requesting the UE identity the second time. Thus, IP would most likely be started when the UE identity is requested. If the CN waits to short time, the UE response will be discarded in UTRAN and the call is released. This may be acceptable for UEs not supporting ciphering if the probability for the event is sufficiently low.

In the attached CR, the necessary changes for alt a) are shown whereas the necessary changes for alt b) is a subset of these changes.

For details regarding the current specification status in 25.331 on this issue, see R2-032065

	
	

	Summary of change:
(1) 

	1) It is clarified that UTRAN should discard any messages received without IP after the SMC complete.

2) It is clarified that the UE shall not transmit messages requering integrity protection from the point in time where the SMC is received (IP is started), until the L2 ack for the SMC COMPLETE is received (variables for IP are initialised).

3) It is clarified that the IP configuration shall be applied for the first transmitted message in uplink after the SMC has been received. 
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not approved:
	UTRAN and CN has no way of knowing when IP is started, and consequently procedures requering IP may fail.

Interoperability: 

· Isolated impact: the impact is isolated; only the corrected functionality is affected

· CR implemented only by UTRAN: Calls may be dropped if the CN does not wait some time before requesting the UE identity.

· CR implemented only by the UE: messages without IP may be accepted by the NW, thus imposing a security risk.
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8.1.12.5
Reception of SECURITY MODE COMPLETE message by the UTRAN

UTRAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all subsequent messages with the new integrity protection configuration, if changed. When UTRAN has received a SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, UTRAN should:

1>
if the IE "Ciphering mode info" was included in the SECURITY MODE COMMAND message:

2>
if new keys were received for the CN domain set in the IE "CN Domain Identity" in the SECURITY MODE COMMAND:

3>
set, at the downlink and uplink activation time, all the bits of the hyper frame numbers of the downlink and uplink COUNT-C values respectively for all radio bearers for this CN domain and all signalling radio bearers to zero.

2>
else (if new keys were not received):

3>
use, at the downlink and uplink activation time, the value "START" in the most recently received IE "START list" or IE "START" that belongs to the CN domain as indicated in the IE "CN domain identity" to initialise all hyper frame numbers of the downlink and uplink COUNT-C values respectively for all the signalling radio bearers as follows:

4>
set the 20 most significant bits of the hyper frame numbers of the COUNT-C for all signalling radio bearers to the value "START" in the most recently received IE "START list" or IE "START" for that CN domain;

4>
set the remaining bits of the hyper frame numbers equal to zero.

1>
if the IE "Integrity protection mode info" was included in the SECURITY MODE COMMAND message:

2>
if this was not the first SECURITY MODE COMMAND message for this RRC connection:

3>
if new keys have been received for the CN domain set in the IE "CN Domain Identity" included in the transmitted SECURITY MODE COMMAND message:

4>
initialise, at the downlink and uplink activation time, all hyper frame numbers of the downlink and uplink COUNT-I values respectively for all the signalling radio bearers other than RB2 as follows:

5>
set all bits of the hyper frame numbers of the uplink and downlink COUNT-I to zero.

3>
if no new keys have been received for the CN domain set in the IE "CN Domain Identity" included in the transmitted SECURITY MODE COMMAND message:

4>
use, at the downlink and uplink activation time, the value "START" in the most recently received IE "START list" or IE "START" that belongs to the CN domain as indicated in the IE "CN domain identity" to initialise all hyper frame numbers of the downlink and uplink COUNT-I values respectively for all the signalling radio bearers other than RB2 as follows:

5>
set the 20 most significant bits of the hyper frame numbers of the downlink and uplink COUNT-I respectively for all signalling radio bearers to the value "START" in the most recently received IE "START list" or IE "START" for that CN domain;

5>
set the remaining bits of the hyper frame numbers equal to zero.

1>
send an indication to upper layers that the new security configuration has been activated;

1>
resume, in the downlink, all suspended radio bearers and all signalling radio bearers;

1>
allow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

1>
if the IE "Integrity protection mode command" included in the SECURITY MODE COMMAND had the value "Start":

2>
start applying integrity protection in the downlink and uplink for all signalling radio bearers.

1>
if the IE "Integrity protection mode command" included in the SECURITY MODE COMMAND had the value "Modify":

2>
start applying the new integrity protection configuration in the downlink at the RRC sequence number, for each signalling radio bearers RBn, except for signalling radio bearer RB2, indicated by the entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info";

2>
continue applying the new integrity configuration for signalling radio bearer RB2;

2>
apply the new integrity protection configuration on the received signalling messages with RRC SN greater than or equal to the number associated with the signalling radio bearer in IE "Uplink integrity protection activation info".

1>
apply the old ciphering configuration for the transmission of RLC PDUs with RLC sequence number less than the number indicated in the IE "Radio bearer downlink ciphering activation time info" included in the IE "Ciphering mode info";

1>
apply the new ciphering configuration for the transmission of RLC PDUs with RLC sequence number greater than or equal to the number indicated in IE "Radio bearer downlink ciphering activation time info" included in the IE "Ciphering mode info";

1>
apply the old integrity protection configuration on the received signalling messages with RRC SN smaller than the number associated with the signalling radio bearer in IE "Uplink integrity protection activation info";

1>
for radio bearers using RLC-AM or RLC-UM:

2>
use the old ciphering configuration for received RLC PDUs with RLC sequence number less than the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE;

2>
use the new ciphering configuration for received RLC PDUs with RLC sequence number greater than or equal to the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE;

2>
if an RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been received by UTRAN before the activation time for the new ciphering configuration has been reached, ignore the activation time and apply the new ciphering configuration immediately after the RLC reset or RLC re-establishment.

1>
for radio bearers using RLC-TM:

2>
use the old ciphering configuration for the received RLC PDUs before the CFN as indicated in the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info" as included in the SECURITY MODE COMMAND;

2>
use the new ciphering configuration for the received RLC PDUs at the CFN as indicated in the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info" as included in the SECURITY MODE COMMAND.

1>
and the procedure ends.

8.6.3.5.1
Initialisation of Integrity Protection

The UE shall:

1>
if the IE "Integrity protection mode command" has the value "start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not started", and this IE was included in the message SECURITY MODE COMMAND:

2>
initialise the information for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO according to the following:

3>
set the IE "Uplink RRC Message sequence number" in the variable INTEGRITY_PROTECTION_INFO to zero;

3>
do not set the IE "Downlink RRC Message sequence number" in the variable INTEGRITY_PROTECTION_INFO;

3>
set the variable INTEGRITY_PROTECTION_ACTIVATION_INFO to zero for each signalling radio bearer in the IE "ESTABLISHED_RABS".

NOTE:
The IEs "Integrity protection activation info" and "RRC Message sequence number"included in the IE "Integrity Check Info" in the transmitted message do not have identical values, but integrity protection is applied from the first transmitted message.

2>
set the IE "Status" in the variable INTEGRITY_PROTECTION_INFO to the value "Started";
2>
prohibit transmission of RRC messages on all signalling radio bearers in the IE "ESTABLISHED_RABS" except on RB0 and RB2;
NOTE: The transmission on RB2 may anyway be restricted due to a set ciphering activation time, see subclause 8.6.3.4
2>
perform integrity protection on the received message, applying the new integrity protection configuration, as described in subclause 8.5.10.1 by:

3>
using the algorithm (UIA [40]) indicated by the IE "Integrity protection algorithm" contained in the IE "Integrity protection mode info";

3>
using the IE "Integrity protection initialisation number", contained in the IE "Integrity protection mode info" as the value of FRESH [40].

2>
start applying the new integrity protection configuration in the downlink for each signalling radio bearer in the IE "ESTABLISHED_RABS" except RB2 at the next received RRC message;

2>
start applying the new integrity protection configuration in the downlink for signalling radio bearer RB2 from and including the received SECURITY MODE COMMAND message;

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from and including the transmitted SECURITY MODE COMPLETE message;

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearers other than RB2 at the next transmitted RRC message.
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