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8.1.12
Security mode control
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Figure 8.1.12-1: Security mode control procedure

8.1.12.1
General

The purpose of this procedure is to trigger start of ciphering or to command the restart of the ciphering with a new ciphering configuration, for the radio bearers of one CN domain and for all signalling radio bearers.

It is also used to start integrity protection or to modify the integrity protection configuration for all signalling radio bearers.

8.1.12.2
Initiation

8.1.12.2.1
Ciphering configuration change

To start/restart ciphering, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using the most recent ciphering configuration. If no such ciphering configuration exists then the SECURITY MODE COMMAND is not ciphered. UTRAN should not transmit a SECURITY MODE COMMAND to signal a change in ciphering algorithm.

When configuring ciphering, UTRAN should ensure that the UE needs to store at most two different ciphering configurations (keyset and algorithm) per CN domain, in total over all radio bearers at any given time. For signalling radio bearers the total number of ciphering configurations that need to be stored is at most three. Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, UTRAN should:

1>
suspend all radio bearers using RLC-AM or RLC-UM and all signalling radio bearers using RLC-AM or RLC-UM, except the signalling radio bearer used to send the SECURITY MODE COMMAND message on the downlink DCCH in RLC-AM according to the following:

2>
not transmit RLC PDUs with sequence number greater than or equal to the number in IE "Radio bearer downlink ciphering activation time info" on all suspended radio bearers and all suspended signalling radio bearers.

1>
set, for the signalling radio bearer used to send the SECURITY MODE COMMAND, the "RLC sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info", at which time the new ciphering configuration shall be applied;

1>
if a transparent mode radio bearer for this CN domain exists:

2>
include the IE "Ciphering activation time for DPCH" in IE "Ciphering mode info", at which time the new ciphering configuration shall be applied;
1>
consider an ciphering activation time in downlink to be pending until the selected activation time (as below) is equal to or larger than the RLC state variable "Send state variable" (for RLC-AM) or "UM data state variable" (for RLC-UM);
1>
set, for each suspended radio bearer and signalling radio bearer that has no pending ciphering activation time set by a previous security mode control procedure, an "RLC sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info", at which time the new ciphering configuration shall be applied;

1>
set, for each suspended radio bearer and signalling radio bearer that has a pending ciphering activation time set by a previous security mode control procedure, the "RLC sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info" to the value used in the previous security mode control procedure, at which time the latest ciphering configuration shall be applied;
1>
if Integrity protection has already been started for the UE:

2>
if for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, a new security key set (new ciphering and integrity protection keys) has been received from upper layers since the transmission of the last SECURITY MODE COMMAND message for that CN domain:

3>
include the IE "Integrity protection mode info" in the SECURITY MODE COMMAND.

2>
if the IE "CN domain identity" in the SECURITY MODE COMMAND is different from the IE "CN domain identity" that was sent in the previous SECURITY MODE COMMAND message to the UE:

3>
include the IE "Integrity protection mode info" in the SECURITY MODE COMMAND.

1>
transmit the SECURITY MODE COMMAND message on RB2.

8.1.12.2.2
Integrity protection configuration change

To start or modify integrity protection, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using the new integrity protection configuration. UTRAN should not "modify" integrity protection for a CN domain to which a SECURITY MODE COMMAND configuring integrity protection has been previously sent for an ongoing signalling connection unless the application of new integrity keys needs to be signalled to the UE. UTRAN should not transmit a SECURITY MODE COMMAND to signal a change in integrity protection algorithm.

When configuring Integrity protection, UTRAN should:

1>
ensure that the UE needs to store at most three different Integrity protection configurations (keysets) at any given time. This includes the total number of Integrity protection configurations for all signalling radio bearers;

1>
if Ciphering has already been started for the UE for the CN domain to be set in the IE "CN domain identity" in the SECURITY MODE COMMAND:

2>
if for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, a new security key set (new ciphering and integrity protection keys) has been received from upper layers since the transmission of the last SECURITY MODE COMMAND message for that CN domain:

3>
include the IE "Ciphering mode info" in the SECURITY MODE COMMAND.

1>
if Ciphering has already been configured for the UE for a CN domain different from the CN domain to be set in the IE "CN domain identity" in the SECURITY MODE COMMAND:

2>
include the IE "Ciphering mode info" in the SECURITY MODE COMMAND.

Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, UTRAN should:

1>
if this is the first SECURITY MODE COMMAND sent for this RRC connection:

2>
if new keys have been received:

3>
initialise the hyper frame numbers as follows:

4>
set all bits of the hyper frame numbers of the COUNT-I values for all signalling radio bearers to zero.

2>
else (if new keys have not been received):

3>
use the value "START" in the most recently received IE "START list" or IE "START" that belongs to the CN domain indicated in the IE "CN domain identity" to initialise all hyper frame numbers of COUNT-I for all the signalling radio bearers by:

4>
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the value "START" in the most recently received IE "START list" or IE "START" for that CN domain;

4>
setting the remaining bits of the hyper frame numbers equal to zero.

1>
else (this is not the first SECURITY MODE COMMAND sent for this RRC connection):

2>
if new keys have been received:

3>
initialise the hyper frame number for COUNT-I for RB2 as follows:

4>
set all bits of the HFN of the COUNT-I value for RB2 to zero.

2>
if new keys have not been received:

3>
initialise the hyper frame number for COUNT-I for RB2 as follows:

4>
set the 20 most significant bits of the HFN of the downlink and uplink COUNT-I to the value of the most recently received IE "START" or IE "START LIST" for the CN domain to be set in the IE "CN Domain Identity";

4>
set the remaining bits of the HFN of the downlink and uplink COUNT-I to zero.

1>
if the IE "Integrity protection mode command" has the value "Start":

2>
prohibit the transmission of signalling messages with any RRC SN on all signalling radio bearers, except RB2;

2>
set the FRESH value in the IE "Integrity protection initialisation number", included in the IE "Integrity protection mode info".

1>
if the IE "Integrity protection mode command" has the value "Modify":

2>
for each signalling radio bearer RBn, except RB2:

3>
prohibit the transmission of signalling messages with RRC SN greater or equal to the RRC sequence number in entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info".

2>
consider an activation time in downlink for Integrity protection to be pending until the selected activation time is equal to the next RRC sequence number to be used, which means that the last RRC message using the old integrity protection configuration has been submitted to lower layers

2>
set, for each signalling radio bearer RBn, that has no pending integrity protection activation time set by a previous security mode control procedure, an RRC sequence number in entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info", at which time the new integrity protection configuration shall be applied;

2>
set, for each signalling radio bearer RBn, that has a pending integrity protection activation time set by a previous security mode control procedure, the RRC sequence number in entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info", to the value used in the previous security mode control procedure, at which time the latest integrity protection configuration shall be applied.
1>
transmit the SECURITY MODE COMMAND message on RB2 using the new integrity protection configuration.

8.1.12.3
Reception of SECURITY MODE COMMAND message by the UE

Upon reception of the SECURITY MODE COMMAND message, the UE shall:

1>
if neither IE "Ciphering mode info" nor IE "Integrity protection mode info" is included in the SECURITY MODE COMMAND:

2>
set the variable INVALID_CONFIGURATION to TRUE.

1>
if the IE "Security capability" is the same as indicated by variable UE_CAPABILITY_TRANSFERRED, and the IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is the same as indicated by the variable UE_CAPABILITY_TRANSFERRED:

2>
set the variable LATEST_CONFIGURED_CN_DOMAIN equal to the IE "CN domain identity";

2>
set the IE "Status" in the variable SECURITY_MODIFICATION for the CN domain indicated in the IE "CN domain identity" in the received SECURITY MODE COMMAND to the value "Affected";

2>
set the IE "Status" in the variable SECURITY_MODIFICATION for all CN domains other than the CN domain indicated in the IE "CN domain identity" to "Not affected";

2>
set the IE "RRC transaction identifier" in the SECURITY MODE COMPLETE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Accepted transactions" in the variable TRANSACTIONS; and

2>
clear that entry;

2>
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

3>
perform the actions as specified in subclause 8.6.3.4.

2>
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":

3>
perform the actions as specified in subclause 8.6.3.5.

1>
prior to sending the SECURITY MODE COMPLETE message:

2>
use the old ciphering configuration for this message;

2>
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

3>
include and set the IE "Radio bearer uplink ciphering activation time info" to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

3>
for each radio bearer and signalling radio bearer that belongs to the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN:

4>
start or continue incrementing the COUNT-C values for all RLC-AM and RLC-UM signalling radio bearers at the ciphering activation time as specified in the procedure;

4>
continue incrementing the COUNT-C values for all RLC-AM and RLC-UM radio bearers.

3>
if no new security key set (new ciphering and integrity protection keys) has been received from the upper layers [40] for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN:

4>
for ciphering on signalling radio bearers using RLC-AM and RLC-UM in the downlink, at the RLC sequence number indicated in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info" included in the SECURITY MODE COMMAND, for each signalling radio bearer:

5>
set the 20 most significant bits of the HFN component of the downlink COUNT-C to the value "START" in the most recently transmitted IE "START list" or IE "START" that belongs to the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

5>
set the remaining bits of the hyper frame numbers to zero.

3>
if new keys have been received:

4>
perform the actions in subclause 8.1.12.3.1.

2>
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":

3>
include and set the IE "Uplink integrity protection activation info" to the value of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO for each signalling radio bearer;

3>
if no new security key set (new ciphering and integrity protection keys) has been received from the upper layers [40] for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN, for RB2:

4>
in the downlink, for the received SECURITY MODE COMMAND message:

5>
set the 20 most significant bits of the IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to the value "START" in the most recently transmitted IE "START list" or IE "START" that belongs to the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

5>
set the remaining bits of the IE "Downlink RRC HFN" to zero.

4>
in the uplink, for the transmitted response message, SECURITY MODE COMPLETE:

5>
set the 20 most significant bits of the IE "Uplink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to the value "START" in the most recently transmitted IE "START list" or IE "START" that belongs to the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

5>
set the remaining bits of the IE "Uplink RRC HFN" to zero.

3>
if no new security key set (new ciphering and integrity protection keys) has been received from the upper layers [40] for the CN domain indicated in the variable LATEST_CONFIGURED_CN_DOMAIN, for each signalling radio bearer other than RB2:

4>
if the IE "Integrity protection mode command" has the value "start":

5>
in the downlink, for this signalling radio bearer:

6>
set the 20 most significant bits of IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to the value START transmitted in the most recently transmitted IE "START list" or IE "START" that belongs to the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

6>
set the remaining bits of the IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero;

4>
else:

5>
in the downlink, for the first message for which the RRC sequence number in a received RRC message for this signalling radio bearer is equal to or greater than the activation time as indicated in IE "Downlink integrity protection activation info" as included in the IE "Integrity protection mode info", for this signalling radio bearer:

6>
set the 20 most significant bits of the IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to the value "START" in the most recently transmitted IE "START list" or IE "START" that belongs to the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

6>
set the remaining bits of the IE "Downlink RRC HFN" to zero.

3>
if new keys have been received:

4>
perform the actions in subclause 8.1.12.3.1.

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from and including the transmitted SECURITY MODE COMPLETE message;

2>
transmit the SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC;

1>
when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:

2>
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

3>
if no new security key set (new ciphering and integrity protection keys) has been received from the upper layers [40] for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN:

4>
for ciphering on signalling radio bearers using RLC-AM and RLC-UM in the uplink, at the RLC sequence number indicated in IE "Radio bearer uplink ciphering activation time info" included in the SECURITY MODE COMPLETE, for each signalling radio bearer:

5>
set the HFN component of the uplink COUNT-C to the value "START" in the most recently transmitted IE "START list" or IE "START" that belongs to the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

5>
set the remaining bits of the hyper frame numbers to zero.

3>
if new keys have been received:

4>
perform the actions in subclause 8.1.12.3.1.

3>
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

3>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

3>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

2>
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":

3>
if no new security key set (new ciphering and integrity protection keys) has been received from the upper layers [40] for the CN domain indicated in the variable LATEST_CONFIGURED_CN_DOMAIN, for each signalling radio bearer other than RB2:

4>
if the IE "Integrity protection mode command" has the value "start":

5>
in the uplink, for this signalling radio bearer:

6>
set the 20 most significant bits of IE "Uplink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to the value START transmitted in the most recently transmitted IE "START list" or IE "START" that belongs to the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

6>
set the remaining bits of the IE "Uplink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero.

4>
else:

5>
in the uplink, for the first transmitted RRC message for this signalling radio bearer with RRC sequence number equal to the activation time as indicated in IE "Uplink integrity protection activation info" included in the transmitted SECURITY MODE COMPLETE, for this signalling radio bearer:

6>
set the 20 most significant bits of the IE "Uplink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to the value "START" in the most recently transmitted IE "START list" or IE "START" that belongs to the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

6>
set the remaining bits of the IE "Uplink RRC HFN" to zero.

3>
if new keys have been received:

4>
perform the actions in subclause 8.1.12.3.1.

3>
allow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

3>
set "Uplink RRC Message sequence number" for signalling radio bearer RB0 in the variable INTEGRITY_PROTECTION_INFO to a value such that next RRC message to be sent on uplink RB0 will use the new integrity protection configuration;

3>
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

3>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

2>
clear the variable SECURITY_MODIFICATION;

2>
notify upper layers upon change of the security configuration;

2>
and the procedure ends.

1>
if the IE "Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or the IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or if the IE "GSM security capability" is not included in the SECURITY MODE COMMAND and is included in the variable UE_CAPABILITY_TRANSFERRED:

2>
release all its radio resources;

2>
indicate the release of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

2>
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

2>
clear the variable ESTABLISHED_RABS;

2>
clear the variable SECURITY_MODIFICATION;

2>
enter idle mode;

2>
perform actions when entering idle mode as specified in subclause 8.5.2;

2>
and the procedure ends.

8.1.12.3.1
New ciphering and integrity protection keys

If a new security key set (new ciphering and integrity protection keys) has been received from the upper layers [40] for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN, the UE shall:

1>
set the START value for the CN domain indicated in the variable LATEST_CONFIGURED_CN_DOMAIN to zero;

1>
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":

2>
for integrity protection in the downlink on each signalling radio bearer except RB2:

3>
if IE "Integrity protection mode command" has the value "start":

4>
for the first received message on this signalling radio bearer:

5>
start using the new integrity key;

5>
for this signalling radio bearer:

6>
set the IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero.

3>
else:

4>
for the first message for which the RRC sequence number in a received RRC message for this signalling radio bearer is equal to or greater than the activation time as indicated in IE "Downlink integrity protection activation info" as included in the IE "Integrity protection mode info":

5>
start using the new integrity key;

5>
for this signalling radio bearer:

6>
set the IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero.

2>
for integrity protection in the uplink on each signalling radio bearer except RB2:

3>
for the first message for which the RRC sequence number in a to be transmitted RRC message for this signalling radio bearer is equal to the activation time as indicated in IE "Uplink integrity protection activation info" included in the transmitted SECURITY MODE COMPLETE message:

4>
start using the new integrity key;

4>
for this signalling radio bearer:

5>
set the IE "Uplink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero.

2>
for integrity protection in the downlink on signalling radio bearer RB2:

3>
at the received SECURITY MODECOMMAND:

4>
start using the new integrity key;

4>
set the IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero.

2>
for integrity protection in the uplink on signalling radio bearer RB2 :

3>
at the transmitted SECURITY MODE COMPLETE:

4>
start using the new integrity key;

4>
set the IE "Uplink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero.

1>
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

2>
for each signalling radio bearer and for each radio bearer for the CN domain indicated in the variable LATEST_CONFIGURED_CN_DOMAIN:

3>
if the IE "Status" in the variable CIPHERING_STATUS has the value "Started" for this CN domain, then for ciphering on radio bearers using RLC-TM:

4>
at the CFN as indicated in the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info":

5>
start using the new key in uplink and downlink;

5>
set the HFN component of the COUNT-C to zero.

3>
if the IE "Status" in the variable CIPHERING_STATUS has the value "Started" for this CN domain, then for ciphering on radio bearers and signalling radio bearers using RLC-AM and RLC-UM:

4>
in the downlink, at the RLC sequence number indicated in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info":

5>
start using the new key;

5>
set the HFN component of the downlink COUNT-C to zero.

4>
in the uplink, at the RLC sequence number indicated in IE "Radio bearer uplink ciphering activation time info":

5>
start using the new key;

5>
set the HFN component of the uplink COUNT-C to zero.

1>
consider the value of the latest transmitted START value to be zero.

8.1.12.4
Void

8.1.12.5
Reception of SECURITY MODE COMPLETE message by the UTRAN

UTRAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all subsequent messages with the new integrity protection configuration, if changed. When UTRAN has received a SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, UTRAN should:

1>
if the IE "Ciphering mode info" was included in the SECURITY MODE COMMAND message:

2>
if new keys were received for the CN domain set in the IE "CN Domain Identity" in the SECURITY MODE COMMAND:

3>
set, at the downlink and uplink activation time, all the bits of the hyper frame numbers of the downlink and uplink COUNT-C values respectively for all radio bearers for this CN domain and all signalling radio bearers to zero.

2>
else (if new keys were not received):

3>
use, at the downlink and uplink activation time, the value "START" in the most recently received IE "START list" or IE "START" that belongs to the CN domain as indicated in the IE "CN domain identity" to initialise all hyper frame numbers of the downlink and uplink COUNT-C values respectively for all the signalling radio bearers as follows:

4>
set the 20 most significant bits of the hyper frame numbers of the COUNT-C for all signalling radio bearers to the value "START" in the most recently received IE "START list" or IE "START" for that CN domain;

4>
set the remaining bits of the hyper frame numbers equal to zero.

1>
if the IE "Integrity protection mode info" was included in the SECURITY MODE COMMAND message:

2>
if this was not the first SECURITY MODE COMMAND message for this RRC connection:

3>
if new keys have been received for the CN domain set in the IE "CN Domain Identity" included in the transmitted SECURITY MODE COMMAND message:

4>
initialise, at the downlink and uplink activation time, all hyper frame numbers of the downlink and uplink COUNT-I values respectively for all the signalling radio bearers other than RB2 as follows:

5>
set all bits of the hyper frame numbers of the uplink and downlink COUNT-I to zero.

3>
if no new keys have been received for the CN domain set in the IE "CN Domain Identity" included in the transmitted SECURITY MODE COMMAND message:

4>
use, at the downlink and uplink activation time, the value "START" in the most recently received IE "START list" or IE "START" that belongs to the CN domain as indicated in the IE "CN domain identity" to initialise all hyper frame numbers of the downlink and uplink COUNT-I values respectively for all the signalling radio bearers other than RB2 as follows:

5>
set the 20 most significant bits of the hyper frame numbers of the downlink and uplink COUNT-I respectively for all signalling radio bearers to the value "START" in the most recently received IE "START list" or IE "START" for that CN domain;

5>
set the remaining bits of the hyper frame numbers equal to zero.

1>
send an indication to upper layers that the new security configuration has been activated;

1>
resume, in the downlink, all suspended radio bearers and all signalling radio bearers;

1>
allow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

1>
if the IE "Integrity protection mode command" included in the SECURITY MODE COMMAND had the value "Start":

2>
start applying integrity protection in the downlink for all signalling radio bearers.

1>
if the IE "Integrity protection mode command" included in the SECURITY MODE COMMAND had the value "Modify":

2>
start applying the new integrity protection configuration in the downlink at the RRC sequence number, for each signalling radio bearers RBn, except for signalling radio bearer RB2, indicated by the entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info";

2>
continue applying the new integrity configuration for signalling radio bearer RB2;

2>
apply the new integrity protection configuration on the received signalling messages with RRC SN greater than or equal to the number associated with the signalling radio bearer in IE "Uplink integrity protection activation info".

1>
apply the old ciphering configuration for the transmission of RLC PDUs with RLC sequence number less than the number indicated in the IE "Radio bearer downlink ciphering activation time info" included in the IE "Ciphering mode info";

1>
apply the new ciphering configuration for the transmission of RLC PDUs with RLC sequence number greater than or equal to the number indicated in IE "Radio bearer downlink ciphering activation time info" included in the IE "Ciphering mode info";

1>
apply the old integrity protection configuration on the received signalling messages with RRC SN smaller than the number associated with the signalling radio bearer in IE "Uplink integrity protection activation info";

1>
for radio bearers using RLC-AM or RLC-UM:

2>
use the old ciphering configuration for received RLC PDUs with RLC sequence number less than the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE;

2>
use the new ciphering configuration for received RLC PDUs with RLC sequence number greater than or equal to the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE;

2>
if an RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been received by UTRAN before the activation time for the new ciphering configuration has been reached, ignore the activation time and apply the new ciphering configuration immediately after the RLC reset or RLC re-establishment.

1>
for radio bearers using RLC-TM:

2>
use the old ciphering configuration for the received RLC PDUs before the CFN as indicated in the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info" as included in the SECURITY MODE COMMAND;

2>
use the new ciphering configuration for the received RLC PDUs at the CFN as indicated in the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info" as included in the SECURITY MODE COMMAND.

1>
and the procedure ends.

8.2.2.3
Reception of RADIO BEARER SETUP or RADIO BEARER RECONFIGURATION or RADIO BEARER RELEASE or TRANSPORT CHANNEL RECONFIGURATION or PHYSICAL CHANNEL RECONFIGURATION message by the UE

The UE shall be able to receive any of the following messages:

-
RADIO BEARER SETUP message; or

-
RADIO BEARER RECONFIGURATION message; or

-
RADIO BEARER RELEASE message; or

-
TRANSPORT CHANNEL RECONFIGURATION message; or

-
PHYSICAL CHANNEL RECONFIGURATION message.

In case the reconfiguration procedure is used to remove all existing RL(s) in the active set while new RL(s) are established the UE shall:

1>
apply the hard handover procedure as specified in subclause 8.3.5;

1>
be able to perform this procedure even if no prior UE measurements have been performed on the target cell and/or frequency.

If the UE receives:

-
a RADIO BEARER SETUP message; or

-
a RADIO BEARER RECONFIGURATION message; or

-
a RADIO BEARER RELEASE message; or

-
a TRANSPORT CHANNEL RECONFIGURATION message; or

-
a PHYSICAL CHANNEL RECONFIGURATION message:

it shall:

1>
set the variable ORDERED_RECONFIGURATION to TRUE;

1>
perform the physical layer synchronisation procedure as specified in [29];

1>
act upon all received information elements as specified in subclause 8.6, unless specified in the following and perform the actions below.

The UE may first release the physical channel configuration used at reception of the reconfiguration message. The UE shall then:

1>
in FDD, if the IE "PDSCH code mapping" is included but the IE "PDSCH with SHO DCH Info" is not included and if the DCH has only one link in its active set:

2>
act upon the IE "PDSCH code mapping" as specified in subclause 8.6; and

2>
infer that the PDSCH will be transmitted from the cell from which the downlink DPCH is transmitted.

1>
enter a state according to subclause 8.6.3.3.

In case the UE receives a RADIO BEARER RECONFIGURATION message including the IE "RB information to reconfigure" that only includes the IE "RB identity", the UE shall:

1>
handle the message as if IE "RB information to reconfigure" was absent.

NOTE:

The RADIO BEARER RECONFIGURATION message always includes the IE "RB information to reconfigure". UTRAN has to include it even if it does not require the reconfiguration of any RB.

If after state transition the UE enters CELL_DCH state, the UE shall, after the state transition:

1>
in FDD; or

1>
in TDD when "Primary CCPCH Info" is included indicating a new target cell and "New C-RNTI" is not specified:

2>
remove any C-RNTI from MAC;

2>
clear the variable C_RNTI.

In FDD, if after state transition the UE leaves CELL_DCH state, the UE shall, after the state transition:

1>
remove any DSCH-RNTI from MAC;

1>
clear the variable DSCH_RNTI.

If the UE was in CELL_DCH state upon reception of the reconfiguration message and remains in CELL_DCH state, the UE shall:

1>
if the IE "Uplink DPCH Info" is absent, not change its current UL Physical channel configuration;

1>
if the IE "Downlink information for each radio link" is absent, not change its current DL Physical channel configuration.

1>
in TDD:

2>
if "Primary CCPCH Info" is included indicating a new target cell and "New C-RNTI" is not specified:

3>
remove any C-RNTI from MAC;

3>
clear the variable C_RNTI.

NOTE:
The RADIO BEARER RECONFIGURATION message always includes the IE "Downlink information per radio link list" containing the mandatory IEs, even if UTRAN does not require the reconfiguration of any RL. In FDD, if the UE receives a RADIO BEARER RECONFIGURATION message where the IE "Downlink information per radio link list" includes only a number of "Primary CPICH Info" IEs, but the correct Primary CPICH for each of the cells in the active set is not included, then the UE behaviour is undefined.

If after state transition the UE enters CELL_FACH state, the UE shall, after the state transition:

1>
if the IE "Frequency info" is included in the received reconfiguration message:

2>
select a suitable UTRA cell according to [4] on that frequency.

1>
if the IE "Frequency info" is not included in the received reconfiguration message:

2>
select a suitable UTRA cell according to [4].

1>
if the received reconfiguration message included the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD), and the UE selects another cell than indicated by this IE or the received reconfiguration message did not include the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD):

2>
initiate a cell update procedure according to subclause 8.3.1 using the cause "Cell reselection";

2>
when the cell update procedure completed successfully:

3>
if the UE is in CELL_PCH or URA_PCH state:

4>
initiate a cell update procedure according to subclause 8.3.1 using the cause "Uplink data transmission";

4>
proceed as below.

1>
start timer T305 using its initial value if timer T305 is not running and if periodical update has been configured by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity" in the variable TIMERS_AND_CONSTANTS;

1>
select PRACH according to subclause 8.5.17;

1>
select Secondary CCPCH according to subclause 8.5.19;

1>
use the transport format set given in system information;

1>
if the IE "UTRAN DRX cycle length coefficient" is included in the same message:

2>
ignore that IE and stop using DRX.

1>
if the contents of the variable C_RNTI is empty:

2>
perform a cell update procedure according to subclause 8.3.1 using the cause "Cell reselection";

2>
when the cell update procedure completed successfully:

3>
if the UE is in CELL_PCH or URA_PCH state:

4>
initiate a cell update procedure according to subclause 8.3.1 using the cause "Uplink data transmission";

4>
proceed as below.

If the UE was in CELL_FACH state upon reception of the reconfiguration message and remains in CELL_FACH state, the UE shall:

1>
if the IE "Frequency info" is included in the received reconfiguration message:

2>
select a suitable UTRA cell according to [4] on that frequency;

2>
if the received reconfiguration message included the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD), and the UE selected another cell than indicated by this IE or the received reconfiguration message did not include the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD):

3>
initiate a cell update procedure according to subclause 8.3.1 using the cause "cell reselection";

3>
when the cell update procedure completed successfully:

4>
proceed as below.

The UE shall transmit a response message as specified in subclause 8.2.2.4, setting the information elements as specified below. The UE shall:

1>
if the received reconfiguration message included the IE "Downlink counter synchronisation info"; or

1>
if the received reconfiguration message is a RADIO BEARER RECONFIGURATION and the IE "New U-RNTI" is included:

2>
re-establish RB2;

2>
set the new uplink and downlink HFN component of COUNT-C of RB2 to MAX(uplink HFN component of COUNT-C of RB2, downlink HFN component of COUNT-C of RB2);

2>
increment by one the downlink and uplink values of the HFN component of COUNT-C for RB2;

2>
calculate the START value according to subclause 8.5.9;

2>
include the calculated START values for each CN domain in the IE "START list" in the IE "Uplink counter synchronisation info".

1>
if the received reconfiguration message did not include the IE "Downlink counter synchronisation info":

2>
if the variable START_VALUE_TO_TRANSMIT is set:

3>
include and set the IE "START" to the value of that variable.

2>
if the variable START_VALUE_TO_TRANSMIT is not set and the IE "New U-RNTI" is included:

3>
calculate the START value according to subclause 8.5.9;

3>
include the calculated START values for each CN domain in the IE "START list" in the IE "Uplink counter synchronisation info".

2>
if the received reconfiguration message caused a change in the RLC size for any RB using RLC-AM:

3>
calculate the START value according to subclause 8.5.9;

3>
include the calculated START values for the CN domain associated with the corresponding RB identity in the IE "START list" in the IE "Uplink counter synchronisation info".

1>
if the received reconfiguration message contained the IE "Ciphering mode info" or contained the IE "Integrity protection mode info":

2>
set the IE "Status" in the variable SECURITY_MODIFICATION for all the CN domains in the variable SECURITY_MODIFICATION to "Affected".

1>
if the received reconfiguration message contained the IE "Ciphering mode info":

2>
include and set the IE "Radio bearer uplink ciphering activation time info" to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

1>
if the received reconfiguration message did not contain the IE "Ciphering activation time for DPCH":

2>
if prior to this procedure there exist no transparent mode RLC radio bearers for the CN domain indicated in the IE "CN domain identity" in the IE "RAB info":

3>
if, at the conclusion of this procedure, the UE will be in CELL_DCH state; and

3>
if, at the conclusion of this procedure, at least one transparent mode RLC radio bearer exists for the CN domain indicated in the IE "CN domain identity" in the IE "RAB info":

4>
include the IE "COUNT-C activation time" and specify a CFN value for this IE that lies at least 200 frames ahead from the CFN where the response message is first transmitted.

NOTE:
UTRAN should not include the IE "Ciphering mode info" in any reconfiguration messages unless it is also used to perform an SRNS relocation with change of ciphering algorithm.

1>
set the IE "RRC transaction identifier" to the value of "RRC transaction identifier" in the entry for the received message in the table "Accepted transactions" in the variable TRANSACTIONS; and

1>
clear that entry;

1>
if the variable PDCP_SN_INFO is not empty:

2>
include the IE "RB with PDCP information list" and set it to the value of the variable PDCP_SN_INFO.

1>
in TDD, if the procedure is used to perform a handover to a cell where timing advance is enabled, and the UE can calculate the timing advance value in the new cell (i.e. in a synchronous TDD network):

2>
set the IE "Uplink Timing Advance" according to subclause 8.6.6.26.

1>
if the IE "Integrity protection mode info" was present in the received reconfiguration message:

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from and including the transmitted response message.

If after state transition the UE enters CELL_PCH or URA_PCH state, the UE shall, after the state transition and transmission of the response message:

1>
if the IE "Frequency info" is included in the received reconfiguration message:

2>
select a suitable UTRA cell according to [4] on that frequency.

1>
if the IE "Frequency info" is not included in the received reconfiguration message:

2>
select a suitable UTRA cell according to [4].

1>
prohibit periodical status transmission in RLC;

1>
remove any C-RNTI from MAC;

1>
clear the variable C_RNTI;

1>
start timer T305 using its initial value if timer T305 is not running and if periodical update has been configured by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity" in the variable TIMERS_AND_CONSTANTS;

1>
select Secondary CCPCH according to subclause 8.5.19;

1>
if the IE "UTRAN DRX cycle length coefficient" is included in the same message:

2>
use the value in the IE "UTRAN DRX Cycle length coefficient" for calculating Paging occasion and PICH Monitoring Occasion as specified in subclause 8.6.3.2.

1>
if the IE "UTRAN DRX cycle length coefficient" is not included in the same message:

2>
set the variable INVALID_CONFIGURATION to TRUE.

1>
if the UE enters CELL_PCH state from CELL_DCH state, and the received reconfiguration message included the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD), and the UE selected another cell than indicated by this IE or the received reconfiguration message did not include the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD):

2>
initiate a cell update procedure according to subclause 8.3.1 using the cause "cell reselection";

2>
when the cell update procedure completed successfully:

3>
the procedure ends.

1>
if the UE enters CELL_PCH state from CELL_FACH state, and the received reconfiguration message included the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD), and the UE selected another cell than indicated by this IE:
2>
initiate a cell update procedure according to subclause 8.3.1 using the cause "cell reselection";
2>
when the cell update procedure is successfully completed:
3>
the procedure ends.
1>
if the UE enters URA_PCH state, and after cell selection the criteria for URA update caused by "URA reselection" according to subclause 8.3.1 is fulfilled:

2>
initiate a URA update procedure according to subclause 8.3.1 using the cause "URA reselection";

2>
when the URA update procedure is successfully completed:

3>
the procedure ends.

8.3.6.3
Reception of Handover to UTRAN command message by the UE

The UE shall be able to receive a HANDOVER TO UTRAN COMMAND message and perform an inter-RAT handover, even if no prior UE measurements have been performed on the target UTRAN cell and/or frequency.

The UE shall act upon all received information elements as specified in subclause 8.6, unless specified otherwise in the following. The UE shall:

1>
store a U-RNTI value (32 bits), which is derived by the IEs "SRNC identity" (12 bits) and "S-RNTI 2" (10 bits) included in IE "U-RNTI-short". In order to produce a full size U-RNTI value, a full size "S-RNTI" (20 bits) shall be derived by padding the IE "S-RNTI 2" with 10 zero bits in the most significant positions; and

1>
initialise the variable ESTABLISHED_SIGNALLING_CONNECTIONS with the signalling connections that remains after the handover according to the specifications of the source RAT;

1>
initialise the variable UE_CAPABILITIES_TRANSFERRED with the UE capabilities that have been transferred to the network up to the point prior to the handover, if any;

1>
initialise the variable TIMERS_AND_CONSTANTS to the default values and start to use those timer and constants values;

1>
if IE "Specification mode" is set to "Preconfiguration" and IE "Preconfiguration mode" is set to "Predefined configuration":

2>
initiate the radio bearer and transport channel configuration in accordance with the predefined parameters identified by the IE "Predefined configuration identity";

2>
initiate the physical channels in accordance with the predefined parameters identified by the IE "Predefined radio configuration identity" and the received physical channel information elements;

2>
store information about the established radio access bearers and radio bearers according to the IE "Predefined configuration identity"; and

2>
set the IE "RAB Info Post" in the variable ESTABLISHED_RABS and the IE "Re-establishment timer" in the IE "RAB Info" in the variable ESTABLISHED_RABS to "useT314".

1>
if IE "Specification mode" is set to "Preconfiguration" and IE "Preconfiguration mode" is set to "Default configuration":

2>
initiate the radio bearer and transport channel configuration in accordance with the default parameters identified by the IE "Default configuration mode" and IE "Default configuration identity";

2>
initiate the physical channels in accordance with the default parameters identified by the IE "Default configuration mode" and IE "Default configuration identity" and the received physical channel information elements;

NOTE
IE "Default configuration mode" specifies whether the FDD or TDD version of the default configuration shall be used

2>
set the IE "RAB Info Post" in the variable ESTABLISHED_RABS and the IE "Re-establishment timer" in the IE "RAB Info" in the variable ESTABLISHED_RABS to "useT314".

1>
if IE "Specification mode" is set to "Preconfiguration":

2>
use the following values for parameters that are neither signalled within the HANDOVER TO UTRAN COMMAND message nor included within pre-defined or default configuration:

3>
0 dB for the power offset P Pilot-DPDCH bearer in FDD;

3>
calculate the Default DPCH Offset Value using the following formula:

3>
in FDD:

Default DPCH Offset Value = (SRNTI 2 mod 600) * 512

3>
in TDD:

Default DPCH Offset Value = (SRNTI 2 mod 7)

3>
handle the above Default DPCH Offset Value as if an IE with that value was included in the message, as specified in subclause 8.6.6.21.

1>
if IE "Specification mode" is set to "Complete specification":

2>
initiate the radio bearer, transport channel and physical channel configuration in accordance with the received radio bearer, transport channel and physical channel information elements.

1>
perform an open loop estimation to determine the UL transmission power according to subclause 8.5.3;

1>
set the IE "START" for each CN domain, in the IE "START list" in the HANDOVER TO UTRAN COMPLETE message equal to the START value for each CN domain stored in the USIM if the USIM is present, or as stored in the UE for each CN domain if the SIM is present;

1>
if ciphering has been activated and ongoing in the radio access technology from which inter- RAT handover is performed:

2>
for the CN domain as in the IE "CN domain identity" which is included in the IE "RAB info" of the IE "RAB information to setup":

3>
set the 20 MSB of the HFN component of the COUNT-C variable for all radio bearers using RLC-TM and all signalling radio bearers to the "START" value included in the IE "UE security information" in the variable "INTER_RAT_HANDOVER_INFO_TRANSFERRED";

3>
set the remaining LSBs of the HFN component of COUNT-C for all radio bearers using RLC-TM and all signalling radio bearers to zero;

3>
not increment the HFN component of COUNT-C for radio bearers using RLC-TM, i.e. keep the HFN value fixed without incrementing every CFN cycle;

3>
set the CFN component of the COUNT-C variable to the value of the CFN as calculated in subclause 8.5.15;

3>
set the IE "Status" in the variable CIPHERING_STATUS to "Started";

3>
apply the algorithm according to IE "Ciphering Algorithm" and apply ciphering immediately upon reception of the HANDOVER TO UTRAN COMMAND.

1>
if ciphering has not been activated and ongoing in the radio access technology from which inter-RAT handover is performed:

2>
for the CN domain as in the IE "CN domain identity" which is included in the IE "RAB info" of the IE "RAB information to setup":

3>
set the IE "Status" in the variable CIPHERING_STATUS to "Not Started".

If the UE succeeds in establishing the connection to UTRAN, it shall:

1>
if the IE "Status" in the variable CIPHERING_STATUS of a CN domain is set to "Started" and transparent mode radio bearers have been established by this procedure for that CN domain:

2>
include the IE "COUNT-C activation time" in the response message and specify a CFN value other than the default, "Now" and that lies at least 200 frames ahead from the CFN where the response message is first transmitted for this IE;

2>
at the CFN value as indicated in the response message in the IE "COUNT-C activation time" for radio bearers using RLC-TM:

3>
set the 20 MSB of the HFN component of the COUNT-C variable to the START value as indicated in the IE "START list" of the response message for the relevant CN domain; and

3>
set the remaining LSBs of the HFN component of COUNT-C to zero;

3>
increment the HFN component of the COUNT-C variable by one;

3>
set the CFN component of the COUNT-C to the value of the IE "COUNT-C activation time" of the response message. The HFN component and the CFN component completely initialise the COUNT-C variable;

3>
step the COUNT-C variable, as normal, at each CFN value. The HFN component is no longer fixed in value but incremented at each CFN cycle.

1>
transmit a HANDOVER TO UTRAN COMPLETE message on the uplink DCCH, using, if ciphering has been started, the new ciphering configuration;

1>
when the HANDOVER TO UTRAN COMPLETE message has been submitted to lower layers for transmission:

2>
enter UTRA RRC connected mode in state CELL_DCH;

2>
initialise variables upon entering UTRA RRC connected mode as specified in subclause 13.4;

2>
for all radio bearers using RLC-AM or RLC-UM:

3>
set the 20 MSB of the HFN component of the uplink and downlink COUNT-C variable to the START value indicated in the IE "START list" of the response message for the relevant CN domain; and

3>
set the remaining LSBs of the HFN component of COUNT-C to zero;

3>
increment the HFN component of the COUNT-C variable by one;

3>
start incrementing the COUNT-C values.

1>
and the procedure ends.

8.6.3.4
Ciphering mode info

The IE "Ciphering mode info" defines the new ciphering configuration. At any given time, the UE needs to store at most two different ciphering configurations (keyset and algorithm) per CN domain at any given time in total for all radio bearers and three configurations in total for all signalling radio bearers.

If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE, the UE shall:

1>
ignore this second attempt to change the ciphering configuration; and

1>
set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to FALSE, the UE shall:

1>
if the IE "Status" in the variable CIPHERING STATUS has the value "Not started", and this IE was included in a message that is not the message SECURITY MODE COMMAND; or

1>
if the IE "Ciphering Mode Info" was received in the message SECURITY MODE COMMAND and there does not exist exactly one ciphering activation time in the IE "Radio bearer downlink ciphering activation time info" for each established RLC-AM and RLC-UM radio bearers included in the IE "RB information" in the IE "ESTABLISHED_RABS" for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN; or

1>
if the IE "Ciphering Mode Info" was received in the message SECURITY MODE COMMAND and the IE "Ciphering activation time for DPCH" is not included in the message, and there exist radio bearers using RLC-TM according to the IE "RB information" in the IE "ESTABLISHED_RABS" for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN; or

1>
if the IE "Ciphering Mode Info" was received in the message SECURITY MODE COMMAND and there does not exist exactly one ciphering activation time in the IE "Radio bearer downlink ciphering activation time info" for each established signalling radio bearer included in the IE "Signalling radio bearer information" in the IE "ESTABLISHED_RABS":

2>
ignore this attempt to change the ciphering configuration;

2>
set the variable INVALID_CONFIGURATION to TRUE;

2>
perform the actions as specified in subclause 8.1.12.4c.

1>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to TRUE;

1>
set the IE "Status" in the variable CIPHERING_STATUS of the CN domains for which the IE "Status" of the variable SECURITY_MODIFICATION is set to "Affected" to "Started";

1>
apply the new ciphering configuration in the lower layers for all RBs that belong to a CN domain for which the IE "Status" of the variable SECURITY_MODIFICATION is set to "Affected" and all signalling radio bearers:

2>
using the ciphering algorithm (UEA [40]) indicated by the IE "Ciphering algorithm" as part of the new ciphering configuration;

2>
for each radio bearer that belongs to a CN domain for which the IE "Status" of the variable SECURITY_MODIFICATION is set to "Affected" and all signalling radio bearers:

3>
using the value of the IE "RB identity" in the variable ESTABLISHED_RABS minus one as the value of BEARER [40] in the ciphering algorithm.

1>
apply the new ciphering configuration as follows:







2>
consider the ciphering keys that were to be applied following a previous procedure changing the ciphering configuration and which have not yet been applied due to the activation time not having elapsed for a given radio bearer, as part of the ciphering configuration received in the current message.

2>
if the IE "Ciphering activation time for DPCH" is present in the IE "Ciphering mode info" and the UE was in CELL_DCH state prior to this procedure:

3>
for radio bearers using RLC-TM:

4>
apply the old ciphering configuration for CFN less than the number indicated in the IE "Ciphering activation time for DPCH";

4>
apply the new ciphering configuration for CFN greater than or equal to the number indicated in IE "Ciphering activation time for DPCH".

2>
if the IE "Radio bearer downlink ciphering activation time info" is present:

3>
apply the following procedure for each radio bearer and signalling radio bearers using RLC-AM or RLC-UM indicated by the IE "RB identity":

4>
suspend uplink transmission on the radio bearer or the signalling radio bearer (except for the SRB where the response message is transmitted) according to the following:

5>
do not transmit RLC PDUs with sequence number greater than or equal to the uplink activation time, where the uplink activation time is selected according to the rules below.

4>
select an "RLC sequence number" at which (activation) time the new ciphering configuration shall be applied in uplink for that radio bearer according to the following:
5>
consider an ciphering activation time in uplink to be pending until the selected activation time (as below) is equal to or larger than the RLC state variable "Send state variable" (for RLC-AM) or "UM data state variable" (for RLC-UM);
5>
for each radio bearer and signalling radio bearer that has no pending ciphering activation time in uplink as set by a previous procedure changing the security configuration:
6>
for radio bearers and signalling radioberers except SRB2, select a suitable value that would ensure a minimised delay in the change to the latest ciphering configuration.
6>
for signalling radio bearer SRB2, select a value so that the response message uses the old ciphering configuration and the first RRC message following the response message uses the new ciphering configuration
5>
for each radio bearer and signalling radio bearer that has a pending ciphering activation time in uplink as set by a previous procedure changing the security configuration:

6>
set the same value as the pending ciphering activation time.

4>
store the selected "RLC sequence number" for that radio bearer in the entry for the radio bearer in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

4>
switch to the new ciphering configuration according to the following:

5>
use the old ciphering configuration for the transmitted and received RLC PDUs with RLC sequence numbers smaller than the corresponding RLC sequence numbers indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN and in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN, respectively;

5>
use the new ciphering configuration for the transmitted and received RLC PDUs with RLC sequence numbers greater than or equal to the corresponding RLC sequence numbers indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN and in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN, respectively;

5>
for a radio bearer using RLC-AM, when the RLC sequence number indicated in the IE "Radio bearer downlink ciphering activation time info" falls below the RLC receiving window and the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" falls below the RLC transmission window, the UE may release the old ciphering configuration for that radio bearer;

5>
if an RLC reset or re-establishment occurs before the activation time for the new ciphering configuration has been reached, ignore the activation time and apply the new ciphering configuration immediately after the RLC reset or RLC re-establishment.

If the IE "Ciphering mode info" is not present, the UE shall:

1>
not change the ciphering configuration.

8.6.3.5
Integrity protection mode info

The IE "Integrity protection mode info" defines the new integrity protection configuration. At any given time, the UE needs to store at most three different integrity protection configurations (keysets) in total for all signalling radio bearers for all CN domains.

If the IE "Integrity protection mode info" is present and if the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to TRUE, the UE shall:

1>
ignore this second attempt to change the integrity protection configuration; and

1>
set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE "Integrity protection mode info" is present and if the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to FALSE, the UE shall:

1>
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to TRUE;

1>
if IE "Integrity protection mode command" has the value "start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not started", and this IE was included in the message SECURITY MODE COMMAND:

2>
initialise the information for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO according to the following:

3>
set the IE "Uplink RRC Message sequence number" in the variable INTEGRITY_PROTECTION_INFO to zero;

3>
do not set the IE "Downlink RRC Message sequence number" in the variable INTEGRITY_PROTECTION_INFO;

3>
set the variable INTEGRITY_PROTECTION_ACTIVATION_INFO to zero for each signalling radio bearer in the IE "ESTABLISHED_RABS".
NOTE: The IEs "Integrity protection activation info" and "Uplink RRC Message sequence number" do not have identical values in the transmitted message, but integrity protection is applied from the first transmitted message.
2>
set the IE "Status" in the variable INTEGRITY_PROTECTION_INFO to the value "Started";

2>
perform integrity protection on the received message, applying the new integrity protection configuration, as described in subclause 8.5.10.1 by:

3>
using the algorithm (UIA [40]) indicated by the IE "Integrity protection algorithm" contained in the IE "Integrity protection mode info";

3>
using the IE "Integrity protection initialisation number", contained in the IE "Integrity protection mode info" as the value of FRESH [40].

2>
start applying the new integrity protection configuration in the downlink for each signalling radio bearer in the IE "ESTABLISHED_RABS" except RB2 at the next received RRC message;

2>
start applying the new integrity protection configuration in the downlink for signalling radio bearer RB2 from and including the received SECURITY MODE COMMAND message;

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from and including the transmitted SECURITY MODE COMPLETE message;

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearers other than RB2 at the uplink activation time included in the IE "Uplink integrity protection activation info".

1>
if IE "Integrity protection mode command" has the value "start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started" and this IE was not included SECURITY MODE COMMAND:

NOTE:
This case is used in SRNS relocation

2>
perform integrity protection on the received message, applying the new integrity protection configuration, as described in subclause 8.5.10.1 by:

3>
using the algorithm (UIA [40]) indicated by the IE "Integrity protection algorithm" contained in the IE "Integrity protection mode info";

3>
using the IE "Integrity protection initialisation number", contained in the IE "Integrity protection mode info" as the value of FRESH [40].

2>
let RBm be the signalling radio bearer where the reconfiguration message was received and let RBn be the signalling radio bearer where the response message is transmitted;

2>
prohibit transmission of RRC messages on all signalling radio bearers in the IE "ESTABLISHED_RABS" except on RB0 and the radio bearer where the response message is transmitted;

2>
consider the new integrity protection configuration to include any new keys that were activated through a security procedure received prior to the current message but not applied for the signalling radio bearer, due to the activation time for the corresponding signalling radio bearer not having elapsed;

2>
start applying the new integrity protection configuration in the downlink for each signalling radio bearer in the IE "ESTABLISHED_RABS" except RBm at the next received RRC message disregarding any pending activation times for the corresponding signalling radio bearer;
2>
start applying the new integrity protection configuration in the downlink for signalling radio bearer RBm from and including the received configuration message;

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearer RBn from and including the transmitted response message;

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearers other than RBn from the first message onwards.

NOTE:
The UTRAN should ignore the information included in the IE "Uplink integrity protection info".

1>
if IE "Integrity protection mode command" has the value "modify" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started" and this IE was included in SECURITY MODE COMMAND:

2>
store the (oldest currently used) integrity protection configuration until activation times have elapsed for the new integrity protection configuration to be applied on all signalling radio bearers;



2>
start applying the new integrity protection configuration in the downlink at the RRC sequence number, for each signalling radio bearer n, indicated by the entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info";

2>
perform integrity protection on the received message, applying the new integrity protection configuration, as described in subclause 8.5.10.1;

3>
if present, use the algorithm indicated by the IE "Integrity protection algorithm" (UIA [40]);

2>
set the content of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO according to the following:

3>
for each established signalling radio bearer, stored in the variable ESTABLISHED_RABS:

4>
select a value of the RRC sequence number at which (activation) time the new integrity protection configuration shall be applied in uplink for that signalling radio bearer according to the following:

5>
for each signalling radio bearer that has no pending activation time as set for integrity protection by a previous procedure changing the integrity protection configuration:
6>
set a suitable value that would ensure a minimised delay in the change to the latest integrity protection configuration.

5>
for signalling radio bearer that has a pending activation time as set for integrity protection by a previous procedure changing the integrity protection configuration:
6>
set the same value as the pending activation time for integrity protection;

5>
consider an activation time in uplink for Integrity protection to be pending until the selected activation time (as above) is equal to the next RRC sequence number to be used, which means that the last RRC message using the old integrity protection configuration has been submitted to lower layers.

4>
for signalling radio bearer RB0:

5>
set the value of the included RRC sequence number to greater than or equal to the current value of the RRC sequence number for signalling radio bearer RB0 in the variable INTEGRITY_PROTECTION_INFO, plus the value of the constant N302 plus one.

4>
prohibit the transmission of RRC messages on all signalling radio bearers, except for RB2, with RRC SN greater than or equal to the value in the "RRC message sequence number list" for the signalling radio bearer in the IE "Uplink integrity protection activation info" of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

2>
start applying the new integrity protection configuration in the uplink at the RRC sequence number, for each RBn, except for signalling radio bearer RB2, indicated by the entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Uplink integrity protection activation info", included in the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2>
start applying the new integrity protection configuration in the uplink at the RRC sequence number for signalling radio bearer RB2, as specified for the procedure initiating the integrity protection reconfiguration;

2>
start applying the new integrity protection configuration in the downlink at the RRC sequence number, for each RBn, except for signalling radio bearer RB2, indicated by the entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info";

NOTE:
For signalling radio bearers that have a pending activation time as set for integrity protection by a previous procedure changing the integrity protection configuration, UTRAN should set this value in IE "Downlink integrity protection activation info".
2>
start applying the new integrity protection configuration in the downlink at the RRC sequence number for signalling radio bearer RB2, as specified for the procedure initiating the integrity protection reconfiguration.

If IE "Integrity protection mode command" has the value "Start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not started", and the IE "Integrity protection mode command info" was not included in the message SECURITY MODE COMMAND; or

If IE "Integrity protection mode command" has the value "Start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not started", and the IE "Integrity protection mode info" was included in the message SECURITY MODE COMMAND, and the IE "Integrity protection algorithm" is not included; or

If the IE "Integrity protection mode command" has the value "Modify" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not Started"; or

If IE "Integrity protection mode command" has the value "Start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started", and the IE "Integrity protection mode command info" was included in the message SECURITY MODE COMMAND; or

If there does not exist exactly one integrity protection activation time in the IE "Downlink integrity protection activation info" for each established signalling radio bearer included in the IE "Signalling radio bearer information" in the IE "ESTABLISHED_RABS"; or

If IE "Integrity protection mode command" has the value "Modify" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started", and the IE "Integrity protection mode info" was not included in the message SECURITY MODE COMMAND:

the UE shall:

1>
ignore this attempt to change the integrity protection configuration; and

1>
set the variable INVALID_CONFIGURATION to TRUE.

If the IE "Integrity protection mode info" is not present, the UE shall:

1>
not change the integrity protection configuration.

8.6.3.6
Void

8.6.6.28
Downlink DPCH info common for all radio links

If the IE "Downlink DPCH info common for all RL" is included the UE shall:

1>
if the IE "Downlink DPCH info common for all RL" is included in a message used to perform a hard handover:
2>
perform actions for the IE "Timing indication" as specified in subclause 8.5.15.2, and subclause 8.3.5.1 or 8.3.5.2.
1>
ignore the value received in IE "CFN-targetSFN frame offset";

1>
if the IE "Downlink DPCH power control information" is included:

2>
perform actions for the IE "DPC Mode" according to [29].

1>
if the IE choice "mode" is set to 'FDD':

2>
if the IE "Downlink rate matching restriction information" is included:

3>
set the variable INVALID_CONFIGURATION to TRUE.
2>
perform actions for the IE "spreading factor";

2>
perform actions for the IE "Fixed or Flexible position";

2>
perform actions for the IE "TFCI existence";

2>
if the IE choice "SF" is set to 256:

3>
store the value of the IE "Number of bits for pilot bits".

2>
if the IE choice "SF" set to 128:

3>
store the value of the IE "Number of bits for pilot bits".

1>
if the IE choice "mode" is set to 'TDD':

2>
perform actions for the IE "Common timeslot info".

If the IE "Downlink DPCH info common for all RL" is included in a message used to perform a Timing re-initialised hard handover or the IE "Downlink DPCH info common for all RL" is included in a message other than RB SETUP used to transfer the UE from a state different from Cell_DCH to Cell_DCH, and ciphering is active for any radio bearer using RLC-TM, the UE shall, after having activated the dedicated physical channels indicated by that IE:

1>
set the 20 MSB of the HFN component of COUNT-C for TM-RLC to the value of the latest transmitted IE "START" or "START List" for this CN domain, while not incrementing the value of the HFN component of COUNT-C at each CFN cycle; and

1>
set the remaining LSBs of the HFN component of COUNT-C to zero;

1>
start to perform ciphering on the radio bearer in lower layers while not incrementing the HFN;

1>
include the IE "COUNT-C activation time" in the response message and specify a CFN value other than the default, "Now" that lies at least 200 frames ahead from the CFN where the response message is first transmitted for this IE;

1>
calculate the START value according to subclause 8.5.9;

1>
include the calculated START values for each CN domain in the IE "START list" in the IE "Uplink counter synchronisation info" in the response message;

1>
at the CFN value as indicated in the response message in the IE "COUNT-C activation time":

2>
set the 20 MSB of the HFN component of the COUNT-C variable to the START value as indicated in the IE "START list" of the response message for the relevant CN domain; and

2>
set the remaining LSBs of the HFN component of COUNT-C to zero;

2>
increment the HFN component of the COUNT-C variable by one;

2>
set the CFN component of the COUNT-C to the value of the IE "COUNT-C activation time" of the response message. The HFN component and the CFN component completely initialise the COUNT-C variable;

2>
step the COUNT-C variable, as normal, at each CFN value, i.e. the HFN component is no longer fixed in value but incremented at each CFN cycle.

10.2.9
COUNTER CHECK

This message is used by the UTRAN to indicate the current COUNT-C MSB values associated to each radio bearer utilising UM or AM RLC mode and to request the UE to compare these to its COUNT-C MSB values and to report the comparison results to UTRAN.


RLC-SAP: AM


Logical channel: DCCH


Direction: UTRAN(UE

	Information Element/Group name
	Presence
	Multi
	IE type and reference
	Semantics description

	Message Type
	MP
	
	
	

	UE information elements
	
	
	
	

	RRC transaction identifier
	MP
	
	RRC transaction identifier 10.3.3.36
	

	Integrity check info
	CH
	
	Integrity check info 10.3.3.16
	

	RB information elements
	
	
	
	

	RB COUNT-C MSB information 
	MP
	1 to < maxRBallRABs >
	
	For each RB (excluding signalling radio bearers) using UM or AM RLC.

	>RB COUNT-C MSB information
	MP
	
	RB COUNT-C MSB information 10.3.4.14
	


10.2.10
COUNTER CHECK RESPONSE

This message is used by the UE to respond to a COUNTER CHECK message.


RLC-SAP: AM


Logical channel: DCCH


Direction: UE(UTRAN

	Information Element/Group name
	Presence
	Multi
	IE type and reference
	Semantics description

	Message Type
	MP
	
	
	

	UE information elements
	
	
	
	

	RRC transaction identifier
	MP
	
	RRC transaction identifier 10.3.3.36
	

	Integrity check info
	CH
	
	Integrity check info 10.3.3.16
	

	RB information elements
	
	
	
	

	RB COUNT-C information 
	OP
	1 to < maxRBallRABs >
	
	

	>RB COUNT-C information
	MP
	
	RB COUNT-C information 10.3.4.15
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