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1 Introduction
In this contribution, we discuss security functions and other needed functionalities for Ambient IoT communication.
2 Discussion 
In the last meeting, following agreements were made on stage 2 procedure flow and required CP/UP functionalities.
	Agreements

1 Unless explicitly stated all agreements apply to all device types and for both topologies.  

2 From RAN2 perspective, the aim is that the design on the interface between reader and A-IoT device is common for topology 1 and topology 2.  

3 RAN2 will support two use cases, “inventory” and “command”.  The definition, detailed wording is FFS

4 Baseline procedure:

Step A: Based on the service request, the reader sends the Initial Trigger Message indicating device(s) that need to respond; Details FFS

Step B: Triggered device(s) performs the random access-like procedure, if needed; Details FFS

Step C: The device may perform the data communication with the reader as needed,: Details FFS
5 We will study the support of both “inventory” and “command” in the same procedure.  

6 FFS if Initial Trigger Message can also include “command”.  

7 RAN2 will continue the study of ambient IoT assuming no support of AS security until SA3 provides further input.   


Agreements 

1 RRC connection management is not supported.  FFS how the resource configuration is provided to the device (if needed based on RAN1 progress)

2 RRM L3 measurement reporting is not supported by Ambient IoT devices.
3 RAN2 assumes, AIoT devices are not required to support ASN.1 encoding/decoding.
4 Periodical System information and MIB are not supported by AIoT devices. This doesn’t preclude any RAN1 defined broadcast signals.   
5 RAN2 assumes that RRC layer is not necessary between the reader and the device.   RAN2 will continue to study the functionalities required and later discuss whether we will have: 1) a new AS protocol on top of A-IoT MAC layer; or 2) A-IoT MAC 
Agreement 

1 SDAP is not supported for UP protocol stack. 

2 PDCP layer is not needed.  FFS how to handle AS security (if needed pending SA3 dicsussion) and any other really needed functionalities.  

3 RLC layer is not needed.   FFS how to handle segmentation (if needed and depending on RAN1 design and upper layer packet size).  RAN2 considers segmentation and reassembly would add complexity, however further discussions are needed.  

4 No HARQ and RLC AM

5 FFS about the level of visibility required by the reader and what information is necessary for AS layer operations.  

6 RAN2 assumes that no per-packet QoS and no per-QoS flow is supported at AS level (for both UL/DL).  FFS how to handle the general QoS requirements from SA2

2.1 Security questions to SA3
In the last RAN2 meeting, we spent a lot time discussing the need of AS security for Ambient IoT devices. In general, RAN2 assumes existing security function/operation in PDCP layer is too complicated for A-IoT devices and thus would continue the study of ambient IoT assuming no support of AS security until SA3 provides further input. To trigger SA3 discussion on A-IoT security and facilitate future RAN2 work, we think following questions can be asked to SA3.

	1. Would 3GPP system provide security protection for Ambient IoT communication? 
2. If yes:
1) What are the corresponding security requirements, e.g. related to ciphering and/or integrity protection? 
2) Would security protection be done in higher layer (e.g. NAS layer if agreed by SA2) and/or AS layer, by taking Ambient IoT device’s limited capabilities into account?
3) Would those security requirements and/or solutions be common for all types of Ambient IoT devices or would be different for different device types?


Proposal 1 RAN2 to send LS to SA3 asking the above questions.
The LS can also include a question to SA2 asking whether NAS layer will be introduced for Ambient IoT.
Proposal 2 In the LS, include a question to SA2 asking whether NAS layer will be introduced for Ambient IoT.
2.2 BSR and SR
In NR, BSR is supported for UE to report the buffer status to network so that network can allocate radio resources according to the reported BSR. For A-IoT communication, unless reader always want to provide the maximum radio resource for UL data transmission, we think BSR is still beneficial to have in order to save network resources.
Proposal 3 RAN2 to discuss supporting BSR to save radio resources needed for data transmission. 
As for SR, we think this may not be needed as currently we only focus on DT and DO-DTT where there is no device-triggered data transmission. 
Proposal 4 SR is not needed for A-IoT communication while focusing on DT and DO-DTT. 
2.3 Information visibility to reader
In the last meeting, we have an FFS related to “the level of visibility required by the reader and what information is necessary for AS layer operations”. In our understanding, inventory and command are featured as different kinds of data transmission and thus require different radio resource allocation, e.g. inventory is mainly for UL data transmission and reader is supposed to allocate UL resource after identifying the target device, while command is more for DL data and reader should allocate DL resource after device’s random access. When core network initiates the task, either inventory or command, it may need to inform the different task to reader so that reader can know how to manage radio resource allocation.
Proposal 5 Use case information related to inventory or command should be visible to reader at least for the purpose of radio resource allocation. Details can be up to RAN3 to design. 
3 Conclusion
Based on the discussion in section 2 we have following proposals: 
	1. Would 3GPP system provide security protection for Ambient IoT communication? 
2. If yes:
1) What are the corresponding security requirements, e.g. related to ciphering and/or integrity protection? 
2) Would security protection be done in higher layer (e.g. NAS layer if agreed by SA2) and/or AS layer, by taking Ambient IoT device’s limited capabilities into account?
3) Would those security requirements and/or solutions be common for all types of Ambient IoT devices or would be different for different device types?


Proposal 1 RAN2 to send LS to SA3 asking the above questions.
Proposal 2 In the LS, include a question to SA2 asking whether NAS layer will be introduced for Ambient IoT.
Proposal 3 RAN2 to discuss supporting BSR to save radio resources needed for data transmission. 
Proposal 4 SR is not needed for A-IoT communication while focusing on DT and DO-DTT. 
Proposal 5 Use case information related to inventory or command should be visible to reader at least for the purpose of radio resource allocation. Details can be up to RAN3 to design. 
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