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Introduction
As defined in the WID [1], one of the objectives of Rel-19 work item “NR mobility enhancements Phase 4” is to specify the support for inter-CU L1L2 triggered mobility (LTM), including the support for subsequent LTM mobility procedures aiming to avoid RRC configuration between cell switches.  
In this contribution, we discuss the potential scenarios of subsequent cell switches in the context of inter-CU LTM, and their implications on security key handling.

Discussion
Recap on security key handling for inter-gNB handover
According to TS 33.501, if layer 3 handover occurs between different gNBs, a new session key, KgNB, must be derived. The new KgNB is then used to derive four keys, KUPenc, KUPint, KRRCenc, KRRCint, to protect the UP/CP traffic between UE and the target gNB. 
As specified in section 6.9.2.3 of TS 33.501, there are two alternatives for re-keying KgNB: horizontal or vertical key derivation (see the following Figure 6.9.2.1.1-1 from TS 33.501). In horizontal key derivation, the current session key is used as the input key when deriving the next one. The downside of this method is that it does not provide forward security, since learning an old key enables the attacker to derive all subsequent keys. This can be avoided by using vertical key derivation, where the new key is derived using an NH (Next Hop) parameter. (Note that a NH chaining counter (NCC) is associated with each KgNB and NH parameter). As NH parameters are only computable by the UE and the AMF, it is arranged so that NH parameters are provided to gNB from the AMF in such a way that forward security can be achieved.
As also shown from Figure 6.9.2.1.1-1, on handovers with vertical key derivation the NH is further bound to the target PCI and its frequency ARFCN-DL before it is taken into use as the KgNB in the target gNB. On handovers with horizontal key derivation the currently active KgNB is further bound to the target PCI and its frequency ARFCN-DL before it is taken into use as the KgNB in the target gNB.


Figure 6.9.2.1.1-1: Model for the handover key chaining from TS 33.501
Scenarios for inter-CU LTM
Rel-18 LTM only supports cell switch within the same gNB (same CU), which does not require re-keying the session key, KgNB. However, this may not be the case for a cell switch by Rel-19 inter-CU LTM.
For inter-CU LTM, the candidate cells could be a mixture of inter-gNB and intra-gNB cells. As far as subsequent cell switch is concerned, the following two scenarios can be foreseen.
· Scenario 1:
After a first inter-gNB cell switch, the subsequent LTM without RRC configuration is limited to intra-gNB. One example is shown in Fig.1 below where the UE’s serving cell is changed as Cell 2b  Cell 1a  Cell 1b  Cell 1c. In case that UE needs to perform inter-gNB cell switch, RRC reconfiguration would need to be performed.
· Scenario 2:
After a first inter-gNB cell switch, the subsequent LTM without RRC configuration can happen inter-gNB or intra-gNB. One example in Fig.1 is: Cell 2b  Cell 1b  Cell 3b  Cell 3c.
 
[image: ]
Fig.1 Examples of subsequent cell switch for inter-CU LTM
The reason for the above categorization of scenarios is the implication on security key handling. Basically, scenario 1 only needs to prepare security key re-keying once, because inter-gNB cell switch could happen only once among all possible subsequent cell switches after LTM configuration is done. In the following, we show how CHO-like approach can be easily adopted for scenario 1. On the other hand, scenario 2 requires potentially multiple security key re-keying and such re-keying needs to be done without RRC reconfiguration. Clearly, scenario 2 requires more standardization effort. 
Proposal 1. Categorize the subsequent cell switch for Rel-19 inter-CU LTM into following two scenarios for further study:
· Scenario 1: After a first inter-gNB cell switch, the subsequent cell switch without RRC configuration is limited to intra-gNB
· Scenario 2: After a first inter-gNB cell switch, the subsequent cell switch without RRC configuration can happen inter-gNB or intra-gNB

To support scenario 1, the following CHO-like approach can be used.
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 Fig.2 CHO-like approach for security key handling for inter-gNB LTM

Referring to Fig.1 for the gNB/cell settings, the source gNB first decides candidate cells for LTM such as cells 1a, 1b, 1c, 3b and 3c. Source gNB prepares multiple KNG-RAN* keys, each for one LTM candidate cells. Such preparation can be vertical or horizontal key derivations, depending on whether the source gNB has an unused (NH, NCC) pair as described in section 2.1. After the key preparation, source gNB sends the KNG-RAN* keys and the corresponding NCC to LTM candidate gNBs in a message of LTM configuration request. If admitted, the candidate gNB replies LTM configuration acknowledgement, including the received NCC value. It passes to the UE via the RRC reconfiguration message. With this, UE obtains the necessary configurations of all candidate cells.
UE starts to perform L1 measurement and sends the report to the source gNB. Based the measurement, source gNB decides on a target cell and sends the cell switch command to indicate a LTM cell switch to the UE. In the meantime, source gNB notifies the LTM cell change to the target gNB. Then the target gNB becomes ready to use the KNG-RAN* as KgNB for the upcoming communication with the UE. From the UE side, based on the NCC value received in the candidate configurations (and PCI, ARFCN-DL), UE derives the KNG-RAN* for the target cell which UE will use as KgNB to start communication with the target gNB.      
As described above, keys for different LTM candidate cells are prepared based on the same parameters (NH or KgNB) in the source gNB. This is fine for one-shot inter-gNB cell switch. After the first inter-gNB cell switch, the same key can be reused for subsequent intra-gNB LTM cell switch, because KgNB need not be updated for intra-gNB handover. Therefore, the above CHO-like handling is suitable for scenario 1. 
For scenario 2, one might tend to think that the subsequent target cell (and the UE) can use the stored KNG-RAN* keys that have been prepared by the source gNB before the first LTM cell switch, as long as both UE and the target cell for subsequent cell switch have the same understanding of the key to be used. However, this may violate the key chaining principle requiring that the key for the target cell is always derived from fresh parameters (either KgNB from the current serving gNB for horizontal derivation, or fresh NH for vertical derivation). Taking the scenario 2 in Fig.1 as one example where cell switch follows cell 2b -> cell 1b  3b, KgNB in cell 3b shall be derived either from KgNB in cell 1b (i.e. not that used in cell 2b) or a new NH. The above CHO-like handling cannot achieve this.  

Observation 1. Security key handling for Conditional Handover can be applied to Scenario 1 of subsequent LTM.
Proposal 2. Support at least Scenario 1 for Rel-19 inter-CU LTM. FFS whether to support Scenario 2.

Conclusion
In this paper, we have discussed security key handling for subsequent cell switch in case of inter-CU LTM. We have the following proposals and observations.
Proposal 1. Categorize the subsequent cell switch for Rel-19 inter-CU LTM into following two scenarios for further study:
· Scenario 1: After a first inter-gNB cell switch, the subsequent cell switch without RRC configuration is limited to intra-gNB
· Scenario 2: After a first inter-gNB cell switch, the subsequent cell switch without RRC configuration can happen inter-gNB or intra-gNB
Observation 1. Security key handling for Conditional Handover can be applied to Scenario 1 of subsequent LTM.
Proposal 2. Support at least Scenario 1 for Rel-19 inter-CU LTM. FFS whether to support Scenario 2.
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