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1. Introduction
RAN#102 meeting approved the SID [1] to study potential solutions for Ambient IoT (Internet of Things), by identifying the following RAN2 objectives:
	2. Study necessary and feasible solutions for Ambient IoT as prescribed in the General Scope, including decisions on which functions, procedures, etc. are needed and not needed, and ensuring at least the required functionalities in Section 6.2 of TR 38.848. 
· RAN2-led:
· Study and decide which functions are needed for an Ambient IoT compact protocol stack and lightweight signalling procedure to enable DO-DTT and DT data transmission, and study those functions.
For example:
· Paging
· Random access
· Data transmission, including necessary radio resource control aspects, respecting the limitation in the General Scope 
· Interactions with upper layers
For functionalities not listed above, they are studied only if found essential.
RAN2 and RAN3 are expected to identify RAN-CN functional split in coordination with SA2.



In this contribution, we will discuss the general aspects of ambient IoT, including baseline assumptions, use cases and overall procedure/message flow.
2. Discussion
2.1 General 
The overall objective of SID[1] is to study a harmonized air interface design with minimized differences for Ambient IoT(AIoT) to enable several device types, and it is stated that “For Topology 2, no difference in physical layer design from Topology 1”.  Topologies 1 (Topo 1) & Topology 2 (Topo 2) (UE as intermediate node under NW control) per TR 38.848 is shown in Figure 1:
	
Topology 1
	
Topology 2


Figure 1: Topology 1 & Topology 2
Based on SID description the following principles can be considered as baseline for AIoT devices general procedure:
· AIoT device operation procedures are common for both Topos:
No matter what Topologies are applied (including more topologies in future release), the AIoT device operation procedure design is common.
· AIoT reader type (gNB or intermediate UE) is transparent to AIoT devices in both Topo 1 and Topo 2:
To achieve a harmonized design for AIoT devices, AIoT devices do not need to differentiate between BS (e.g., gNB) and intermediate node (e.g., UE). The Topologies types are transparent to the AIoT devices i.e., AIoT devices should be able to agnostically operate with readers gNB(in Topo 1) and UE(Topo2) without differentiating between gNB) and UE.
· Study focus on DT, DO-DTT AIoT device operation:
The main scenarios of the study should focus on DT, DO-DTT, but the study may further consider the possibility of achieving DO-A AIoT device operation at later stage of the study.
· Concept of cell is not needed for AIoT device operation
AIoT device does not need perform legacy cell selection and then establish RRC connection with AIoT ready. 
· No requirement for MIB or SIB
As the is no need for concept of cell, thus, SIB and and MIB are not required for AIoT device operation.
· Mobility management is up to NW side:
As there is no concept of cell, legacy mobility management procedure such as TAU cannot apply to AIoT device. But, NW may need to be able to track down AIoT Device position by means of last inventory AIoT device info and track prediction.
Therefore,
Proposal 1. For AIoT device operation design for both Topology 1 and Topology 2, the following principles are considered through the study item:
· AIoT device operation procedures are common for both Topology 1 and Topology 2;
· AIoT reader type (gNB or intermediate UE) is transparent to AIoT device in both Topo 1 and Topo 2;
· Study focus on DT, DO-DTT AIoT device operation;
· The concept of cell is not needed for AIoT device operation;
· No requirement for MIB or SIB;
· Mobility management is up to NW side.
2.2 Inventory procedure
In this section, the basic inventory procedure will focus on AIoT device deployment scenarios UC1 (indoor inventory) and rUC4 (indoor command) for both Topo 1 & Topo 2.
For DO-DTT, DT traffic type, the inventory procedure is used to filter and/or discover one or multiple AIoT device(s), and collect AIoT device(s) information. 

Figure 2: Basic inventory procedure for both Topos
Figure 2 shows a general signaling flow for inventory procedure:
1. CN/AppServer requests AIoT Reader to inventory AIoT devices.
2. AIoT Reader (RAN reader or UE Reader) sends paging-like message to page the AIoT device(s), including all, a subset (group of AIoT devices), or one specific AIoT devices. 
3. The AIoT device(s) performs random(initial) access to the AIoT Reader. 
4. After successful random access, the AIoT device(s) may report its AIoT device information to the reader. 
5. The AIoT Reader reports the collected AIoT device information to the CN/AppServer as the inventory response.
Besides the basic inventory functionalities, we should also strive for an efficient inventory procedure.  TR22.840[2] discussed the potential KPIs for inventory, for example, the max allowed end-to-end latency is typically seconds level. Further mechanisms for better performance (e.g. efficient collision avoidance and short access delay etc.) may be considered. TDM, FDM multiple access to operate bulk AIoT devices may be considered, the detailed multiple access relies on RAN1 progress.
Proposal 2. Study the inventory procedure, which includes paging, Random access and consider further enhancement for inventory efficiency.
2.3 Command Procedure
Command procedure is used to operate the AIoT device(s), e.g. read, write, control, enable or disable one or multiple AIoT device(s). Before the operation of AIoT device(s),  the Reader shall perform inventory procedure to discover the target AIoT device(s).

Figure 2: Command procedure
Figure 2 shows a general signaling flow for command procedure:
1. The AIoT Reader initiates the command procedure upon receiving the request to operate with the AIoT device(s).
2. The AIoT Reader performs inventory procedure to discover the target AIoT device(s). 
3. The AIoT Reader sends command information to the target AIoT device(s). The AIoT device(s) may need to be authenticated before applying the command operation.
4. The AIoT device sends command response to the AIoT Reader. 
The AIoT device may also authenticate the reader AIoT before executing the command operation. 
Note: How the AIoT reader is authenticated by the AIoT device and how AIoT device is authenticated is left to SA3.
5. The AIoT Reader sends operation result to the CN/AppServer.
The command procedure in this solution assumes the command content is high layer signaling or service data. the detailed data transmission format for high layer signaling or service data are FFS. 
Proposal 3. In the command procedure, RAN2 assumes that command operation is performed after inventory procedure.
2.4 Assumptions on Security and AIoT device locating/positioning
2.4.1 Security
At the last SA3#115 meeting, SA3 SID (S3-240955) [3] on Security Aspect of Ambient IoT Services in 5G has been approved for further study. Specifically, the objectives from SA3 SID are as follows.
	1. Identify security threats introduced by AIoT services for use cases captured in TS 22.369, for topologies captured in RP-234058, and for architecture captured in TR 23-700-13. 
2. Identify security requirements to address the identified threats.
3. Develop potential solutions that fulfill the security requirements, taking into account AIoT device constraints agreed upon in other 3GPP working groups. 



Observation 1: At the last SA3#115 meeting, SA3 SID (S3-240955) on Security Aspect of Ambient IoT Services in 5G has been approved for further study.
In legacy NR Uu, separate AS and NAS level security are introduced. For AS level security, it’s performed by PDCP layer. However, since AIoT devices are characterized to be limited in terms of power, computing, and storage capabilities, we believe that it is very challenging and not possible for the device to support legacy PDCP functionalities, including the AS security protection by PDCP layer. Moreover, according to the justification from SA3 SID, even the existing security mechanisms that are specified in the current specifications (e.g., security mechanisms supporting CIoT or NBIoT services) may prove challenging. If this observation is valid, new solutions above the AS layer seem to be a more promising study direction for the security protection of the AIoT services.
Observation 2: The existing AS security solution with PDCP layer is too complex for AIoT device.
It is also noticeable that, according to the above Objective #3 (see highlighted in yellow), their potential solutions will take agreement in other 3GPP working groups into account. Therefore, we suggest that RAN2 can inform SA3 about our decision/assumption on at least excluding the support of AS security with PDPC layer for AIoT. In such a way, SA3 study can be more focused on the potential solutions above the AS layer, rather than exhaustively on all AS and NAS level security solutions.
Based on the observations, we propose that:
Proposal 4. RAN2 assumes that no AS security with PDCP layer is supported for A-IoT. Send LS to SA3& SA2 to confirm this RAN2 assumption.
2.4.2 Locating Ambient IoT devices / positioning 
According to SID[1], proximity determination, which is the determination of whether BS or intermediate UE and AIoT device are near each other or not. In this way, positioning can be supported with no or minimal specification impact. Since the study of positioning in Rel-19 is RAN3-led, RAN2 may assume no specification impact and wait for RAN3 progress.
Proposal 5. The study of locating AIoT devices is up to RAN3. Further RAN2 specification impact assessment can be considered based on RAN3 progress.
3. Conclusion
Based on the discussion, we have the following observations and proposals:
Observation 1: At the last SA3#115 meeting, SA3 SID (S3-240955) on Security Aspect of Ambient IoT Services in 5G has been approved for further study.
Observation 2: The existing AS security solution with PDCP layer is too complex for AIoT device.
And
Proposal 1. Proposal 1.	For AIoT device operation design for both Topology 1 and Topology 2, the following principles are considered through the study item:
· AIoT device operation procedures are common for both Topology 1 and Topology 2;
· AIoT reader type (gNB or intermediate UE) is transparent to AIoT device in both Topo 1 and Topo 2;
· Study focus on DT, DO-DTT AIoT device operation;
· The concept of cell is not needed for AIoT device operation;
· No requirement for MIB or SIB;
· Mobility management is up to NW side.
Proposal 2. Study the inventory procedure, which includes paging, Random access and consider further enhancement for inventory efficiency.
Proposal 3. In the command procedure, RAN2 assumes that command operation is performed after inventory procedure.
Proposal 4. RAN2 assumes that no AS security with PDCP layer is supported for A-IoT. Send LS to SA3& SA2 to confirm this RAN2 assumption.
Proposal 5. The study of locating AIoT devices is up to RAN3. Further RAN2 specification impact assessment can be considered based on RAN3 progress.
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