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1 Introduction
In RAN2#124 meeting, RAN2 discussed proposals for data collection for UE-side model training, as part of the Rel-18 SI on AI/ML for NR air interface [1]. However, there was no consensus on any of the proposals, and RAN2 add the following conclusion to the Rel-18 TR 38.843 [2]: 
	7.2.1.3.2	Data collection for UE-side model training 
The following proposals were discussed in RAN2: 
1.	UE collects and directly transfers training data to the Over-The-Top (OTT) server;
1a)	OTT (TRansparent)
1b)	OTT (non-TRansparent)
2.	UE collects training data and transfers it to Core Network. Core Network transfers the training data to the OTT server.
3.	UE collects training data and transfers it to OAM. OAM transfers the needed data to the OTT server.
RAN2 did not study or analyse these proposals and did not agree to requirements or recommendations.



In RAN#102 meeting, RAN agreed the Rel-19 WI on AI/ML for NR air interface [3]. The following is the objective related to the issue of data collection for UE-side model training [3]:  
	Study objectives with corresponding checkpoints in RAN#105 (Sept ’24):
[…]
· CN/OAM/OTT collection of UE-sided model training data [RAN2/RAN1]: 
· [bookmark: _Hlk152950182]For the FS_NR_AIML_Air study use cases, identify the corresponding contents of UE data collection
· Analyse the UE data collection mechanisms identified during the FS_NR_AIML_Air (TR 38.843 section 7.2.1.3.2) study along with the implications and limitations of each of the methods 
[…]



In this contribution, we discuss the following aspects in relation to data collection for UE-side model training:  
1. Recap on RAN2 discussion on data collection for UE-side model training (Rel-18 SI)
2. Data collection for UE-side model training (Option 1a, 1b, 2, 3)
3. Potential Way Forward in RAN2




2 Discussion
1 
2 
Recap on RAN2 discussion on data collection for UE-side model training (Rel-18 SI)
In RAN2#124 meeting, RAN2 briefly discussed several options for data collection options for UE-side model training, however, no consensus on any option. Figure 1 shows those options 1a, 1b, 2 and 3 for data collection. 
[image: ]Figure 1 shows data collection options for UE-side model training.

The reason RAN2 could not agree on option 1b, 2, and 3, was due to missing details or clarity on the following points/questions: 
· Why the collected data for the model training needs to be terminated at entities inside and/or outside MNO? 
· How to control sharing of collected data with different entities inside and/or outside MNO?
· How to ensure protection of data ownership and legality of sharing UE data with different entities inside and/or outside MNO? 
· How the different options can address the issue of data security and data privacy?  
· What is the reason for control of data collection by MNO, and to what extent? For example, does this control cover both the data and the data collection process or transparent to collected data?
· What type of data is collected in different options and whether it includes, e.g., UE or UE vendor proprietary information’? 
· What is/are the use case(s) that would require the MNO control of data collection (e.g. both collected data and data collection and reporting process?
· Whether any inter-vendor coordination is needed to facilitate data collection and reporting process?
· Whether SLA will be needed between UE-vendor, NW-vendor, MNOs, and/or 3rd party, before allowing access and/or sharing of the UE data to an entity other than the UE-side OTT server?  
In our view, RAN2 would first need to address the above questions before moving into specifying any of the proposed options. Otherwise, selecting any of option 1b, 2 and 3 may result in some sort of security/privacy threat to user data.
Observation 1: In Rel-18 SI, RAN2 did not study or analyse any details on user data privacy and security implication and limitations of proposed option 1b, 2 and 3. 
In the following, we discuss the different options 1a, 1b, 2 and 3 for data collection for UE-side model training. 
Data collection for UE-side model training (Option 1a, 1b, 2, 3)
For model at the UE, i.e., for UE-side model and UE-part of two-sided model, the model training can be based on the following two cases [4]. 
· Case 1: training at NW-side followed by model transfer to the UE.
· Case 2: training by UE-side vendor, e.g., on device or external OTT server
For Case 1, the network can collect the training data based on L1 or L3 signalling in a similar manner as for training data collection for network-side model. However, the feasibility and necessity of Case 1, i.e., model transfer, is still under discussion in RAN1 and is out of scope of RAN2#125bis. Thus, in the following, we focus our analysis on Case 2. 
Observation 2: For UE-side model and UE-part of two-sided model, the model training can be based on the following two cases:
· Case 1: training at NW-side and model transfer to the UE.
· Case 2: training by UE-side vendor, e.g., on device or external OTT server
The feasibility of Case 1, is strongly tied to the feasibility (or necessity) of model transfer/delivery which is still under discussion in RAN1.
For Case 2, the UE-side vendor is responsible for model training. The UE-side vendor may have its own preferred data format, e.g., resolution, compression, type of ground truth data, etc. Aligning such preferences through standardization would be unnecessarily restrictive as data is transferred intra-vendor. Additionally, auxiliary information which is related to UE’s proprietary implementation, i.e., vendor sensitive information, may be used for model training, e.g., receive beam information, physical antenna information. If the data is delivered to a third party, e.g., non-UE vendor, access to such data may expose proprietary implementation information. Another issue is UE data leakage that may result in threat to user privacy and security. This has some overlap with the auxiliary information provision, e.g., position information can be tagged to the collected data. Lastly, there is also data ownership issues that may arise when the UE-side model data is disclosed to entities other than the UE-side vendor [4]. In our view, Option 1a) addresses the aforementioned issues and fulfils the requirements for the use cases in Rel-19.  
Observation 3: For UE-side model and UE-part of two-sided model training by UE-side vendor, Option 1a) addresses issues including: 
· Compatibility on the preferred data format.
· Auxiliary information needed for model training that may expose proprietary implementation. 
· Data leakage resulting in privacy and security issues. 
· Data ownership issues.

Figure 2 illustrates the different options, i.e., 1a, 1b, 2 and 3, for data collection for UE-side model training, identified in Rel-18 SI on AI/ML for NR Air Interface. 


Figure 2 shows data collection options for UE-side model training.

For Option 1a), the UE collects and transfers data directly to UE-vendor OTT server. In this case, since the UE data is not shared with the network and/or collected by a third party server, there is no threat or implication on user security/privacy. This data collection solution is available by implementation and has no impact on 3GPP specifications. As stated above, Option 1a) already fulfils the requirements for the use cases in Rel-19.  
Observation 4: For Option 1a) (3GPP transparent):
1. The UE transfers collected data directly to the UE-vendor OTT server. 
2. There is no implication or threat to user security or privacy. 
3. Option 1a) already fulfils the requirements for the use cases in Rel-19.

For Option 1b), the UE may collect and transfer data directly (or via network) to non-UE-vendor OTT server. This case could have the following implications and limitations: 
· This option could be understood as a user plane solution that requires minimal control from the MNO. 
· The data is transferred in the application layer, so the network will have limited knowledge/awareness of user data transmitted over the connection.
· The data may be disclosed to a third party (e.g. external application) without knowledge of the UE vendor. This could result in serious threat to user data security/privacy.  
· There could be a need for inter-vendor interaction to coordinate the data collection and reporting process from the UE to the non-UE vendor server. 
· Depending on the data content and use case for data collection, Option 1b) may result in disclosing proprietary information. 
Observation 5:  For Option 1b) (3GPP non-transparent):
1. The UE may transfer collected data directly (or via NW) to non-UE-vendor OTT server. 
2. The MNO has minimal control and awareness of data collection and reporting process. 
3. Serious threat to user data security/privacy if data is disclosed to a third party application. 
4. Possibility of disclosing data that contains proprietary information.
For Option 2 and 3, the UE collects and transfers data to OTT server (UE-Vendor or non-UE-Vendor) via the network, i.e. CN and OAM, respectively. 
· Both options are considered control plane solutions that are fully controlled by the MNO. 
· The MNO has knowledge /awareness of user data (including any proprietary information’) sent over the network.
· The MNO may disclose the user data to a third party without knowledge of the UE vendor. This could result in serious threat to user data security and privacy.  
· There could be a need for inter-vendor interaction to coordinate the data collection and reporting process from the UE to OTT server, via the MNO’s network. 
Observation 6: For Option 2/3
1. The UE transfers collected data via the network (CN, OAM) to an OTT server. 
2. The MNO has full knowledge and control of data collection and reporting process. 
3. Serious threat to user data security/privacy if data is disclosed to a third party application. 
4. Possibility of disclosing data that contains proprietary information. 

Potential Way Forward in RAN2:
In our view, RAN2 study/analyse of implications and limitations of each of the options needs to address the following two main open points: 
1) MNO’s awareness and control of data collection process (Option 2 and 3): 
Identifying the collected data contents for different use case. This would allow the discussion on the need for MNO awareness and control of the data collection (including data contents) and to what extent, e.g. MNO’s may only need to control aspects of data collection process (i.e. start, end, monitor collection, etc.) rather than data content itself, if this data contains sensitive vendor-specific information. Clearly, at this stage of the discussion, it would be useful if RAN2 have a common understanding of why MNO’s would need such awareness and control of the collected data (e.g. monitoring performance, charging for AI/ML data, etc.). 
However, considering that RAN1 has already started discussion on the objective to identify data contents for the different use cases for data collection of UE-side model training data [3]:  
· CN/OAM/OTT collection of UE-sided model training data [RAN2/RAN1]: 
· For the FS_NR_AIML_Air study use cases, identify the corresponding contents of UE data collection

RAN2 can simply wait for conclusion of this discussion in RAN1 to avoid any potential conflict. 
Observation 7: RAN2 discussion on MNO’s knowledge and control of collected data should be postponed, since it depends on RAN1 conclusion on data contents for different use cases.
2) Disclosure of user data to a third party (Option 1b, 2 and 3): 
One of the major implication and limitation that RAN2 need to consider in the study of option 1b, 2, and 3, is the potential serious threat of exposing sensitive vendor information and/or user data security/privacy, due to disclosing data to a third party, e.g. without knowledge of UE vendor that holds a data protection legal agreement with the user. However, considering that option 1b, 2 and 3, have no clear framework/signalling that could address the threat to vendor information and/or user data, any study or detailed analyses to specify such signalling, will result in huge workload to RAN2 and other working groups, even for a feasibility study. In this purpose, we believe that option 1a is the only feasible solution that would avoid the threat of disclosing sensitive data without the need to trigger any cumbersome discussions in RAN2 and other WGs. 
In summary, at this early stage of Rel-19 WI, RAN2 can agree on Option 1a (3GPP transparent) as the baseline solution for data collection for UE-side model for training and may continue discussion on other options.
Proposal 1: RAN2 to agree Option 1a) as the baseline option for data collection for UE-side model training. 
Proposal 2: RAN2 may consider Option 1b), 2 and 3, only if their benefits over the baseline (Option 1a)) are sufficiently justified while potential concerns are addressed.  
3 Conclusion
In this contribution, we discussed the different options for data collection for UE-side model training, and more specifically, the implication and limitations of Option 1b, 2 and 3 on user security or privacy. The following are the observations and proposals in this document:  
Observation 1: In Rel-18 SI, RAN2 did not study or analyse any details on user data privacy and security implication and limitations of proposed option 1b, 2 and 3. 
Observation 2: For UE-side model and UE-part of two-sided model, the model training can be based on the following two cases:
· Case 1: training at NW-side and model transfer to the UE.
· Case 2: training by UE-side vendor, e.g., on device or external OTT server
The feasibility of Case 1, is strongly tied to the feasibility (or necessity) of model transfer/delivery which is still under discussion in RAN1.
Observation 3: For UE-side model and UE-part of two-sided model training by UE-side vendor, Option 1a) addresses issues including: 
· Compatibility on the preferred data format.
· Auxiliary information needed for model training that may expose proprietary implementation. 
· Data leakage resulting in privacy and security issues. 
· Data ownership issues.
Observation 4: For Option 1a) (3GPP transparent):
1. The UE transfers collected data directly to the UE-vendor OTT server. 
2. There is no implication or threat to user security or privacy. 
3. Option 1a) already fulfils the requirements for the use cases in Rel-19.
Observation 5:  For Option 1b) (3GPP non-transparent):
1. The UE may transfer collected data directly (or via NW) to non-UE-vendor OTT server. 
2. The MNO has minimal control and awareness of data collection and reporting process. 
3. Serious threat to user data security/privacy if data is disclosed to a third party application. 
4. Possibility of disclosing data that contains proprietary information.
Observation 6: For Option 2/3
1. The UE transfers collected data via the network (CN, OAM) to an OTT server. 
2. The MNO has full knowledge and control of data collection and reporting process. 
3. Serious threat to user data security/privacy if data is disclosed to a third party application. 
4. Possibility of disclosing data that contains proprietary information 
Observation 7: RAN2 discussion on MNO’s knowledge and control of collected data should be postponed, since it depends on RAN1 conclusion on data contents for different use cases.

Proposal 1: RAN2 to agree Option 1a) as baseline option for data collection for UE-side model training. 
Proposal 2: RAN2 may consider Option 1b), 2 and 3, only if their benefits over the baseline are sufficiently justified while potential concerns are addressed.    
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