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[bookmark: OLE_LINK25]1. Introduction
The Ambient IoT (A-IoT) will be studied in Rel-19. 
· RAN2-led:
· Study and decide which functions are needed for an Ambient IoT compact protocol stack and lightweight signalling procedure to enable DO-DTT and DT data transmission, and study those functions.
For example:
· Paging
· Random access
· Data transmission, including necessary radio resource control aspects, respecting the limitation in the General Scope 
· Interactions with upper layers
For functionalities not listed above, they are studied only if found essential.

The general aspects will be discussed in this contribution, including:
· Stage 2 overall procedures, 
· baseline assumptions on security, 
· use cases, 
· TR structure.

2. Discussion
2.1 Stage 2 overall service procedures
Key Issue #3: Support of Ambient IoT Services was recognized by SA2 in the TR 23.700-86 [2].
[bookmark: _Toc157661580][bookmark: _Toc160461971]5.3	Key Issue #3: Support of Ambient IoT Services
[bookmark: _Toc157661581][bookmark: _Toc160461972]5.3.1	Description
This Key Issue pertains to the AIoT services. Considering that AIoT Devices are a new type of devices with reduced capabilities, the following need to be supported:
-	Inventory.
-	Command.
NOTE 1:	Further detailing of the inventory and commands will be addressed by solutions.
The key issue will study the following aspects:
-	Study how to support information transfer for Ambient IoT services and related system functionality, including the information transfer for an Ambient IoT device and for a group of Ambient IoT Devices.
NOTE 2:	The above aspect includes studying whether there is a need to support session based transfer between Ambient IoT Device and the network considering the device types and capabilities.
-	Study which of the enabled Ambient IoT services are exposed to AF and how, e.g. for the case AF requests Ambient IoT service for an Ambient IoT Device and for a group of Ambient IoT Devices.
Also the candidate solutions on this key issue was discussed in #161 meeting and captured in TR 23.700-86[2].
Observation 1: Considering that AIoT Devices are a new type of devices with reduced capabilities, the following services need to be supported defined in SA2:
•	Inventory.
•	Command.
 (Periodic) inventory procedure
Considering the nature of the AIoT Devices (e.g. ultra-low complexity power, cost and resource-constrained), the PDU Session/QoS Flow based data transfer is not suitable for such AIoT Devices. NAS-based message for information transfer for Ambient IoT Services will be discussed in first priority. The stage-2 overall inventory service procedure here is based on the Solution #5 in TR 23.700-86[2].
Figure 2-1 shows the signalling flow of inventory procedure to discover one or more AIoT devices.




1. [bookmark: OLE_LINK1]The AMF/AIoTF send a N2 like message including Device info (device ID or group ID, etc), service operation to Reader (RAN). The device info and service type in N2’ message will be defined by CN.
2. The Reader (RAN) broadcast paging message to Ambient IoT Devices. The Device info is included in the paging message to Ambient IoT Devices if there is.
3. The Ambient IoT Device(s) initiates Random Access procedure if Ambient IoT Device receive(s) is/are matched with the Device ID or group ID. Or all ambient IoT Devices initiate Random Access procedure if there is no specific device info in the paging message. 
4. The Ambient IoT Device sends inventory response message to RAN piggy packing NAS message (Device ID, AIoT data). 
5. The NAS message is forwarded by Reader (RAN) to the AMF/AIoTF. The CN will verify the ID which is defined by SA2 and SA3.
Note: Authentication and authorization procedures will be discussed and decided in SA2 and SA3 after step 5.
6. Reader (RAN) indicates to CN that the inventory procedure is ended after RAN finds there are no more devices.
Proposal 1: Inventory procedure in RAN can be triggered by such service from CN: inventory request, command request, registered request whose service type are defined by SA2.  
Proposal 2: Inventory procedure in RAN includes paging procedure, random access procedure and inventory response.

Command service procedure
Command request from CN also can trigger paging procedure in RAN. However whether the command is included in NAS and/or needs security will be decided by SA2 and SA3. So RAN can take the assumption here: command from CN is included in NAS message.
Figure 2-2 shows the signalling flow for the DT traffic (e.g command) delivery and DO-DTT data reporting. 



1.	The AMF/AIoTF send a N2 like message including Device info (device ID or group ID), service operation to Reader (RAN). The device info and service type in N2’ message will be defined by CN.
2.	The Reader (RAN) broadcast paging message to Ambient IoT Devices. The Device info is included in the paging message to Ambient IoT Devices if there is.
3.	The Ambient IoT Device(s) initiates Random Access procedure if Ambient IoT Device receive(s) is/are matched with the Device ID or group ID. Or all ambient IoT Devices initiate Random Access procedure if there is no specific device info in the paging message. 
4.	The Ambient IoT Device sends inventory response message to RAN piggy packing NAS message (Device ID, AIoT data). 
5.	The NAS message is forwarded by Reader (RAN) to the AMF/AIoTF. The CN will verify the ID which is defined by SA2 and SA3.
Note: Authentication and authorization procedures will be discussed and decided in SA2 and SA3 after step 5.
6. CN sends the command request to specific device within the device ID or group ID after the ID is verified and authorization is finished optionally in NAS layer.
7. The reader (RAN) forwards the command request in NAS message to the specific device according to the device info in step 6.
8. The Ambient IoT Device(s) send command response message to RAN piggy packing NAS message (Device ID, AIoT data).
9.	The NAS message is forwarded by Reader (RAN) to the AMF/AIoTF. The CN will verify the ID which is defined by SA2 and SA3.
10.	Reader (RAN) indicates to CN that the command procedure is ended after RAN finds there are no more devices.

[bookmark: OLE_LINK7]Proposal 3: Command service procedure in RAN includes inventory procedure and command response procedure.
Proposal 4: NAS-based information transfer for Ambient IoT command service will be supported by RAN2.
Proposal 5: RAN2 to discuss the steps in Inventory service and Command service procedures in figure 2-1 and 2-2 and capture it as baseline in TR.

2.2 Baseline assumptions on security and others
There is no clear need for secure transfer of both signalling and user data for Ambient IoT applications in SID. We are going to discuss the security requirement and the assumptions accordingly. So the choice of security framework will be addressed here.
[bookmark: OLE_LINK33]The table below describes the security termination points. Support of NAS security which is defined by CN depends on the conclusion from SA2 and SA3. 
Table 3-1 Security Termination Points
	
	Ciphering
	Integrity Protection

	NAS Signalling
	Required and terminated in NAS
	Required and terminated in NAS

	U-Plane Data
	Not Required
	Not Required

	RRC Signalling (AS)
	Not Required
	Not Required

	MAC Signalling (AS)
	Not required
	Not required

	NOTE 1:	Integrity protection for U-Plane is not required and thus it is not supported between UE and Serving Gateway or for the transport of user plane data between eNB and Serving Gateway on S1 interface.




Proposal 6: RAN2 may address how to support the NAS security procedure from RAN2’s perspective, e,g. supporting Registration procedure in NAS layer.
Proposal 7: RAN2 takes the assumption that RAN2 won't support AS security which includes ciphering and integrity protection of RRC (if there is) and MAC signalling. 
Whether command needs security or not is discussed a lot in SA2 as well as in RAN2. To enable the command service procedure, RAN2 can take the assumption that command request from CN is included in NAS message from RAN to device. Whether the command is included in NAS or not will depend on the progress in SA2 and SA3.
Proposal 8: To enable the command service procedure, RAN2 takes the assumption that command request is included in NAS message from reader to device. Whether the command is included in NAS or not will depend on SA2 and SA3.
There is coordination with SA2 and dependence of the conclusion in SA2, besides the security issue. so RAN2 may figure out the dependence and assumption at the beginning of the SI.
[bookmark: OLE_LINK2][bookmark: OLE_LINK3]Proposal 9: RAN2 to confirm the assumption on deployment scenarios:
· Handover for service continuity (i.e. at least no cell selection/re-selection-like function) is not supported when AIoT Devices move from one cell to another cell.
· RRC states are not supported
· FR1 licensed spectrum in FDD

2.3 Discussion on use cases
The traffic types DO-DTT and DT with focus on rUC1 (indoor inventory) and rUC4 (indoor command) are captured in SID [1].
General Scope
The definitions provided in TR 38.848 are taken into this SI, and the following are the exclusive general scope:
        E. Traffic types DO-DTT, DT, with focus on rUC1 (indoor inventory) and rUC4 (indoor command).
- From RAN#104, the study will assess whether the harmonized air interface design (per bullet ‘A’ above) can address the DO-A (Device-originated autonomous) use case, only to identify which part(s) of the harmonized air interface design (per bullet ‘A’ above) is/are not sufficient for the DO-A use case.
DO-A (Device-originated – autonomous) service has lower priority compared with the traffic types DO-DTT and DT. RAN2 will identify which part(s) of the harmonized air interface design (per bullet ‘A’ above) is/are not sufficient for the DO-A use case after June. For example SI is required to enable DO-A.
Proposal 10: RAN2 focus on traffic types DT and DO-DTT, FFS the support of DO-A and related solution after June, e.g. SI.

2.4 Suggestion on TR structure
TR Study on solutions for Ambient IoT (Internet of Things) in NR is updated as v0.0.1 by RAN1. RAN1 has agreed TR 38.769 skeleton in [4] in Feb 2024. Based on SID [1], clause 6 Solutions for ambient IoT is related to RAN2 work.
RAN2 may update the skeleton of TR to capture the solution from RAN2’s perspective. Clause 6 which is related with RAN2 can be reorganized as below:
	6	Solutions for Ambient IoT
6.1	Reference Architecture and Functionalities
6.1.1 Reference Architecture
Editor’s note: Including Topology 1 and Topology 2.
Editor’s note: Corresponds to the second RAN3 objective in the SID.
6.1.2 Entity Functionalities
- Reader: including RAN and UE for topology 1 and 2.
- Device:
- RAN:
- CN:
6.12	Physical layer

6.23	Protocol stack and signalling procedures(RAN2)
Editor’s note: Corresponds to the RAN2 objective in the SID.
6.3.1 Radio Protocol stack
Editor’s note: Including Topology 1 and Topology 2.
- Control Plane
- User Plane
6.3.2 Procedures
6.3.2.1 Service procedures
6.3.2.2 Paging procedure
6.3.2.3 Random Access procedure
6.3.2.4 Data transmission procedure
6.3.2.5 Others




Proposal 11: RAN2 update the skeleton of Clause 6 in TR 38.769 and take the TP in annex as baseline.

3. Conclusion
Based on the previous analysis in section 2, the observation and proposals are summarized as following:
Stage 2 overall service procedures
Observation 1: Considering that AIoT Devices are a new type of devices with reduced capabilities, the following services need to be supported defined in SA2:
•	Inventory.
•	Command.
Proposal 1: Inventory procedure in RAN can be triggered by such service from CN: inventory request, command request, registered request and the service type are defined by SA2.  
Proposal 2: Inventory procedure in RAN includes paging procedure, random access procedure and inventory response.
Proposal 3: Command service procedure in RAN includes inventory procedure and command response procedure.
Proposal 4: NAS-based information transfer for Ambient IoT command service will be supported by RAN2.
Proposal 5: RAN2 to discuss the steps in Inventory service and command service procedures in figure 2-1 and 2-2 and capture it as baseline in TR.

Baseline assumptions on security and others
Proposal 6: RAN2 may address how to support the NAS security procedure from RAN2’s perspective, e,g. supporting Registration procedure in NAS layer.
Proposal 7: RAN2 takes the assumption that RAN2 won't support AS security which includes ciphering and integrity protection of RRC and MAC signallings (if there is). 
Proposal 8: To enable the command service procedure, RAN2 takes the assumption that command request is included in NAS message from reader to device. Whether the command is included in NAS or not will depend on SA2 and SA3.
Proposal 9: RAN2 to confirm the assumption on deployment scenarios:
· Handover for service continuity (i.e. at least no cell selection/re-selection-like function) is not supported when AIoT Devices move from one cell to another cell.
· RRC states are not supported
· FR1 licensed spectrum in FDD

Use cases
Proposal 10: RAN2 focus on traffic types DT and DO-DTT, FFS the support of DO-A and related solution after June, e.g. SI.

TR structure
Proposal 11: RAN2 update the skeleton of Clause 6 in TR 38.769 and take the TP in Appendix A as baseline.
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5. Appendix A
6	Solutions for Ambient IoT
6.1	Reference Architecture and Functionalities
6.1.1 Reference Architecture
Editor’s note: Including Topology 1 and Topology 2.
Editor’s note: Corresponds to the second RAN3 objective in the SID.
6.1.2 Entity Functionalities
- Reader: including RAN and UE for topology 1 and 2.
- Device:
- RAN:
- CN:
6.12	Physical layer

6.23	Protocol stack and signalling procedures(RAN2)
Editor’s note: Corresponds to the RAN2 objective in the SID.
6.3.1 Radio Protocol stack
Editor’s note: Including Topology 1 and Topology 2.
- Control Plane
- User Plane
6.3.2 Procedures
6.3.2.1 Service procedures
6.3.2.2 Paging procedure
6.3.2.3 Random Access procedure
6.3.2.4 Data transmission procedure
6.3.2.5 Others


6. Appendix B
The signalling flow of inventory procedure to discover one or more AIoT devices is shown in Figure 2-1.



Figure 2-1 inventory procedure
1. The AMF/AIoTF send a N2 like message including Device info (device ID or group ID, etc), service operation to Reader (RAN). The device info and service type in N2’ message will be defined by CN.
2. The Reader (RAN) broadcast paging message to Ambient IoT Devices. The Device info is included in the paging message to Ambient IoT Devices if there is.
3. The Ambient IoT Device(s) initiates Random Access procedure if Ambient IoT Device receive(s) is/are matched with the Device ID or group ID. Or all ambient IoT Devices initiate Random Access procedure if there is no specific device info in the paging message. 
4. The Ambient IoT Device sends inventory response message to RAN piggy packing NAS message (Device ID, AIoT data). 
5. The NAS message is forwarded by Reader (RAN) to the AMF/AIoTF. The CN will verify the ID which is defined by SA2 and SA3.
Note: Authentication and authorization procedures will be discussed and decided in SA2 and SA3 after step 5.
6. Reader (RAN) indicates to CN that the inventory procedure is ended after RAN finds there are no more devices.

The signalling flow for the DT traffic (e.g command) delivery and DO-DTT data reporting is shown in Figure 2-2. 



1.	The AMF/AIoTF send a N2 like message including Device info (device ID or group ID), service operation to Reader (RAN). The device info and service type in N2’ message will be defined by CN.
2.	The Reader (RAN) broadcast paging message to Ambient IoT Devices. The Device info is included in the paging message to Ambient IoT Devices if there is.
3.	The Ambient IoT Device(s) initiates Random Access procedure if Ambient IoT Device receive(s) is/are matched with the Device ID or group ID. Or all ambient IoT Devices initiate Random Access procedure if there is no specific device info in the paging message. 
4.	The Ambient IoT Device sends inventory response message to RAN piggy packing NAS message (Device ID, AIoT data). 
5.	The NAS message is forwarded by Reader (RAN) to the AMF/AIoTF. The CN will verify the ID which is defined by SA2 and SA3.
Note: Authentication and authorization procedures will be discussed and decided in SA2 and SA3 after step 5.
6. CN sends the command request to specific device within the device ID or group ID after the ID is verified and authorization is finished optionally in NAS layer.
7. The reader (RAN) forwards the command request in NAS message to the specific device according to the device info in step 6.
8. The Ambient IoT Device(s) send command response message to RAN piggy packing NAS message (Device ID, AIoT data).
9.	The NAS message is forwarded by Reader (RAN) to the AMF/AIoTF. The CN will verify the ID which is defined by SA2 and SA3.
10.	Reader (RAN) indicates to CN that the command procedure is ended after RAN finds there are no more devices.
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