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1	Introduction 
In this contribution we propose to discuss and agree on hardware Ambient IoT device capabilities (such as memory size, compute/processing, etc) which are important to establish before we proceed to discuss the protocol stack functionality. 
Common understanding of such capabilities is important to be able to discuss functions such as random access, UE states, transactions, etc. 
The main reference for the analysis in this contribution is EPC C1G2 specification [3] and C1G2 devices available in the market. 
2   	Discussion
2.1	Background
The SID [1] defines A-IoT devices as follows:
i. ~1 µW peak power consumption, has energy storage, initial sampling frequency offset (SFO) up to 10X ppm, neither DL nor UL amplification in the device. The device’s UL transmission is backscattered on a carrier wave provided externally.
ii. ≤ a few hundred µW peak power consumption1, has energy storage, initial sampling frequency offset (SFO) up to 10X ppm,DL and/or UL amplification in the device. The device’s UL transmission may be generated internally by the device, or be backscattered on a carrier wave provided externally.
This has been further revised by RAN1 as follows:
· Device 1: ~1 µW peak power consumption, has energy storage, initial sampling frequency offset (SFO) up to 10X ppm, neither DL nor UL amplification in the device. The device’s UL transmission is backscattered on a carrier wave provided externally.
· Device 2a: ≤ a few hundred µW peak power consumption, has energy storage, initial sampling frequency offset (SFO) up to 10X ppm, both DL and/or UL amplification in the device. The device’s UL transmission is backscattered on a carrier wave provided externally.
· Device 2b: ≤ a few hundred µW peak power consumption, has energy storage, initial sampling frequency offset (SFO) up to 10X ppm, both DL and/or UL amplification in the device. The device’s UL transmission is generated internally by the device.

Furthermore, with regards to device capabilities (such as memory) that affect RAN2 design, RAN1 have agreed:
· Digital BB logic includes functional blocks like encoder, decoder, controller, etc.
· Memory can include two types of memory: 1) Non-Volatile Memory (NVM) such as EEPROM for permanently storing device ID, etc, and 2) registers for temporarily keeping any information required for its operation only while energy is available in energy storage.
· Clock generator provides required clock signal(s).

These agreements are a good starting point, but there are still details of the device hardware architecture of importance to RAN2 which need to be discussed and agreement so that we can proceed to discuss the protocol stack design. 
Observation 1: RAN1 agreements are a good starting point, but there are still details of the device hardware architecture of importance to RAN2 which need to be discussed and agreement so that we can proceed to discuss the protocol stack design. 
One additional reference to such capabilities can be found in the TR 38.848 [2] 
For Device A, the complexity target is to be comparable to UHF RFID ISO18000-6C (EPC C1G2).
For Device B, the target is such that:
-	Device A complexity < Device B complexity < Device C complexity.
For Device C, the complexity target is to be orders-of-magnitude lower than NB-IoT.
2.2	Hardware capabilities
2.2.1	Memory
RAN1 have already agreed that both non-volatile memory (NVRAM) for permanent storage of information (e.g. device ID) and registers/RAM for temporary storage of information. 
Furthermore, many EPC C1G2 read-only memory, i.e. memory banks which are not writeable. This may not necessarily affect RAN2 protocol design, but may be needed for security related discussions. Therefore, we propose to extend and generalize the RAN1 agreements on A-IoT device memory as follows:
Proposal 1: assume all A-IoT devices have read-only memory (ROM), random access memory (RAM) and non-volatile memory (NVRAM).
Proposal 2: it follows from proposal 1 that A-IoT devices can “remember” information communicated to them even after their energy storage is completely depleted. 
The next important question is memory size. This has not been discussed in any 3GPP group (RAN, RAN1 or SA1) and since none of the 3GPP documents provide any reference one can use, we suggest to use EPC C1G2 (class-1 gen-2) devices available in the market for reference.
According to the EPC specification [3] EPC memory and TID memory banks are required. EPC memory bank can be between 16 to 464 bits and the TID memory size is left for implementation. Therefore, in order to get an estimate of the memory typically used in this tags it is best to look at actual devices in the market. 
Observation 2: EPC class-1 gen-2 RFID devices (used as a reference for Device A in the TR 38.484) can be used as a reference for minimal hardware capabilities of A-IoT devices. 
Below is a list of some commonly used EPC Class 1 Gen 2 Tags and their memory capacities:
· Alien Higgs-3: 800 bits
· Alien Higgs-9: 1024 bits
· Murata LXTBKYSCNN-018: 1152 bits
· NXP UCODE DNA: 3396 bits
This list is by no means exhaustive, but it does provide a good reference.
Observation 3: high end EPC class-1 gen-2 RFID devices memory capacity is typically between 1024 to 4096 bits. 
Since EPC C1G2 is referenced for Device A, we can further assume that this is the bare minimum HW capabilities and some A-IoT devices may have more e.g. memory or processing capabilities. While this provides a reference, it is hard to come up with an exact number (which may be needed in RAN2 protocol discussions). It is clear that the memory capacity is somewhere in the range of a few thousand bits, but any concrete number selected at this stage would be somewhat arbitrary. Therefore, we propose to agree on a reasonable assumption of 4096 bits, which can be revised later if needed.
Proposal 2: assume A-IoT device memory size of a few thousand bits, e.g. 4096; the number can be further discussed if RAN2 protocol design requires higher memory capacity. 
2.2.2	Compute
Ambient IoT devices are likely to have extremely limited compute/processing capabilities. But how limited and how would it impact RAN2 protocol design?
While all RFID C1G2 tags have some sort of a controller, there is no direct information about such controllers typical processing capabilities. 
One reasonable approach to assess what is a reasonable assumption of such capabilities is to inspect compute-related EPC protocol capabilities and then assume similar (or somewhat higher) capabilities should also be available for RAN2 protocol design. 
The protocol in EPC C1G2 uses a variant of the Type-Length-Value (TLV) encoding, as shown in the following tables [3]:
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As one can see, some messages (e.g. errors) have a fixed format (with fixed length) and some messages include a header with a number of fixed parameters, a length field and a message of variable length. All messages include CRC.
Observation 4: EPC C1G2 protocol uses a variant of Type-Length-Value (TLV) encoding.
While TLV encoding as not as flexible as ASN.1, it is of course simpler. Our proposal therefore is to assume that an Ambient IoT device compute capabilities don’t allow protocol encodings significantly more complex than TLV. In particular, this rules out ASN.1. Furthermore, where possible, messages with fixed length should be used. 
Proposal 3: assume A-IoT compute capabilities don’t allow protocol encodings more complex than TLV (i.e. ASN.1 cannot be supported). 
Proposal 4: usage of messages with fixed length should be encourage whenever possible.
2.2.3	Other
In this section we discuss various additional hardware capabilities of relevance to RAN2 discussions. As previously, the main reference for the proposals below is EPC C1G2 specification and C1G2 devices available in the market. 
In many cases, protocol design requires random number generators. Incidentally, so does EPC C1G2 where there is a requirement:
A Tag shall implement a random or pseudo-random number generator (RNG). The RNG shall meet the following randomness criteria independent of the strength of the energizing RF field, the R=>T link rate, and the data stored in the Tag (including but not limited to the StoredPC, XPC word or words, EPC, and StoredCRC). Tags shall generate 16-bit random or pseudo-random numbers (RN16) using the RNG, and shall have the ability to extract Q-bit subsets from its RNG to preload the Tag’s slot counter. Tags shall have the ability to temporarily store at least two RN16s while powered, to use, for example, as a handle and a 16-bit cover-code during password transactions.
While the details of the random number generator (such as randomness criteria) are not important at this stage (might be of interest to SA3), it would be useful to agree that an A-IoT device does support a random number generator which is likely to be needed for a protocol to be specified in RAN2.
Proposal 5: assume all A-IoT devices have a random number generator. 
The final important hardware capability that comes to mind is energy storage. A-IoT devices have energy storage which would be used, among other things, for protocol stack functionality (e.g. packet encoding/decoding, etc). It’s hard and may not even be possible to estimate during the study how exactly energy storage limitation might affect protocol stack design. 
One potential implication that comes to mind is that there is no guarantee a device would have enough energy to complete a transaction (by transaction here we refer to message exchange such as paging/downlink transmission/uplink transmission) on a single charge. Not only there is no such guarantee, but such cases are likely to be frequent. Hence the proposal 
Proposal 6: can’t assume that an A-IoT device’s energy storage always have enough energy to complete a “transaction”. 
3	Conclusions and Proposals
Observation 1: RAN1 agreements are a good starting point, but there are still details of the device hardware architecture of importance to RAN2 which need to be discussed and agreement so that we can proceed to discuss the protocol stack design. 
Proposal 1: assume all A-IoT devices have read-only memory (ROM), random access memory (RAM) and non-volatile memory (NVRAM).
Proposal 2: it follows from proposal 1 that A-IoT devices can “remember” information communicated to them even after their energy storage is completely depleted. 
Observation 2: EPC class-1 gen-2 RFID devices (used as a reference for Device A in the TR 38.484) can be used as a reference for minimal hardware capabilities of A-IoT devices. 
Observation 3: high end EPC class-1 gen-2 RFID devices memory capacity is typically between 1024 to 4096 bits. 
Proposal 2: assume A-IoT device memory size of a few thousand bits, e.g. 4096; the number can be further discussed if RAN2 protocol design requires higher memory capacity. 
Proposal 3: assume A-IoT compute capabilities don’t allow protocol encodings more complex than TLV (i.e. ASN.1 cannot be supported). 
Proposal 4: usage of messages with fixed length should be encourage whenever possible.
Proposal 5: assume all A-IoT devices have a random number generator. 
Proposal 6: can’t assume that an A-IoT device’s energy storage always have enough energy to complete a “transaction”. 
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Table 6-14: In-process Tag reply omitting and including length field

Barker Done Header Response RN CRC
Code
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