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[bookmark: _Ref165266342]Introduction
According to the discussion on the key stream reuse at LTM fast recovery in [1] in the RAN2#124 meeting, RAN2 made the following agreements [2]:
	Key Stream reuse at LTM recovery seems to be an issue (at least a principal issue from req point of view)
Assume that we stick with the agreement to support Fast LTM recovery, and attempt to resolve this issue (or investigate whether it could be tolerated). 
Session Chair: Expect to discussion solutions next meeting (simplicity is important)


In this contribution, we provide some analysis on the key stream reuse issue, by considering the potential security attacks given by SA3 [3].
Discussion
1.1 Key stream reuse
According to [3], the security issues studied in SA3 for False Base Stations (FBS) includes the followings:
· #1	DoS attack on UE: attempts to hinder the UEs' access to the network.
· #2	DoS attack on network: attempts to hinder the network's ability to provide services to the UEs.
· #3	Rogue services: attempts to deliver unauthorized or unsolicited services (e.g., SMS and calls) to the UEs.
· #4	Subscriber privacy attack: attempts to identify subscriptions or trace the UEs.
A security solution is required only when a real attack (e.g. the above #1/#2/#3/#4) is observed and considered as a critical issue.
Observation 1: A security solution is needed only when the COUNT value reusing causes a real security attack (e.g. DoS).
[image: ]
Figure 1: keystream reuse issue quoted from [1]
According to [1] as illustrated above, the COUNT=N could be reused for the RRCReconfigurationComplete massage sent to Cell_Z via the LTM fast recovery procedure, when the LTM procedure to Cell_Y fails. From our understanding, COUNT reuse may/may not cause any security issue depending on whether/how the connection between the UE and the gNB is attacked. For example, the PDCP data recovery procedure of 38.323 allows the UE to reuse the same key and the old COUNT value. According to the NOTE 2 in section 5.3 of 38.323, the same COUNT (i.e. PDCP SN) can be reused due to the discarded PDCP SDU, which could be transmitted by not confirmed yet by the gNB. According to section 5.3.5.8.3 of 38.331, the non-DAPS bearer reverts back to reuse the old key and the old COUNT at the DAPS handover failure.
For the above case shown in Figure 1, the RRCReconfigurationComplete massage to Cell_Y could be received by a false base station. However, the false base station is not able to know whether the UE will use Cell_Z (or another cell) for the LTM fast recovery, and not able to know the content of the RRCReconfigurationComplete massage sent to Cell_Z. When the false base station replays the same RRCReconfigurationComplete massage (e.g. by using the same PDCP PDU) to Cell_Y (or another cell) by using the same COUNT value to the gNB, the gNB is able to detect that the RRCReconfigurationComplete massage using the same COUNT is from a false base station, and the RRCReconfigurationComplete massage using the same COUNT replayed by a false base station will be dropped by the gNB. When the real UE sends the new RRCReconfigurationComplete massage to Cell_Z using the same COUNT, the gNB is able to detect that the message is from a real UE. Thus, it is unclear whether reusing the COUNT value for LTM fast recovery causes any security attack.
Observation 2: It is unclear whether reusing the COUNT value for LTM fast recovery causes any security attack.
As such, we consider that as it is not clear which security attack could happen for the COUNT value reusing during the LTM fast recovery (e.g. alike PDCP data recovery), the extra enhancement for fixing the COUNT value reusing during the LTM fast recovery is not needed. If companies still have concerns on the potential security attack, an LS can be sent to SA3 for further checking.
Proposal 1: The extra enhancement for fixing the COUNT value reusing during the LTM fast recovery is not needed in Rel-18.
Proposal 2: If Proposal 1 is not agreed, RAN2 is kindly requested to send an LS to SA3 on whether the COUNT value reusing during the LTM fast recovery causes security issue.
2. Conclusion
According to the above analysis, we have the following observations and proposals:
Observation 1: A security solution is needed only when the COUNT value reusing causes a real security attack (e.g. DoS).
Observation 2: It is unclear whether reusing the COUNT value for LTM fast recovery causes any security attack.

Proposal 1: The extra enhancement for fixing the COUNT value reusing during the LTM fast recovery is not needed in Rel-18.
Proposal 2: If Proposal 1 is not agreed, RAN2 is kindly requested to send an LS to SA3 on whether the COUNT value reusing during the LTM fast recovery causes security issue.
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