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1. Introduction
In the RAN2#125 meeting, potential keystream reuse issue was discussed based on [1]. This document if RAN2 needs to do anything to address this issue.
2. [bookmark: _Hlk110621979]Discussions
Issue description from [1]:

A scenario key stream reuse issue is caused by fast recovery after LTM cell switch.
In the RAN2#123 meeting, the following agreement on fast recovery was made [1]
Upon an LTM cell switch failure (i.e., supervision timer expiry) or RLF, fast recovery similar to CHO:
a)	UE performs cell selection.
b)	If selected cell is an LTM candidate cell, UE performs RACH-based LTM cell switch on the selected cell (network-controlled).
c)	If selected cell is not an LTM candidate cell, UE transmits RRC re-establishment request.
Also, appropriate procedures based on the agreement are captured in the RRC running CR.

However, the fast recovery is performed after LTM cell switch failure, keystream reuse issue may be caused under certain conditions. We explain a scenario by using Figure 1:

· First, the UE is configured with LTM candidate cells Cell_Y and Cell_Z. Also, the UE is configured with attemptLTM-Switch.
· Then the UE receives a cell switch command to Cell_Y. COUNT value 'N' is used for transmitting RRCReconfigurationComplete by SRB1, and COUNT value stored in SRB1 is incremented to 'N+1’.
· If CBRA or RACH-less is used, LTM cell switch failure may occur after transmitting the RRCReconfigurationComplete massage. 
· At cell switch failure, UE reverts back to the source configuration. As specified in NOTE 1 of 5.3.5.8.3, all state variables, i.e. including COUNT value, are reverted. This means COUNT value stored in SRB1 becomes 'N' again. Then the UE performs RRC re-establishment procedure.
· If the selected cell is the candidate Cell_Z, the UE initiates LTM to Cell_Z and the UE transmits RRCReconfigurationComplete massage with the same COUNT value ‘N’ by SRB1, which is keystream reuse.
[image: ]
Figure 1: A scenario keystream reuse issue is caused after LTM cell switch failure


2.2	Analysis

When UE receives a cell switch command to Cell_Y, COUNT value 'N' is used for transmitting RRCReconfigurationComplete by SRB1, and COUNT value stored in SRB1 is incremented to 'N+1’. Further, RAN2 agreed that a recovery is only performed using RACH-based LTM cell switch. So, no RACH less transmission of handover complete (RRCReconfigurationComplete) is possible.
If CBRA is used, LTM cell switch failure may occur only due to failure of RACH transmission failure i.e., UE has either:
a) not received Msg2, or 
b) received Msg2, transmitted Handover Complete in Msg3 but then lost contention (the Msg2 was actually for another UE). 
In the former case a), the RRCReconfigurationComplete (with COUNT N+1) has not left the UE (i.e., this message was not actually transmitted) and therefore the reuse of COUNT/ Keystream is only theoretical i.e., can’t cause damage to the UE.

For the latter case b) to occur, the following events must occur together:
1) LTM failure,
2) No CFRA resource allocated for another candidate cell, and
3) Contention Resolution fails.
The probability for these occurring together must be really low (like less than 0.1%, assuming 10% for each steps – which hopefully is already high). Given this we do not see the need to solve this especially as this is about one time COUNT reuse – and attacker must be able to calculate keys from this one single reuse! Had it been leading to series of COUNT reuse; the problem could be serious.
So, we propose:
Proposal: No specific solutions required to address Keystream reuse issue caused by fast recovery after LTM cell switch failure.
3. Conclusion
In this paper the potential keystream reuse issue was discussed, and following proposal is being made:

Proposal: No specific solutions required to address Keystream reuse issue caused by fast recovery after LTM cell switch failure.
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