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1 Introduction
RAN2 has discussed the issue of Keystream reuse at recovery and made the following agreements in RAN2#124.
· Key Stream reuse at LTM recovery seems to be an issue (at least a principal issue from req point of view)

· Assume that we stick with the agreement to support Fast LTM recovery, and attempt to resolve this issue (or investigate whether it could be tolerated). 

2 Discussion
Scenario 1 (LTM switch failure followed by LTM switch during recovery)
1. UE is configured with LTM candidate cells Cell B and Cell C.

2. UE receives LTM cell switch command MAC CE to switch to Cell B. 

3. UE transmits RRCReconfigurationComplete to Cell B.

· PDCP COUNT value 'N' is used for transmitting RRCReconfigurationComplete.

· Upon transmission PDCP COUNT value is incremented to 'N+1’.

4. LTM cell switch failure occurs. 

5. At LTM cell switch failure, UE reverts back to the source configuration. 

·    PDCP COUNT value is  reverted. This means PDCP COUNT value stored becomes 'N' again. 

6. UE performs RRC re-establishment procedure.

· UE select cell.

· If the selected cell is the candidate Cell C, the UE initiates LTM to Cell C and the UE transmits RRCReconfigurationComplete message with the same PDCP COUNT value ‘N’. 
· This results in keystream reuse (i.e. same key and counter is used for messages with different contents). Note that RRCReconfigurationComplete message for Cell B and Cell C is not same. This needs to be avoided for secured transmission. 

· If the selected cell is the candidate Cell B, RRCReconfigurationComplete message is same as sent in step 3. So, there is no issue. The scenario is same as the retransmission of same message.
Scenario 2 (Handover failure followed by LTM switch during recovery)
1. UE is configured with LTM candidate cells Cell B and Cell C.

2. UE receives handover command (i.e. RRCReconfiguration with reconfiguration with sync) to handover to Cell B. 

3. UE transmits RRCReconfigurationComplete to Cell B.

· PDCP COUNT value 'N' is used for transmitting RRCReconfigurationComplete.

· Upon transmission PDCP COUNT value is incremented to 'N+1’.

4. Handover failure occurs. 

5. At handover failure, UE reverts back to the source configuration. 

·    PDCP COUNT value is  reverted. This means PDCP COUNT value stored becomes 'N' again. 

6. UE performs RRC re-establishment procedure.

· UE select cell.

·    If the selected cell is the candidate Cell C, the UE initiates LTM to Cell C and the UE transmits RRCReconfigurationComplete message with the same PDCP COUNT value ‘N’. 

· This results in keystream reuse (i.e. same key and counter) is used for messages with different contents (note that RRCReconfigurationComplete message for Cell B and Cell C is not same). This needs to be avoided for secured transmission. 

·    If the selected cell is Cell B, RRCReconfigurationComplete message is same as sent in step 3. So, there is no issue. The scenario is same as the retransmission of same message.

The key stream reuse issue can be resolved by setting PDCP COUNT for SRB1 to same value as at the time of handover failure/LTM cell switch failure during the recovery, if the selected cell is different from the cell where failure occurred. 
Proposal: If the selected cell during the failure (reconfiguration with sync failure/LTM cell switch failure) recovery is a candidate LTM cell different from the cell where failure occurred, configure the PDCP entity of the SRB 1 to continue with state variables as at the time of failure.

Proposed TP:

1> if the cell selection is triggered by detecting radio link failure of the MCG or re-configuration with sync failure of the MCG or mobility from NR failure; and

1> if attemptLTM-Switch is configured; and

1> if the selected cell is one of the LTM candidate cells in the LTM-Candidate IE within VarLTM-Config associated with the MCG:

2> if the cell selection is triggered by re-configuration with sync failure of the MCG or mobility from NR failure; and 

2> if the selected cell is different from the cell where failure occurred:

3> configure/inform the PDCP entity of the SRB 1 (or SRBs or RBs) to continue with state variables as at the time of re-configuration with sync failure or mobility from NR failure.

2> perform the LTM cell switch procedure for the selected LTM candidate cell;

3 Conclusion

Based on the above, RAN2 is requested to discuss and agree on the following proposals:
Proposal 1: If the selected cell during the failure (reconfiguration with sync failure/LTM cell switch failure) recovery is a candidate LTM cell different from the cell where failure occurred, configure the PDCP entity of the SRB 1 to continue with state variables as at the time of failure.
Proposal 2: Adopt the proposed TP.
